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INTRODUCTION

Contributed by: Claudia Ray, Joseph Loy, Miriam Kontoh and Andrew (Keum Yong) Lee, Kirkland & Ellis

Kirkland & Ellis is an international law firm with
approximately 3,500 attorneys across the USA,
Europe and Asia. Kirkland’s trade secrets litiga-
tion practice includes approximately 85 attor-
neys with years of experience representing both
plaintiffs and defendants in trade secrets mat-
ters in diverse industries. They draw upon the
formidable depth of Kirkland’s intellectual prop-
erty, commercial litigation and other practices
to provide an approach tailored to the intrica-
cies of each individual case. Kirkland’s trade
secrets attorneys have litigated the broad spec-
trum of trade secrets disputes, ranging from

Contributing Editors

Claudia Ray is a partner in
Kirkland’s intellectual property

| practice group. She represents
clients in litigation, arbitration
and administrative proceedings
involving trade secret, copyright,
trade mark, internet and contact/licensing
issues across a wide range of industries. Her
trade secret practice includes litigation and
counselling relating to software, technology,
financial services and consumer products.
Claudia also serves on the Intellectual Property
and Technology Advisory Committee of the
American Arbitration Association and the
Bulletins Committee of the International
Trademark Association, and is the chair of the
Copyright Law Committee of the Association
of the Bar of the City of New York.
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outright theft to violation of various agreements,
including employment, R&D, joint development,
and technology transfer and know-how agree-
ments. They have won significant victories for
clients in these matters in UK courts, US fed-
eral and state courts, and in arbitrations, and
have worked collaboratively with law enforce-
ment agencies to protect clients’ IP. The prac-
tice’s success is grounded in extensive jury and
bench trial experience, and a sophisticated ap-
pellate practice to protect clients’ successes at
the trial level.

Joseph Loy is a partner in
Kirkland’s intellectual property
practice group. His practice
focuses on trade secret and
patent infringement disputes
before federal trial and appellate
courts nationwide. His trade secret work
includes both offensive and defensive litigation
and corporate counselling. Joe has
represented clients in cases involving a wide
range of industries, including autonomous
vehicles, biotechnology, computer hardware
and software, cruise ships, digital photography,
exercise equipment, mattresses, medical
devices, oil drilling, petrochemicals,
pharmaceuticals, robotics, smart phones and
wireless communications. He is a frequent
commentator on trade secret issues before
intellectual property Bar associations and law
school communities.
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Contributed by: Claudia Ray, Joseph Loy, Miriam Kontoh and Andrew (Keum Yong) Lee, Kirkland & Ellis

Miriam Kontoh is an associate
in the New York office of
Kirkland. Miriam’s practice
focuses on litigation and
counselling in the fields of
copyright, trade mark, internet/
social media, right of publicity, art, trade secret
and advertising law. She represents and
advises clients in a range of industries,
including entertainment, social media, film and
technology.

Andrew (Keum Yong) Lee is an
associate in Kirkland’s
intellectual property practice
group, whose practice focuses
on patent litigation.

Kirkland & Ellis LLP

601 Lexington Avenue
New York

NY 10022

USA

Tel: +1 212 446 4800

Fax: +1 212 446 4900

Email: claudia.ray@kirkland.com
Web: www.kirkland.com
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INTRODUCTION

Contributed by: Claudia Ray, Joseph Loy, Miriam Kontoh and Andrew (Keum Yong) Lee, Kirkland & Ellis

Global Overview

As businesses around the world evaluate their
options for protecting valuable intellectual prop-
erty in the context of today’s dynamic techno-
logical environment and highly mobile labour
force, trade secret protection can be an essential
complement to patent, copyright and trade mark
protections.

This is particularly true in the USA in light of
recent developments in the patent system -
including shifting judicial standards for patent-
eligible subject matter and the increased avail-
ability of post-grant challenges at the Patent
Office — that have increased the importance of
trade secret protection as an alternative vehicle
for protecting intellectual property.

Moreover, as the developed world continues its
shift from a manufacturing economy to a knowl-
edge-based one, where the most rapidly grow-
ing sectors offer software and services, trade
secret laws are more relevant than ever.

Artificial Intelligence in Full Force

Generative artificial intelligence (Al) is here to
stay. Various industries have begun using large
language models (LLMs) to analyse big data,
create work product, and even innovate by
developing novel ideas or inventions.

Al applications and LLMs raise several issues for
trade secret protection. First, they may capture
and store information that may be used to train
and enhance the Al’s ability to generate results. If
one were to input a trade secret into an Al appli-
cation or LLM prompt, the trade secret could
be at risk of unintended exposure to the com-
pany behind the Al application depending on
the terms of the application’s end-user licence
agreement. Second, the trade secret could be
used as a training input for other problems or
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prompts, resulting in potential exposure to oth-
er end users of the Al application. Third, trade
secrets stored by the Al application may be at
risk of exposure from security breaches targeting
the companies behind the Al application. Each
of these issues will push trade secret owners
to implement new ways to safeguard their trade
secrets, such as updating employment agree-
ments and training and carefully negotiating
with companies behind Al applications to limit
the use or accessibility of trade secret inputs.

Shifts in Employment Practices

Chambers Trade Secrets Global Practice Guide
2024 focuses on best practices for protect-
ing trade secrets and avoiding the pitfalls of
encroaching on others’ trade secret rights. A
key area to which trade secret owners must
remain alert is the use of technological and other
protections to safeguard their valuable intellec-
tual property. Recent decades have seen a sea
change in the way employers recruit and main-
tain their workforce, including hiring a substan-
tial number of remote employees, increased use
of independent contractors, and the rise of the
“gig” economy in which an ever-rotating cast of
independent workers may have access to the
company’s confidential information.

On top of these existing trends, shifts to hybrid
and/or fully remote workplaces, even as many
sectors make a push to return to traditional
office-based employment, require balancing
agility and innovation with appropriate confiden-
tiality controls.

The increased focus on remote work under-
scores the need to create sophisticated con-
fidentiality measures to protect trade secrets
without impairing the ready interchange of ideas
and information in collaborative work environ-
ments that may be necessary to promote the
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very innovation that generates trade secrets.
Long gone are the days when a company could
simply lock its crown jewels in a vault and rest
easy knowing its trade secrets were safe.

In addition to the lasting shift away from tra-
ditional workplaces, lawmakers from various
states and the Federal Trade Commission have
demonstrated increasing aversion to non-com-
pete agreements. These changes result in an
increasingly mobile workforce that may choose
to pursue new opportunities and leverage expe-
riences from prior companies, causing the risk
of misappropriation to grow. Employees may
feel incentivised to use knowledge and insight
gained at prior employers to differentiate them-
selves in a new job. Without adequate training
and precautions, the line between acquired skills
and acquired confidential information could blur.
New employers (whether leanly staffed start-ups
or global heavyweights) should implement strin-
gent procedures for insulating themselves from
others’ confidential information, while former
employers must remain vigilant in safeguarding
the improper use of their hard-earned property
or risk losing it to competitors.

Litigation and ADR

Because disputes over trade secrets arise even
when such precautions are taken, chapters
in this guide explore the latest trends in trade
secret litigation and alternative dispute resolu-
tion (ADR) proceedings. Given the high stakes
for both sides in a trade secret dispute, it will be
important for counsel to consider the full spec-
trum of offensive and defensive resources that
may be available under statutory and common
law misappropriation laws and advise clients
accordingly — whether that entails implementing
procedures for effectively maintaining the confi-
dentiality of trade secrets or minimising the risk
of coming into the possession of or using a com-
petitor’s trade secrets.
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Increasing Prevalence of DTSA Lawsuits

In the USA, just as the Uniform Trade Secret Act
displaced nearly all state-specific common law
misappropriation schemes, providing a theo-
retically uniform body of law across the many
states, Congress enacted the Defend Trade
Secrets Act (DTSA) in 2016, building on earlier
federal economic espionage statutes, to create
a federal system of trade secret law. Now that
the first wave of DTSA cases has made its way
through the federal courts, we are beginning
to see greater uniformity and certainty on key
issues.

As explored in this Global Practice Guide, a
robust body of case law is developing on such
topics as pleading requirements, the required
particularity for descriptions of trade secrets
in discovery, liability based on conduct predat-
ing the enactment of the DTSA, and allowable
measures of damages. The enactment of the
DTSA, not surprisingly, has resulted in a sig-
nificant uptick in federal filings, as trade secret
owners seek to benefit from the perceived uni-
formity and predictability of the federal courts.
Moving forward, counsel should keep up to date
with the latest developments in DTSA litigation,
which is proving to be an indispensable part of
every trade secret owner’s toolkit.

International Considerations

Protecting trade secrets internationally contin-
ues to be dynamic and unpredictable. Courts
in the USA are just beginning to grapple with
issues of liability and damages based on con-
duct occurring overseas, while many foreign
jurisdictions are themselves still developing their
trade secret jurisprudence. Global businesses
must navigate the laws of each country and terri-
tory on a case-by-case basis and make informed
decisions about how to safeguard trade secrets
locally as well as centrally, to ensure that they do
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not inadvertently lose global protection for failure
to comply with a single foreign law.

Trade secret owners conducting business in the
USA should also not forget that the US Inter-
national Trade Commission (ITC) can conduct
investigations and recommend prohibitions
against importing articles based on the theft of
trade secrets. Although there was a long lull in
such investigations, there has been a surge in
investigations and enforcement actions at the
ITC in recent years.
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As a result, companies doing business globally
should stay apprised of the latest developments
in litigation involving international parties, wheth-
er in the federal court system, at the ITC or glob-
ally — that part, we assure you, is not a secret.
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Contributed by: Chuanhong Long, Ji Liu and Xiao Jin, CCPIT Patent and Trademark Law Office

CCPIT Patent and Trademark Law Office is the
oldest and one of the largest full-service intel-
lectual property law firms in China. The firm has
more than 320 patent and trade mark attorneys,
among whom more than 100 are qualified as
attorneys-at-law. It provides consultation, pros-
ecution, mediation, administrative enforcement
and litigation services relating to patents, trade
marks, copyrights, domain names, trade se-
crets, trade dress, unfair competition and other

Authors

Chuanhong Long is the
president of CCPIT Patent and
Trademark Law Office, which he
joined in 1994, and serves as
the vice-president of the
Chinese Group of the AIPPI. His
practice focuses primarily on prosecution,
invalidation, litigation, enforcement and
licensing of patents. His technical specialty
covers chemistry, chemical engineering,
material science, pharmaceuticals and
agrochemicals, etc. Chuanhong has also
counselled domestic and international clients
on other IP-related matters. He was invited as
an expert to participate in the formulation of
the Outline of National Intellectual Property
Strategy (2005 to 2007).
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intellectual property-related matters. Headquar-
tered in Beijing, the firm has branch offices in
New York, Tokyo, Madrid, Hong Kong, Guang-
zhou, Shenzhen, Shanghai and Wuhan. The
mission of the firm is to render tailored quali-
fied, efficient and reliable services to clients in
a cost-effective manner. The clients represent
every sector of industry and commerce, rang-
ing from start-up businesses to multinational
giants.

Ji Liu is the director of the
CCPIT Patent Litigation
Department and has worked as
a patent attorney since 2001. He
has a Master’s degree in
Polymer Science and studied IP
law at the Cardozo School of Law, and in US
and German law firms. Ji has handled dozens
of infringement litigations in different trial
courts across China, among which was a case
selected by Tianjin Municipal High Court as
one of the top ten cases of 2018. Before
switching to litigation, he handled more than
1,000 patent filings covering various technical
fields.
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Contributed by: Chuanhong Long, Ji Liu and Xiao Jin, CCPIT Patent and Trademark Law Office

Xiao Jin joined CCPIT Patent
and Trademark Law Office in
2008 and is the assistant
director of the Patent Litigation
Department. He studied IP law
at John Marshall Law School in
2012 and at the University of New Hampshire
Franklin Pierce School of Law in 2018. Xiao
advises his clients on various aspects of patent
enforcement, including licensing, infringement
and validity opinions. He appears before all
levels of court in China and has strong and
extensive relationships with clients in various
technology sectors, including computers,
communications, electrical engineering,
automatic control engineering and optical
techniques.

CCPIT Patent and Trademark
Law Office

10/F, Ocean Plaza

158 Fuxingmennei Street
Beijing CCPIT
100031

China

CCPIT PATENT & TRADEMARK

Tel: +86 10 6641 2345 LAW OFFICE

Fax: +86 10 6641 5678
Email: mail@ccpit-patent.com.cn
Web: www.ccpit-patent.com.cn
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Contributed by: Chuanhong Long, Ji Liu and Xiao Jin, CCPIT Patent and Trademark Law Office

1. Legal Framework

1.1 Sources of Legal Protection for Trade
Secrets

Unlike patents, trade marks and copyrights,
there is no separate Trade Secret Law in China.
But instead, a trade secret protection system
based on the Anti-Unfair Competition Law, sup-
plemented by the Civil Code (which integrates
the former General Principles of the Civil Law
and the Contract Law), the Law on Promoting
the Transformation of Scientific and Technologi-
cal Achievements, the Labour Contract Law, the
Company Law, the Civil Procedure Law, and the
Criminal Law. In the Civil Code passed in May
2020, trade secrets are, for the first time, explic-
itly classified as a type of intellectual property
rights. The types and infringement acts of trade
secrets are stipulated in Article 9 of the Anti-
Unfair Competition Law. According to this pro-
vision:

+ obtaining a right-holder’s trade secrets by
theft, bribery, intimidation, electronic intrusion
or other improper means;

+ disclosing, using, or allowing others to use a
right-holder’s trade secrets obtained by the
means mentioned in the preceding para-
graph;

+ disclosing, using or allowing others to use
a right-holder’s trade secrets in violation of
confidentiality obligations or the right-holder’s
requirements on keeping such trade secrets
confidential; and

+ obtaining, disclosing, using or allowing any
other party to use a right-holder’s trade
secrets by instigating, tempting or helping
any other party to violate the confidentiality
obligations or the right-holder’s requirements
on keeping such trade secrets confidential.
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At the same time, according to Article 219 of
the Criminal Law, the first three acts are subject
to criminal punishment when the circumstances
are serious.

1.2 What Is Protectable as a Trade
Secret

According to Article 9 of the Anti-Unfair Com-
petition Law, commercial information such as
technical and business information not known
to the public, have commercial value, and kept
confidential by the right-holder are classified as
trade secrets and protected.

1.3 Examples of Trade Secrets
According to the relevant judicial interpretation
of the Supreme Court:

« structure, raw materials, components, formu-
las, materials, samples, styles, propagation
materials of new plant varieties, processes,
methods or steps, algorithms, data, computer
programs, and related documents related to
technology can constitute the technical infor-
mation referred to in the fourth paragraph of
Article 9 of the Anti-Unfair Competition Law;

- creative, management, sales, finance, plans,
samples, bidding materials, customer infor-
mation, data and other information related to
business activities can constitute the busi-
ness information referred to in paragraph 4 of
Article 9 of the Anti-Unfair Competition Law;
and

« the customer information referred to in the
preceding paragraph includes the customer’s
name, address, contact information, trans-
action habits, intentions, content and other
information.
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1.4 Elements of Trade Secret Protection
According to Article 9 of the Anti-Unfair Com-
petition Law, trade secrets must meet three
requirements:

+ they must not be known to the pubilic;

* they must have commercial value; and

+ appropriate confidentiality measures must
have been taken by the right-holder.

1.5 Reasonable Measures

A trade secret right-holder needs to prove that
it has taken reasonable confidentiality meas-
ures to protect its trade secrets. Whether the
right-holder has taken reasonable confidentiality
measures shall be determined according to fac-
tors such as the nature of the trade secret and its
carrier, the commercial value of the trade secret,
the identifiability of the confidentiality measures,
the reasonability of the confidentiality measures
according to the nature of the trade secret, and
the right-holder’s will to keep the secret.

According to the relevant judicial interpretations,
if one of the following circumstances is sufficient
to prevent the leakage of trade secrets under
normal situations, it shall be determined that the
right-holder has taken reasonable confidentiality
measures:

* signing a confidentiality agreement or stipu-
lating confidentiality obligations in the con-
tract;

« putting forward confidentiality requirements
for employees, former employees, suppliers,
customers, visitors, etc, who are accessible
to and able to obtain trade secrets, through
articles of association, training, rules, regula-
tions, or written notices, etc;

« restricting visitors or conducting separate
management for production and business
sites such as workshops involving secrets;
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« distinguishing and managing trade secrets
and their carriers by marking, classifying,
isolating, encrypting, sealing up, limiting the
scope of persons who can access or obtain
them, etc;

» taking measures such as prohibiting or
restricting the use, access, storage, reproduc-
tion, etc, of computer equipment, electronic
equipment, network equipment, storage
equipment, software, etc, that can access
and obtain trade secrets; and

* requiring resigned employees to register,
return, remove and destroy the trade secrets
and their carriers that they have accessed
or acquired, and continue to undertake the
obligation of confidentiality.

1.6 Disclosure to Employees

Employers can sign confidentiality agreements
with employees or agree on confidentiality claus-
es in labour contracts. Even if the employer and
employees do not specifically agree on the con-
fidentiality obligation, the employee’s obligation
to keep the employer’s trade secrets confidential
is an implied and accompanying obligation.

However, it should be noted that the employee’s
implied duty of confidentiality with respect to
trade secrets cannot be regarded as the employ-
er’s taking reasonable confidentiality measures.
In a typical case, the Supreme People’s Court
held that the accompanying obligation to keep
secrets derived from the principle of good faith
cannot reflect the subjective will of the owner of
the trade secret to take confidentiality measures
for information and cannot constitute a positive
behaviour of confidentiality measures.

1.7 Independent Discovery

According to the relevant judicial interpretations,
if the accused infringing information is obtained
through self-development or reverse engineer-
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ing, it should be determined that it does not con-
stitute trade secret infringement as stipulated in
Article 9 of the Anti-Unfair Competition Law.
Here, “reverse engineering” refers to disassem-
bling, mapping and analysing products obtained
from public channels, through technical means
to obtain relevant technical information about
the product.

However, if the party concerned has learned of
the trade secrets of others by improper means,
and then claims that the acquisition is legal on
the grounds of reverse engineering, it shall not
be supported.

1.8 Computer Software and Technology
In China, the protection of computer software
and/or technology is mainly through copyright
protection, but software, especially related data,
can also be protected through trade secrets. For
example, models formed by sorting, process-
ing and analysing data obtained through mas-
sive public channels may sometimes not be
protected by copyright law because of their low
“originality”, but such data and models can be
protected through trade secrets.

1.9 Duration of Protection for Trade
Secrets

In theory, as long as the relevant information
meets the three requirements for trade secrets,
there is no time limit for its protection. According
to relevant judicial interpretations, information
publicly disclosed in public publications or other
media, or disclosed through public reports, exhi-
bitions, etc, can no longer be regarded as trade
secrets due to the loss of confidentiality. Acci-
dental disclosure does not result in loss of con-
fidentiality. Furthermore, controlled disclosure,
such as disclosure with a signed NDA, does not
result in a loss of confidentiality. After accidental
disclosure, steps should be taken as soon as
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possible to prevent further disclosure, such as
signing an NDA with a person with knowledge.

1.10 Licensing

Right-holders of trade secrets have the right to
license their trade secrets to others in a non-
exclusive, sole or exclusive manner and charge
licensing fees. There is usually a confidential-
ity clause in the licence contract. Even if there
is no obligation of confidentiality in the licence
contract, the licensee is also obliged to keep the
confidentiality according to the principle of good
faith. Therefore, generally speaking, licensing
does not affect the protection of trade secrets. In
order to ensure that the licensee of trade secrets
takes reasonable confidentiality measures, it is
recommended that the licensor of trade secrets
agrees on confidentiality obligations with the
licensee when licensing, and verify the licensee’s
confidentiality measures.

1.11 What Differentiates Trade Secrets
From Other IP Rights

Trade secrets are often associated with the pro-
tection of new technologies, often also protect-
ed by patents. But the nature of trade secrets
and patents is very different.

* Trade secrets include all types of information,
not just technically related information. For
example, a company’s contact list may be the
subject of trade secret protection, but it is not
protected by patents.

« For a technology to be patented, it must meet
the requirements of novelty, inventiveness
and utility. Trade secrets, on the other hand,
are not required to be novel or inventive. In
general, any non-public information that a
party has taken reasonable steps to keep
confidential is a trade secret assumed to have
utility. For example, any know-how can be
protected as a trade secret, even if it is not
patentable due to lack of inventive step.
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+ Patent rights and trade mark rights are sub-
ject to administrative review and approval (eg,
a Chinese patent must be filed and granted
by the State Intellectual Property Office of
China), while trade secret protection does
not. It can be established as long as the three
requirements of trade secrets are fulfilled.
Protection for trade secrets is indefinite. A
patent or trade mark right has a certain term.
For example, in China, the term of protection
for invention patents is 20 years, the term

of protection for utility model patents is ten
years, and the term of protection for design
patents is 15 years, counting from the date
of patent application. The protection of trade
secrets has no time limit, as long as the trade
secret still remains unknown to the public.
Protection for trade secrets is relative. A right-
holder of a patent right, a trade mark right

or copyright can exclude others from imple-
menting their right. However, the right-holder
of a trade secret has no right to prohibit
others from obtaining the information inde-
pendently through lawful means (eg, through
self-development or reverse engineering).

A trade secret aims to protect non-public
information, while the target objects of other
IP rights are public. For example, patent and
trade marks are published during administra-
tive reviews, while the trade secrets remain
unknown to the public during their whole life
span.

1.12 Overlapping IP Rights

Trade secrets are often different from other types
of intellectual property in the subject matter to
be protected, so theoretically, intellectual prop-
erty rights can be protected by combining trade
secrets and other types of intellectual property
at the same time. However, due to the differ-
ent ways of obtaining trade secrets and patents,
where the former requires the relevant technol-
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ogy to be kept secret, while the latter must dis-
close the technology in exchange for monopoly
protection, the same technical content cannot
be protected by both trade secrets and patents.
In addition, although software for example, can
be protected by both trade secrets and copy-
rights, the two lawsuits are concursus actionum,
and only one of them can be chosen to sue.

1.13 Other Legal Theories

The types and infringement acts of trade secrets
are stipulated in Article 9 of the Anti-Unfair Com-
petition Law. According to this provision, they
are:

+ obtaining a right-holder’s trade secrets by
theft, bribery, intimidation, electronic intrusion
or other improper means;

« disclosing, using, or allowing others to use a
right-holder’s trade secrets obtained by the
means mentioned in the preceding para-
graph;

« disclosing, using or allowing others to use
a right-holder’s trade secrets in violation of
confidentiality obligations or the right-holder’s
requirements on keeping such trade secrets
confidential; and

+ obtaining, disclosing, using or allowing any
other party to use a right-holder’s trade
secrets by instigating, tempting or helping
any other party to violate the confidentiality
obligations or the right-holder’s requirements
on keeping such trade secrets confidential.

Article 9 also stipulates that other natural per-
sons, legal persons and unincorporated organi-
sations other than the business operators who
commit the illegal acts listed in the preceding
paragraph shall be deemed as infringing trade
secrets.
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Therefore, an employee who violates the fiduci-
ary duty to steal trade secrets can be subject to
a lawsuit either for breach of contract or infringe-
ment of trade secrets. Trade secret infringement
claims can also be brought against defendants
who induce employees to breach their contrac-
tual confidentiality obligations to the right-hold-
er/employer.

1.14 Criminal Liability

According to Article 219 of the Criminal Law,
anyone who commits one of the following acts
of infringing trade secrets, if the circumstances
are serious, shall be sentenced to fixed-term
imprisonment of not more than three years, and
concurrently or solely with a fine; if the circum-
stances are especially serious, they shall be sen-
tenced to fixed-term imprisonment of not less
than three years but not more than ten years
imprisonment and fine for:

+ obtaining a right-holder’s trade secrets by
theft, bribery, intimidation, electronic intrusion
or other improper means;

« disclosing, using, or allowing others to use a
right-holder’s trade secrets obtained by the
means mentioned in the preceding para-
graph; and

+ disclosing, using or allowing others to use
a right-holder’s trade secrets in violation of
confidentiality obligations or the right-holder’s
requirements on keeping such trade secrets
confidential.

At the same time, well knowing the acts listed
in the preceding paragraph, still obtaining, dis-
closing, using or allowing others to use the trade
secret shall be regarded as infringement of trade
secrets.

According to the relevant judicial interpretations,
the implementation of the infringement of trade
secrets stipulated in the Criminal Law, (i) causes
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losses to the right-holder of the trade secrets or
the illegal gains from the infringement of trade
secrets of more than CNY300,000; or (ii) directly
causes bankruptcy or closing down of the right-
holder of the trade secret due to major opera-
tional difficulties, it shall be deemed as “caus-
ing heavy losses to the right-holder of the trade
secret”. If the amount of loss caused to the right-
holder of the trade secret or the amount of illegal
gains due to infringement of the trade secret is
more than CNY2.5 million, it shall be determined
as “causing especially serious consequences”
as stipulated in Article 219 of the Criminal Law.

For the infringement of trade secrets, both civil
and criminal proceedings can be brought. Due
to the stronger ability of the police to investigate
and collect evidence, many plaintiffs will choose
to report the case to the police first and obtain
relevant evidence from them before proceeding
with civil litigation.

1.15 Extraterritoriality

Generally, trade secrets are territorial rights and
cannot be prosecuted in China for misappropria-
tion that occurs in other countries. However, if
— eg, the trade secrets of a company located in
China were stolen by electronic intrusion outside
of China, it is possible that Chinese courts have
jurisdiction since the result of the infringement
occurred in China. In addition, if the infringer
steals the trade secret abroad and uses it in Chi-
na — eg, using the trade secret to produce and
operate, the right-holder can sue before a Chi-
nese court for the infringement of the infringer’s
use of the trade secret. In addition, according
to the principle of Lex Personalis of the Chinese
criminal law, if the perpetrator of the misappro-
priation is a Chinese company or individual, even
if the misappropriation occurs in another coun-
try/region, a criminal lawsuit against the Chinese
company or individual can be instituted.
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2. Misappropriation of Trade
Secrets

2.1 The Definition of Misappropriation

In China, the condition for filing a trade secret
infringement lawsuit is to prove that the plain-
tiff is the holder or interested party of the trade
secret, generally the licensee; the alleged trade
secret meets the definition of trade secret in Arti-
cle 9 of the Anti-Unfair Competition Law, namely,
it belongs to technical or business information
not known to the public, has commercial value
and been kept confidential by the right-holder by
reasonable confidentiality measures; the defend-
ant has infringed trade secrets as stipulated in
Article 9 of the Anti-Unfair Competition Law. For
non-employees, it needs to be proven that the
defendant committed an improper means.

The right-holder does not need to prove that
their trade secret has been used, but just enough
to prove that the defendant obtained the trade
secret without permission to file a trade secret
infringement lawsuit.

2.2 Employee Relationships

If the infringer of a trade secret is an employ-
ee, who breaks the duty of confidentiality or
disobeys the right-holder’s requirement to keep
trade secrets, and discloses, uses or allows oth-
ers to use the trade secrets in their possession,
it is also an act of infringement of trade secrets.
Therefore, the elements of a trade secret misap-
propriation claim are different.

For employees, if there is a confidentiality agree-
ment signed with the employer, the confiden-
tiality obligation shall be fulfilled. If there is no
confidentiality agreement, the employee has
a negative obligation of inaction - ie, to keep
the trade secret, not use it beyond the scope or
authority, nor disclose or allow others to use the
trade secret.
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2.3 Joint Ventures

Based on the principle of good faith, joint ventur-
ers have a negative obligation of inaction - ie,
the obligation to keep each other’s trade secrets
known during co-operation.

2.4 Industrial Espionage

At present, there are no special provisions for
industrial espionage in Chinese laws. Such acts
of stealing trade secrets are still dealt with in
accordance with the Anti-Unfair Competition
Law and Criminal Law. Similar to other intellec-
tual property rights, remedies for trade secret
infringement include damages and injunctions.

3. Preventing Trade Secret
Misappropriation

3.1 Best Practices for Safeguarding
Trade Secrets

Regarding the “best practice” of protecting trade
secrets, the relevant judicial interpretations give
some “suggestions”:

* signing a confidentiality agreement or stipu-
lating confidentiality obligations in the con-
tract;

* putting forward confidentiality requirements
for employees, former employees, suppliers,
customers, visitors, etc, who are accessible
to and able to obtain trade secrets, through
articles of association, training, rules, regula-
tions, or written notices, etc;

» restricting visitors or conducting separate
management for production and business
sites such as workshops involving secrets;

« distinguishing and managing trade secrets
and their carriers by marking, classifying,
isolating, encrypting, sealing up, limiting the
scope of persons who can access or obtain
them, etc;
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+ taking measures such as prohibiting or
restricting the use, access, storage, reproduc-
tion, etc, of computer equipment, electronic
equipment, network equipment, storage
equipment, software, etc, that can access
and obtain trade secrets; and

* requiring resigned employees to register,
return, remove and destroy the trade secrets
and their carriers that they have accessed
or acquired, and continue to undertake the
obligation of confidentiality.

Best practices vary by different technical fields.
For example, in the field of computer software,
the right-holder is usually advised to divide
the development of the software into different
modules, and each module is developed by dif-
ferent personnel, so as to avoid the developer
mastering all the source code as much as pos-
sible. Another example is in the field of chem-
istry where codification management is usually
adopted for raw materials, intermediates, prod-
ucts, etc.

3.2 Exit Interviews
Different companies have different strategies for
exit interviews. Typically, an exit interview should
include the following:

* review the terms of the NDA with depart-
ing personnel and ask them to contact the
company if they have questions with respect
to the NDA;

« remind employee/contractor of duty not to
use or divulge company’s trade secrets;

* require that the employee sign a termination
certificate, if possible, acknowledging the
employee’s understanding and duty not to
disclose trade secrets or confidential informa-
tion;

+ obtain trade secret materials and documents
in the employee’s possession or control,
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including, without limitation, hard copies, soft
copies, home computer files, home office
files, laptops, cell phones, etc; and

« require that keys and access cards be
returned.

4. Safeguarding Against
Allegations of Trade Secret
Misappropriation

4.1 Pre-existing Skills and Expertise

At present, there is no specific definition of
“employee’s general knowledge and skills” in
China’s trade secret practice. In principle, the
knowledge and skills acquired by an employee
in working for the employer have become part of
their personality, and the employee has the right
to apply the knowledge and skills acquired in the
new job, but the employee should not use trade
secrets learnt from the previous employer in the
work of a new employer. Usually, if an employer
is concerned about the use of trade secrets by
a former employee in a particular position, the
employer shall enter into a non-compete agree-
ment with the employee, requiring the employee
not to engage in an industry that competes with
the employer for up to two years, during which
the employer must pay a reasonable fee to the
employee.

4.2 New Employees

The “new” employer should first strictly manage
the employment of such resigned employees and
recruit such resigned employees through legal
and proper means, check whether the employee
to be hired has terminated the labour contract
with the former employer, and whether they have
the obligation of non-compete and/or confiden-
tiality of trade secrets and ask the employee to
be hired to make a written statement or com-
mitment. The “new” employer should investigate
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the similarities and differences between the orig-
inal and current position of the employee to be
hired and arrange the current position carefully,
fully investigate the actual performance of such
employees, and require employees to prom-
ise not to use the trade secrets of the previous
employer in the course of their work; at the same
time, most importantly, the “new” employer
should archive and preserve relevant evidence,
such as keeping all the materials proving that
it obtained the trade secrets of others through
lawful measures, such as reverse engineering.

5. Trade Secret Litigation

5.1 Prerequisites to Filing a Lawsuit
Since there is no discovery in the civil procedure
in China, the plaintiff should collect evidence,
including evidence of infringement and compen-
sation, before filing a lawsuit.

To file a lawsuit for infringement of trade secrets,
the following work should be done:

+ determining the parties of the lawsuit - ie, the
plaintiff and the defendant;

« determining the court of jurisdiction: territorial
and level jurisdiction, distinguishing between
technical and business information;

* carrying out necessary preservation, including
evidence and conduct preservation;

+ determining the scope of trade secrets;

« determining the constituent elements of
trade secrets - ie, not known to the public,
commercial value, and taking corresponding
confidentiality measures;

+ identifying basic types and scope of infringe-
ment acts; and

+ determining the litigation claims, the type of
civil liability: stop the infringement, compen-
sate for losses, return or destroy the trade
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secret carrier, remove the trade secret infor-
mation in possession.

5.2 Limitations Period

The statute of limitations does not apply to
claims for cessation of the infringement of the
trade secrets; for claims for damages from
infringement, the statute of limitations begins
to be counted when the right-holder knows or
should have known the scope of infringement,
the infringer and the infringing acts. In principle,
the limitation period is three years, but shall not
exceed 20 years from the date of infringement.
At the same time, trade secret cases, like other
civil cases, are subject to the relevant provisions
on the suspension and interruption of the limita-
tion of action.

5.3 Initiating a Lawsuit

As mentioned above, in China, there is no dis-
covery in the civil procedure. Therefore, after col-
lecting the evidence and finishing other prepara-
tions (see 5.1 Prerequisites to Filing a Lawsuit),
the plaintiff should file a lawsuit with the court.
Generally, after accepting a case, the court will
give both parties a time limit for producing evi-
dence, and then organise evidence exchange
and pretrial conference. Furthermore, the court
will organise at least one formal trial before
reaching a final conclusion. Trade secret litiga-
tion cases also often involve forensic appraisal,
such as appraisal of whether the secret point is
known to the public, and whether the accused
information is the same as the secret point infor-
mation. Forensic appraisal can be unilaterally
entrusted by the plaintiff or the defendant, or
may be entrusted by the court.

5.4 Jurisdiction of the Courts

In terms of territorial jurisdiction, the court of
jurisdiction for cases of infringement of trade
secrets includes the court at the place where the
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infringement is committed (including the place
where the infringement is carried out and the
result of the infringement occurs) or the court
at the place where the defendant is domiciled.
In terms of level jurisdiction, the court for tech-
nical secret cases is the intermediate people’s
court designated by the Supreme Court, and the
court for trade secret cases other than techni-
cal secrets is the basic court. These Supreme
Court-designated Intermediate Courts include
four Intellectual Property Courts and more than
20 Intellectual Property Tribunals across Chi-
na. In addition, the level of jurisdiction is also
affected by the amount of compensation of the
lawsuit. For example, for cases with a compen-
sation amount exceeding CNY5 billion, the pro-
vincial high court has jurisdiction.

5.5 Initial Pleading Standards

In China, civil cases follow the principle of “who
claims, who gives evidence”. Therefore, for trade
secret cases, the plaintiff is also required to have
conclusive evidence to prove the existence of
infringement. However, due to the difficulty of
obtaining evidence in trade secret cases, the
current trend in legal and judicial practice is to
reduce the difficulty of proof for plaintiffs and
appropriately reallocate the burden of proof.
For example, according to Article 32 of the new
Anti-Unfair Competition Law, in the civil trial
procedure of infringing trade secrets, the owner
of trade secrets shall provide prima facie evi-
dence to prove that they have taken confidenti-
ality measures for the claimed trade secrets and
reasonably show that the trade secret has been
infringed, while the accused infringer shall prove
that the trade secret claimed by the right-holder
does not belong to the trade secret stipulated
in this law.

Where the right-holder of a trade secret pro-
vides prima facie evidence reasonably showing
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that the trade secret has been infringed, and
provides one of the following as evidence, the
accused infringer shall prove that they have not
infringed the trade secret:

* there is evidence that the accused infringer
has channels or opportunities to obtain the
trade secret, and the information used is sub-
stantially the same as the trade secret;

* there is evidence that the trade secret has
been or is at risk of being disclosed or used
by the accused infringer; and

« there is other evidence that the trade secret
has been infringed by the accused infringer.

These provisions reduce the difficulty of the
plaintif’s proof and reallocate the burden of
proof to the defendant after the plaintiff provides
prima facie evidence.

5.6 Seizure Mechanisms

The Civil Procedure Law grants the parties a right
to apply to the people’s court for preservation of
evidence when the evidence may be lost or dif-
ficult to obtain in the future. Plaintiffs in trade
secret infringement cases often take advantage
of this provision of the Civil Procedure Law to
file an application for evidence preservation
while suing, hoping to obtain direct evidence of
the defendant’s infringement and relevant com-
pensation evidence through the court. When
the court examines the plaintiff’s application for
evidence preservation, it mainly considers the
following factors:

» the plaintiff should clearly claim the specific
content of the trade secret and fix relevant
evidence;

« the plaintiff should provide prima facie evi-
dence of the defendant’s infringement;

+ the scope of evidence preservation shall
be consistent with the claim. Generally, the
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scope of preservation shall not exceed the
trade secrets claimed by the plaintiff nor the
claims of the plaintiff. The evidence that the
plaintiff can obtain or can be fixed through
notarisation will not be preserved by court;
and

* the guarantee provided by the plaintiff.

5.7 Obtaining Information and Evidence
As mentioned in 5.5 Initial Pleading Standards
and 5.6 Seizure Mechanisms, even if an evi-
dence preservation can be applied, the plaintiff
should have prima facie evidence of the defend-
ant’s infringement. The plaintiff should complete
the acquisition of prima facie evidence by them-
selves and cannot rely on other mechanisms.
After the prima facie evidence is presented, on
the one hand, the plaintiff can obtain further evi-
dence through the court’s evidence preserva-
tion; on the other hand, if the defendant infring-
es technical secrets to a serious extent and is
suspected of committing a crime, the plaintiff
can also report to the police. Because the police
have strong investigative capabilities, the plain-
tiff can also obtain evidence through this channel
for civil proceedings.

The evidence that the plaintiff can furnish
includes evidence related to infringement and
damages.

5.8 Maintaining Secrecy While Litigating

According to the relevant judicial interpretation,
when the applicant’s trade secret is about to
be illegally disclosed, it should be determined
whether it is “urgent” as stipulated in Articles
100 and 101 of the Civil Procedure Law; if yes,
the applicant can require the court to make a
conduct preservation ruling —ie, an injunction to
order the defendant not to disclose, use or allow
others to use the trade secret stolen from the
applicant. Since trade secret cases are not heard
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in public, if the court conducts evidence preser-
vation, the process will not be made public, and
the trade secrets involved and their carriers will
not be disclosed to third parties.

5.9 Defending Against Allegations of
Misappropriation

Common defences in trade secret cases include
the following.

 Defence against trade secrets:

(a) the scope of the trade secret is unclear
and its carrier is not submitted;

(b) the secret point is unclear and incorrect;

(c) the trade secret was known to the public
before the defendant obtained or used it;
and

(d) the owner or the licensee of the trade
secret involved did not take the corre-
sponding confidentiality measures for the
trade secret.

« Self-development or reverse engineering
defence:

(a) Article 14 of the judicial interpretation of
trade secrets;

(b) where the accused infringing information
is obtained through self-development or
reverse engineering, the people’s court
shall determine that it is not an act of
infringing trade secrets as stipulated in
Article 9 of the Anti-Unfair Competition
Law; and

(c) the term “reverse engineering”, as men-
tioned in the preceding paragraph, refers
to the disassembly, surveying, mapping
and analysis of products obtained from
public channels through technical means,
in order to obtain relevant technical infor-
mation of the products.

+ Client trust defence:

(a) paragraph 2 of Article 13 of the judicial

interpretation of unfair competition - if a
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client conducts market transactions with
the employee entity based on his per-
sonal trust; after the employee resigns,
if he can prove that the client voluntarily
chooses to conduct market transactions
with himself or his new entity, he shall be
deemed not to have adopted improper
means unless otherwise agreed between
the employee and the original entity; and
(b) paragraph 2 of Article 2 of the judicial
interpretation of trade secrets — if a client
conducts market transactions with the
employee entity based on his personal
trust; after the employee resigns, if he can
prove that the client voluntarily chooses
to conduct market transactions with him-
self or his new entity, the people’s court
shall determine that the employee did not
use improper means to obtain the trade
secret of the right-holder.

5.10 Dispositive Motions

There are no dispositive motion-related proce-
dures in China’s civil litigation. However, in the
current trend, before entering the formal trial
procedure, the parties can directly conduct a
mediation, and the court may also preside over
the mediation. If a settlement is reached by both
parties, the court can make a mediation state-
ment accordingly, which has legal effect.

5.11 Cost of Litigation

For trade secret litigation, the attorney fees usu-
ally range from hundreds of thousands to mil-
lions depending on the difficulty of the case. For
example, in the “Vanillin” case recently heard
by the Supreme People’s Court, the court sup-
ported a reasonable fee of CNY3.5 million for
rights protection. The expenses that the plaintiff
and the defendant can expect include damages,
punitive compensation, and reasonable expens-
es for rights protection, including attorney fees,
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notarisation fees, translation fees and appraisal
fees.

In China, risk agency is allowed for civil cases.
As for litigation financing, or third-party fund-
ing, there is currently no clear determination of
whether it is legal or not, but litigation financing
already exists in practice.

6. Trial

6.1 Bench or Jury Trial

There is no separate jury fact-finding procedure
in China. China adopts a unique system of peo-
ple’s assessors. In some cases, people’s asses-
sors can participate in the trial of cases. People’s
assessors have the same rights and obligations
as judges.

6.2 Trial Process

In China, there is no difference between the
trial of trade secret cases and the trial of gen-
eral civil cases, except that trade secret cases
are usually not heard in public. The trial process
generally includes stages such as evidence
exchange and cross examination, court inves-
tigation and court debate, among which court
investigation and court debate are often carried
out together. Except for a few cases, the witness
who has given testimony shall appear and tes-
tify in court, otherwise their testimony cannot be
used as the basis for independent determination
of facts. Generally, trade secret cases are the
same as other civil cases, the second instance
is final, and the trial period is six months for the
first instance and three months for the second
instance. The above period may be extended.

6.3 Use of Expert Witnesses
In trade secret cases, the plaintiff and the
defendant may hire expert witness to give tes-
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timony on the technical issues for which they
are responsible. An expert witness can provide
answers to professional and technical questions
and ask questions of the other party’s expert wit-
ness. However, in trade secret cases, it is more
common to ask a professional judicial appraisal
institution to issue an appraisal report, such as
whether the secret point is unknown to the public
and whether the defendant’s information is the
same as that of the trade secret. The appraisal
expert shall appear in court. Usually, according
to different appraisal contents, the appraisal
cost is several hundred thousand yuan.

7. Remedies

7.1 Preliminary Injunctive Relief

According to the relevant judicial interpretation,
when the applicant’s trade secret is about to
be illegally disclosed, it should be determined
whether it is “urgent” as stipulated in Articles
100 and 101 of the Civil Procedure Law; if yes,
the applicant can require the court to make an
conduct preservation ruling — ie, injunction to
order the defendant not to disclose, use or allow
others to use the trade secret stolen from the
applicant. The preconditions for the preservation
of the above acts include:

* the trade secret claimed by the applicant
meets the constitutive requirements;

« the fact of infringement exists or is about to
happen;

* irreparable damage will be caused if such an
injunction is not granted;

* guarantee provided by the applicant accord-
ing to law; and

+ the injunction shall not harm the public inter-
est.
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If the people’s court rules to implement the con-
duct preservation measures, it shall reasonably
determine the duration of the measures accord-
ing to the request of the applicant or the specific
circumstances of the case and other factors.

The effect of ruling to stop the infringement of
intellectual property rights is generally main-
tained until the judgment of the case takes effect.

The amount of guarantee provided by the appli-
cant shall be equivalent to the losses that the
respondent may suffer from the implementation
of the act preservation measures, including rea-
sonable losses such as the sales income and
storage expenses of the products involved to
stop the infringement.

In the process of implementing the conduct
preservation measures, if the losses that the
respondent may suffer as a result exceed the
guarantee provided by the applicant, the peo-
ple’s court may order the applicant to add cor-
responding guarantees.

7.2 Measures of Damages

The amount of compensation for business oper-
ators who have suffered damage due to unfair
competition shall be determined according to
the actual loss suffered due to the infringement.
If the actual loss is difficult to calculate, the com-
pensation shall be determined according to the
profits obtained by the infringer due to infringe-
ment. The amount of compensation shall also
include the reasonable expenses spent by the
operator to stop the infringement.

In order to obtain the above compensation, the
plaintiff shall provide corresponding evidence.
In order to determine the amount of compensa-
tion, the people’s court may order the infringer to
provide the account books and materials related
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to the infringement when the plaintiff has tried
their best to furnish evidence and the account
books and materials related to the infringement
are mainly in the possession of the infringer. If
the infringer fails to provide or provides false
account books and materials, the people’s court
may determine the amount of compensation
with reference to the claims of the plaintiff and
the evidence provided.

If it is difficult to determine the actual losses suf-
fered by the right-holder due to the infringement
and the profits obtained by the infringer due to
the infringement, the people’s court shall make
a judgment to compensate the right-holder less
than five million yuan according to the circum-
stances of the infringement.

If an infringer maliciously commits an act of
infringing trade secrets and the circumstances
are serious, the amount of compensation may be
determined at more than one time and less than
five times the amount determined in accordance
with the above methods.

7.3 Permanent Injunction

Trade secret cases in which plaintiffs win usually
result in a cessation of infringement and dam-
ages, unless the trade secret has already been
disclosed so that the judgment prohibiting the
disclosure of the trade secret is meaningless.
Generally, unless the case is settled through set-
tlement or mediation, the plaintiff cannot ask the
defendant to recall the products. Since employ-
ees have the freedom of employment, it is gen-
erally impossible to restrict their subsequent
employment. Employers can only restrict sub-
sequent employment of a departing employee
through a non-compete agreement for a period
of no more than two years and for a fee. An
injunction to cease infringement generally has no
time limit until the invalidation of the trade secret.
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7.4 Attorneys’ Fees

Generally, the plaintiff can claim for the reason-
able expenses to stop the infringement, includ-
ing reasonable attorney fees, notarisation fees,
translation fees, appraisal fees, etc. Claims
for reasonable expenses to stop infringement
require relevant evidence, usually including con-
tracts, payment vouchers and invoices.

7.5 Costs

Successful plaintiffs can obtain damages for
infringement, punitive compensation and rea-
sonable expenses spent to stop infringement,
including reasonable attorney fees, notarisation
fees, translation fees, appraisal fees, etc. The
plaintiff shall list the above claims in the indict-
ment, and the judge will hear the case according
to the claims. Successful defendants generally
cannot obtain compensation unless the plaintiff
abuses intellectual property rights.

8. Appeal

8.1 Appellate Procedure

Either or both the plaintiff and the defendant who
are dissatisfied with the first instance judgment,
may appeal to the higher court. For technical
secret cases, the Intellectual Property Tribunal of
the Supreme People’s Court has jurisdiction, and
for trade secrets other than technical secrets,
the higher court (mostly intermediate people’s
courts) has jurisdiction. For the judgment, the
appeal period is 15 days from the date of receipt
of the judgment; for the ruling, the appeal period
is ten days from the date of receipt of the ruling,
and for a party who has no domicile in China,
the appeal period is 30 days from the date of
receiving the judgment or ruling. The trial period
of the second instance is three months, which
can be extended. The appeal procedure will not
vary between courts.
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8.2 Factual or Legal Review

The court of second instance focuses more on
legal issues, but usually also ascertains factual
issues. If the second-instance court finds out
that the basic facts determined by the first-
instance judgment are unclear, it will usually
send it back to the first-instance court for retrial;
if other facts are unclear, the second-instance
court can also revise the judgment after find-
ing out the facts. Usually, the second instance
is not de novo and will be tried according to the
appellant’s grounds of appeal. For issues that
need to be reserved, the appellant should clearly
record it in the grounds of appeal. For most trade
secret cases, the court of second instance does
not merely conduct a written hearing, instead,
it usually gives both parties an opportunity to
present and debate.

9. Criminal Offences

9.1 Prosecution Process, Penalties and
Defences

To file a criminal lawsuit against a trade secret
case, it is necessary to report the case to the
police first and provide preliminary evidence of
the trade secret held and the infringement of the
trade secret.

According to Article 219 of the Criminal Law, if
the circumstances of infringing trade secrets are
serious, the infringer shall be sentenced to fixed-
term imprisonment of not more than three years,
and concurrently or solely with a fine; if the cir-
cumstances are particularly serious, the infringer
shall be sentenced to fixed-term imprisonment
of not less than three years but not more than
ten years and shall also be fined.

The defences in criminal cases are basically the
same as those in civil cases. However, it should
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be noted that the proof level of evidence in crimi-
nal cases is to eliminate reasonable doubt, while
civil cases adopt the high probability standard.
Therefore, being recognised as infringement
in civil cases is not necessarily recognised as
infringement in criminal cases. Holders of trade
secrets can actively provide clues, but once the
police file a case, the investigation will be com-
pleted by them.

10. Alternative Dispute Resolution
(ADR)

10.1 Dispute Resolution Mechanisms
Regarding ADR for trade secret disputes, the
more mature mechanism in China is mediation,
which includes not only court mediation, but also
people’s mediation and administrative media-
tion. The main pros of mediation include:

» mediation is simple, fast and flexible;

+ the general cost of mediation is low; and

» mediation can resolve disputes in a relatively
mild way, and can also reflect fairness and
justice.

However, mediation also has cons, including:

« the limitations of mediation cases- ie, it is
only suitable for cases with clear legal rela-
tionship and minor disputes;

* mediation cases may make the parties lose
the best time to litigate; and

* poor execution of non-court mediation.

Due to the difficulty in proving evidence and
the low success rate in trade secret cases, the
plaintiff may consider mediation to achieve the
purpose of protecting trade secrets to a certain
extent for cases with pessimistic prospects for
litigation. Usually, the mediation process can
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guarantee confidentiality to avoid further dis-
closure of trade secrets.

In addition, as another ADR mechanism, if a
“contract” has been signed between the right-
holder and the infringer and both parties volun-
tarily reach an arbitration agreement, they can
apply for arbitration to the local arbitration insti-
tution or the arbitration institution agreed in the
arbitration agreement in accordance with the
Arbitration Law of the PRC.

Alternative dispute resolution mechanisms can
be used as a pre-procedure to litigation and
are not inconsistent with litigation procedures,
so interim measures can be obtained from the
courts.
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In addition, the mediation statement issued by
the court according to the mediation agreement
of the parties has the force of enforcement, and
the parties can apply to the court of first instance
or the court at the same level where the property
being enforced is located for enforcement. The
arbitration award issued by the arbitration insti-
tution is also enforceable, and the parties may
apply for enforcement to the intermediate peo-
ple’s court in the place where the person subject
to enforcement has their domicile or where the
property subject to enforcement is located.
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China has long been regarded as the “world’s
factory”, but over the past decade, an increasing
number of Chinese enterprises have joined the
competition in advanced technology, making the
protection of intellectual property rights, includ-
ing trade secrets, more urgent than ever. Fortu-
nately, China has been continuously strengthen-
ing the protection of intellectual property rights,
including trade secrets. To address the need
for trade secret protection, China amended its
Anti-Unfair Competition Law (AUCL) in 2017 and
2019, and issued a judicial interpretation for civil
cases involving trade secrets (the “Civil JI”) and
ajudicial interpretation for criminal cases involv-
ing IP infringement (the “Criminal JI”) in 2020, a
rarity in terms of legislative frequency in other
fields.

Below we summarise the latest trends and devel-
opments of trade secret protection in China.

Changes to Jurisdictional Levels

Before 2019, civil cases involving the infringe-
ment of technical secrets, akin to those of pat-
ent infringements, fell under the jurisdiction of
the Intermediate People’s Court or specialised
intellectual property courts such as the Beijing
Intellectual Property Court at the first instance
level, and were escalated to the Provincial
High People’s Court for appeals. Following the
2019 establishment of the Intellectual Property
Court within the Supreme People’s Court (SPC),
appeals in technical secret infringement cases
shifted to being adjudicated by the SPC, which
issued dozens of influential and guiding rulings.
However, by the end of 2023, likely due to the
overwhelming workload, the SPC delegated the
responsibility for hearing appeals in technical
secret cases back to the Provincial High Peo-
ple’s Courts. Given the complex nature of cases
involving technical secrets, the lack of a unified
appellate review standard from the SPC may
lead to some degree of inconsistency.
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Expanded Scope of Protectable Trade
Secrets

The AUCL does not specify the types of informa-
tion that may constitute trade secrets. Common
trade secrets often include drawings, production
processes, formulas, software codes, customer
information, etc. However, in some recent cases,
trade secret claims have expanded to include
corn parent seed that can be used to cultivate
hybrid seeds, reservoir attribute data defined in
the databases of oil and gas extraction compa-
nies, as well as user tipping data on live stream-
ing platforms. Any information can be treated
as trade secrets as long as it meets the require-
ments of Article 9 of the AUCL, which stipulate
that the information must not be known to the
public, must have commercial value, and must
have been subject to reasonable confidentiality
measures by the rights-holder.

Increased Damages

China has traditionally aligned the rules for
awarding damages for trade secret infringement
with those for patent infringement, based on the
actual loss suffered due to the infringement or
the profits gained by the infringer. Due to the lack
of US-style discovery, it is often challenging for
plaintiffs to identify the foundation for calculating
damages, resulting in the use of statutory dam-
ages in the majority of cases.

The Civil JI has introduced a system for order-
ing the submission of financial documents.
Specifically, if the rights-holder has already pro-
vided preliminary evidence of the profits gained
by the infringer from the infringement, but the
account books and documents related to the
infringement of trade secrets are controlled by
the infringer, the court can, upon the application
of the rights-holder, order the infringer to pro-
vide such account books and documents. If the
infringer refuses to provide them without a justi-
fied reason, or provides false information, the
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court may determine the profits gained from the
infringement based on the claims and evidence
provided by the rights-holder. This system can
significantly reduce the burden of proof on the
rights-holder, avoiding over-reliance on statutory
compensation.

Additionally, after amendments in 2017 and
2019, the AUCL increased the maximum statu-
tory compensation from CNY1 million CNY5 mil-
lion. Moreover, the 2019 amended AUCL allows
the court to amplify exemplary damages up to
five times in cases of wilful and malicious misap-
propriation.

In the recent years, there has been an increase
in cases with significant compensation awards.
In the case of Sennics Chemical v Yuncheng Jin-
teng, the SPC of China, relying on the plaintiff’s
actual loss determined by the valuation report
in the corresponding criminal case, ordered the
defendant to compensate for losses amounting
to CNY201.54 million (approximately USD27.6
million). Previously, in the case of Jiaxing Zhong-
hua Chemical v Wanglong Group, which involved
the production process and equipment design of
vanillin (referred to as the “Vanillin Case”), the
SPC awarded the plaintiff about CNY160 mil-
lion. This decision was based on the defendant’s
product sales profit instead of operating prof-
it, considering that the defendant had always
engaged in infringement as its sole business
and had failed to comply with the court’s order
to produce evidence. In another case, Golden-
Elephant Sincerity v Hengsheng Chemical, the
SPC awarded CNY98 million in damages for
trade secret misappropriation, and an addition-
al CNY120 million RMB for patent infringement,
resulting in a total of CNY218 million (approxi-
mately USD30 million). Subsequently, both par-
ties reached a settlement of CNY440 million for
other infringement activities, setting a record for
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compensation and settlement amounts in Chi-
nese intellectual property dispute cases.

In Tinci v Newman, involving the production
process and equipment of Carbopol products,
the SPC, considering Newman'’s infringement as
a business and its continued production even
after its legal representative was held criminally
responsible, as well as its refusal to provide rel-
evant accounting books, supported the com-
pensation amount to five times the profits from
infringement.

Reduced Burden of Proof for Rights-Holders
The rule in China’s Civil Procedure Law is that
the burden of proof lies with the party who
asserts a claim. For trade secret cases, this
means the plaintiff would need to prove that
the information they claim meets the criteria for
being a trade secret; ie, it is not known to the
public, reasonable measures have been taken
to keep it secret, and it has commercial value.
The rights-holder would also need to prove that
the defendant carried out the misappropriation
of trade secret. This is clearly a significant chal-
lenge for the plaintiff, given the covert nature of
trade secret infringement.

The AUCL, revised in 2019, provides rules for
shifting the burden of proof. If the rights-holder
provides preliminary evidence showing that they
have taken measures to keep the claimed trade
secret confidential, and reasonably indicates
that the trade secret has been misappropri-
ated, the alleged infringer must prove that the
trade secret claimed by the rights-holder does
not fall under the protection of this law. If the
trade secret rights-holder provides preliminary
evidence reasonably indicating that the trade
secret has been misappropriated, and there is
evidence that the alleged infringer had the chan-
nel or opportunity to access the trade secret,
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and the information they used is substantially the
same as that trade secret, or there is evidence
that the trade secret has been disclosed, used,
or is at risk of being disclosed or used by the
alleged infringer, then the alleged infringer must
prove that they have not engaged in infringe-
ment of the trade secret.

For example, in Ingersoll-Rand v a former
employee, the defendant transferred draw-
ings containing the involved technical secrets
to a personal storage device without company
permission. After Ingersoll-Rand proved it had
taken reasonable confidentiality measures for
the technical information and that it had value,
the court found that the plaintiff had fulfilled its
burden of proof that the asserted technical infor-
mation met the requirements for being a trade
secret, and the defendant failed to provide coun-
ter-evidence. Therefore, the court recognised the
asserted technical information as a trade secret.
In Huasui Seed v Bosheng Seed, although the
plaintiff did not submit any evidence that the
defendant had obtained the asserted parental
corn seeds through improper means, because
the defendant could not explain the legitimate
source of the corn seeds it used, the court pre-
sumed that Bosheng Seed acquired the assert-
ed corn seeds through improper means.

Preliminary Injunctions

In China, preliminary injunction (Pl) is also
known as behavioural preservation. According
to the Civil JI, if the respondent attempts or has
already obtained, disclosed, used, or allowed
others to use the trade secret claimed by the
rights-holder by improper means, and failing to
take behavioural preservation measures would
make the judgment difficult to enforce or cause
other damages to the parties involved, or would
cause irreparable harm to the legitimate rights
and interests of the rights-holder, the court can
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order the Pl. When reviewing the application for
PI, the court should comprehensively consider
the following factors: (i) whether the applicant’s
request has a factual basis and legal basis,
including the stability of the asserted right; (ii)
whether failing to grant the Pl would cause irrep-
arable harm to the applicant’s legitimate rights
and interests or make it difficult to enforce the
judgment; (iii) whether the harm caused to the
applicant by not granting the Pl exceeds the
harm caused to the respondent by granting the
Pl; and (iv) whether granting the Pl would harm
the public interest.

Due to the complexity of trade secrets, these
factors are not easily judged in most cases. In
the case of Eli Lily and Company v Huang, Huang
was found to transfer Eli Lily’s confidential docu-
ments to a private storage device. Given that
Huang admitted that the involved documents
belonged to trade secrets and admitted to the act
of transferring of those documents, the Shang-
hai No 1 Intermediate People’s Court issued a
PI to prohibit Huang from disclosing, using, or
allowing others to use the content of the docu-
ments claimed to be trade secrets by the plain-
tiff. More Pls were issued after the first-instance
court had determined the relevant infringement
facts, for example, the Zhejiang High Court in
the Vanillin Case and the Jiangsu High Court in
the Sennics Chemical v Yuncheng Jinteng, both
issued the PI along with the first-instance judg-
ment. In Actions Technology v TaiXin Semicon-
ductor, the SPC remanded the case to the first-
instance court in light of the possibility that the
involved technical information had been illegally
held, disclosed, and used, and while remanding,
it ordered that the defendant must not disclose,
use, or allow others to use the involved techni-
cal information before a final judgment is made.
Recently, the Jiangsu High Court issued a Pl in
the case of China Seed International v Fujitai,
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which involves trade secrets of plant variety
breeding materials.

Rapidly Growing Criminal Cases

According to the most recent statistical data
released by the Supreme People’s Procuratorate
(SPP) in October 2023, during the period from
January to September 2023, Chinese prosecu-
torial organs accepted and reviewed for prose-
cution over 260 individuals involved in crimes of
infringing commercial secrets, which is a twofold
increase from the previous year.

Article 4 of the Criminal JI lowered the thresh-
old for criminal liability from causing a loss of
CNY500,000 (about USD70,000) to CNY300,000
(about USD40,000). This article also expanded
the circumstances that constitute a crime to
not only include monetary standards (loss) but
also provided an open list of scenarios, sup-
plementing it with circumstances such as the
rights-holder’s bankruptcy or closure, repeated
infringement, and other serious situations.

Article 5 of the Criminal JI specified different
methods for calculating losses for different acts
of trade secret infringement. In the past, situa-
tions where trade secrets were stolen but not
disclosed or used before being caught made it
difficult to calculate the amount of loss. Accord-
ing to Article 5, in such cases, the amount of
loss can be determined based on the reasonable
licensing fee of that trade secret. If the infringe-
ment results in the trade secret becoming known
to the public or being destroyed, the loss amount
can be determined based on the commercial
value of the secret. Remedial expenses incurred
by the rights-holder to mitigate the loss to busi-
ness operations, business plans, or to restore
the security of computer information systems,
or other systems, should be included in the loss
caused to the rights-holder.
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In Xiamen City v Liao, the first-instance court
determined the loss amount based on the
assessed value of the licensing fee of the trade
secret at CNY8.5899 million, ultimately sentenc-
ing Liao to three years in prison for infringing
commercial secrets and fining him CNY100,000.

In Shanghai City v Ping, Ping illegally obtained
Zuiko Company’s technical drawings, disclosed
and used them, and applied for patents for some
of the technical information, resulting in the com-
plete public disclosure of the trade secrets. The
procuratorate brought a prosecution based on
the total amount of actual losses caused to the
rights-holder plus the value of the trade secrets,
which was supported by the court.

In Jieyang City v Liu, the suspect, posing as
a supplier staff member, entered the victim’s
wind turbine project site, measured, and photo-
graphed the internal structure of the units, and
was caught while fleeing the scene. The first-
instance judgment included the losses due to
inspection fees of the turbine units and produc-
tion downtime caused by the infringement, in the
losses to the rights-holder.

Following the legal amendments, the lowered
threshold for criminal prosecution of trade secret
infringement and increasingly clear rules for cal-
culating losses mean that more acts of infringing
commercial secrets are being prosecuted and
subjected to more severe criminal liabilities.

New Crime of Commercial Espionage

In December 2020, Amendment XI to the Crimi-
nal Law added the crime of “espionage or illegal
provision of trade secrets for foreign entities”,
also known as commercial espionage. It states:
“whoever steals, spies on, buys, or illegally pro-
vides commercial secrets for foreign institutions,
organizations, or individuals shall be sentenced
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to fixed-term imprisonment of not more than five
years and may also be fined; in serious cases,
the sentence shall be fixed-term imprisonment
of not less than five years and a fine”. Thus, any
act of stealing commercial secrets for foreign
entities could be prosecuted for commercial
espionage without the need to meet the “serious
circumstances” required for general infringe-
ment of trade secrets. This may be something
that foreign companies need to pay particular
attention to.

In November 2023, the Pudong New Area Court
in Shanghai publicly disclosed a case under this
crime for the first time: the Zheng Case. In this
case, Zheng, an engineer at a company, pro-
vided consultancy services to a competitor as
an industry expert consultant after leaving his
job. Knowing that the consulting party was a for-
eign organisation, he still provided the commer-
cial secret information he had illegally learned
from his former employer to the consulting party.
Zheng was ultimately convicted of commercial
espionage and sentenced to 2.5 years in prison
and a fine of CNY10,000.

Administrative Protection Becoming
Increasingly Active

China has a route for administrative enforce-
ment, whereby administrative authorities can
also investigate and handle infringement of trade
secrets. Compared to civil litigation, adminis-
trative enforcement is often more efficient. For
example, in typical cases announced across
various regions, administrative authorities are
often able to make decisions within six months.
Additionally, administrative authorities can con-
duct raids to investigate and collect evidence,
which is very important in trade secret infringe-
ment cases.
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The AUCL, revised in 2019, increased the punitive
power of administrative authorities, allowing for
fines ranging from CNY500,000 to CNY5 million
for serious violations. In April 2023, the Chinese
government organised a special enforcement
action called “Guardian” against unfair compe-
tition, with the protection of trade secrets being
an important component. Under the lead of the
“Guardian” special action, AMRs (Administra-
tion for Market Regulation) across the country
actively carried out administrative enforcement
activities against infringement of trade secrets
and released many typical cases. On 2 March
2022, SAMR (State Administration for Market
Regulation) issued the “National Action Plan for
Innovation Pilot Work on Trade Secret Protec-
tion”, under which national and local AMRs and
industry associations have developed and pub-
lished standards for compliance management of
corporate trade secrets guided by this plan.

Although rights-holders cannot obtain monetary
compensation in administrative enforcement
procedures, collecting evidence and quickly
stopping infringement through administrative
enforcement and then seeking monetary com-
pensation in civil litigation has become a com-
mon option for rights-holders.

Conclusion

Trade secrets play a vital role in maintaining
the competitive advantage and financial stabil-
ity of many companies. The anticipation is that
accusations of trade secret misappropriation will
continue to rise. Even with the advancements in
trade secret protection in China, companies are
encouraged to re-evaluate their strategies and
procedures for protecting their sensitive infor-
mation and to take pre-emptive steps in safe-
guarding it before any potential claims arise.
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Overview

In 2023, China continued to uphold its com-
mitment to stringent protection in the realm of
trade secrets, striving to maintain fairness in
market competition, fuel innovation, enhance
the protection of technical secrets, intensify the
enforcement of infringement compensations and
rigorously apply the punitive damages system.
Those concerted efforts unveil China’s robust
judicial stance on protecting intellectual prop-
erty legally and uprooting the infringement of
trade secrets. This overview will delve into the
state-of-the-art trends and the judicial dynamics
in China’s trade secret sector.

Adjustment to the Appellate Jurisdiction

over Technical Secret Cases by the Supreme
People’s Court

On 1 January 2019, the Intellectual Property
Court of the Supreme People’s Court (“the IP
Court”) was officially established, centralising
the appellate jurisdiction over technical intellec-
tual property cases nationwide, including those
involving technical secrets.

In October 2023, the Supreme People’s Court
made a strategic adjustment to the jurisdiction of
the IP Court. In accordance with the current pro-
visions (Fa Shi [2023]No 10), as of 1 November
2023, appeals on technical secrets, within the
jurisdiction of the IP Court, have been refined to
cover “significant and complex” disputes over
technical secret ownership, civil infringement
and administrative decisions. The term “signifi-
cant and complex” refers to appeals filed against
decisions of first-instance cases by the High
People’s Courts.

Consequently, from 1 November 2023, “ordi-
nary” appeals on technical secret ownership,
civil infringement and administrative decisions,
not initially tried by the High People’s Courts,
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have reverted to the jurisdictional framework that
was in place prior to the establishment of the IP
Court in 2019.

Active Procuratorate Initiatives and Escalated
Enforcement Against Criminal Infringement of
Trade Secrets

Throughout 2023, there was a surge in criminal
infringement cases of trade secrets, which were
rampant in technology-intensive sectors such as
information technology, bio-medicine, advanced
manufacturing, and new energy.

In a concerted effort to bolster the criminal judicial
protection for intellectual property, the Supreme
People’s Procuratorate and the Supreme Peo-
ple’s Court jointly issued the “Interpretation on
Several Issues Concerning the Application of
Law in Handling Criminal Cases of Intellectual
Property Infringement (Draft for comments)”
(the “Draft for comments”) in January 2023. The
Draft for comments sets forth the threshold for
criminal liability in criminal infringement of trade
secrets.

In April 2023, the Supreme People’s Procurator-
ate released the “Guidelines on Handling Intel-
lectual Property Cases for People’s Procurator-
ates”, introducing 45 prosecutorial actions to
provide specific guidance for performing case-
handling duties.

Furthermore, in June 2023, the Supreme Peo-
ple’s Procuratorate issued the “Opinions on
Comprehensively Strengthening the Intellectual
Property Procuratorial Work for the New Era” (the
“Opinions”). The Opinions highlights enhancing
the protection of trade secrets and intensifying
the processing efforts for trade secret cases.

These above initiatives underscore that China is
steadfast to establishing a pioneering standard
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for the prosecutorial protection of intellectual
property rights, showcasing the nation’s deter-
mined approach towards escalating the crack-
down on criminal infringement of intellectual

property.

Intensified Protection of Trade Secrets and
Establishment of the “Mega-Protection”
Framework Through Administrative, Judicial,
and Industry Collaborations

The Administration for Market Regulation in
China leverages the efficient and streamlined
framework of the administrative protection for
trade secrets, steadfastly focusing on bolster-
ing the oversight and enforcement against trade
secret infringements.

Since 2018, the State Administration for Market
Regulation has spearheaded nationwide initia-
tives against unfair competition for six consecu-
tive years. The 2023 campaign, named “Guard-
ian”, specifically mandated more stringent

safeguards for corporate trade secrets.

In September 2020, the Administration drafted
the “Rules on Trade Secret Protection (Draft for
Solicitation of Comments)”, advancing the leg-
islative agenda for administrative protection for
trade secrets.

July 2022 marked the commencement of a
national pilot programme for trade secret protec-
tion, with a second phase launched in October
2023. These pilot initiatives, prioritising multidi-
mensional and effective mechanisms for trade
secret protection, have used targeted efforts to
drive a nationwide enhancement in protection
standards.

As the Administration for Market Regulation

joins hands with judicial and industry regula-
tory authorities, China is gradually establishing
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a robust “mega-protection” framework, char-
acterised by the synergy among administrative,
judicial and industry protections of trade secrets.
Moving forward, China will leverage the systemic
strength of the “mega-protection” framework,
elevating the overall protection of trade secrets
across the nation.

New Directions in Adjudication Principles

for Trade Secret Cases: Insights From the
Supreme People’s Court’s Guiding and
Typical Cases

On 22 February 2024, the Supreme People’s
Court unveiled the “Fifth Anniversary of the IP
Court: Top Ten Influential Cases and 100 Typi-
cal Cases”, among which technical secret cas-
es numbered 21, accounting for approximately
20% of the total. A review of the case types adju-
dicated by the IP Court in 2023 shows 3,222
civil cases are accepted in total, with techni-
cal secret cases amounting to 113, represent-
ing merely 3.5% of the overall caseload. The
proportion of technical secret cases selected
as model examples significantly exceeds that
of other types of cases. This disparity not only
reflects the Supreme People’s Court’s steadfast
commitment to reforming the adjudication rules
for technical secret cases within civil litigation
but also indicates its intent to bolster technical
secret protection. The highlighted cases demon-
strate numerous significant shifts from traditional
approaches, signalling essential developments.

Recent alterations to the practice of
determining the trade secret point

As right-holders file a lawsuit, courts generally
require them to clarify the content and boundary
of trade secrets, namely by defining “the trade
secret point”. In cases where a drawing serves
as a carrier for the trade secret, courts conven-
tionally conclude that drawings, as the fixed
carrier of the technical information, are ineligible
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for specifying the exact nature and limits of the
technical secret. As a result, the right-holder is
mandated to further elucidate the specific ele-
ment of the trade secret within drawings and
define its composition, distinguishing it from the
publicly known information. Otherwise, failure
to do so may lead courts to conclude that the
right-holder’s claim doesn’t meet the statutory
conditions.

In the “Hood-Type Furnace Lifting Device”
technical secret infringement case (Docket No:
(2022) Supreme People’s Court Zhi Min Zhong
No 719), the Supreme People’s Court has adopt-
ed unprecedented approaches for its judgment.
In the current context, the right-holder submitted
a set of 29 technical drawings, asserting that
this entire collection constituted the technical
secret. The first-instance court concluded that
the right-holder failed to provide the detailed
contents of the confidential technical solution
or features within the asserted set of drawings.
Given the ambiguous nature of the trade secret
point within the drawings and the unclear dis-
tinction from the publicly known technical infor-
mation, the court found it unfeasible to affirm the
right-holder’s claim that the technical informa-
tion qualified as the technical secret. As a result,
the court dismissed his claim. Upon appeal, the
Supreme People’s Court held an unconvention-
al view, recognising the aggregation of specific
technical information within 29 drawings as the
technical secret beyond dispute, as the right-
holder contended. Therefore, on the grounds
of the above claim, the court required a review
of the secrecy, value, and confidentiality of the
technical information, as asserted by the right-
holder.

The judicial perspective revises the traditional

view when claiming that technical secrets are
based on drawings, the right-holder cannot
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assert that all the technical information within
those drawings constitutes the technical secret.

The trade secret point may correspond to com-
ponents of a technical solution or the complete
technical solution itself. When the trade secret
involves a complete technical solution, the right-
holder typically documents this solution in a sin-
gle document carrier. The right-holder is then
required by the court to distinguish and clarify
information which is not known to the public
from those which is publicly accessible. How-
ever, in the “Virus Detection Reagents” techni-
cal secret infringement case (Docket No: (2020)
Supreme People’s Court Zhi Min Zhong No
1889), the Supreme People’s Court stepped in
a different judicial direction. The Court held that
the technical secret, namely a technical solution
as asserted by the right-holder, could either be
a complete solution documented within a single
technical file or a solution developed from a rea-
sonable summary, generalisation, and refinement
of technical information which is not known to
the public, across various technical documents.
Right-holders are encouraged to integrate their
confidential information with the prior art and
common knowledge, forming a complete tech-
nical solution for protection, when summarising,
generalising, and refining confidential informa-
tion from their technical documents.

The above judicial stance has revised the pre-
vailing belief that there must be a direct match
between the carrier of the technical secret and
its corresponding technical solution. Further-
more, it updates the standard practice of exclud-
ing publicly known information from the overall
technical solution when determining the trade
secret point.
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Easing the burden of proof for the right-
holder and establishing reasonable inference
of infringements

To address challenges that right-holders face
in providing evidence, the 2019 revision of the
Anti-Unfair Competition Law, particularly Article
32, redefines the apportionment of the burden of
proof between the right-holder and the accused
infringer. This article was initially hailed as a cru-
cial move to ease the burden of proof. None-
theless, its implementation in legal practice has
ignited significant controversy. The vagueness
of phrases such as “preliminary evidence” and
“reasonably indicates” has resulted in incon-
sistent judicial interpretations, making it chal-
lenging for right-holders to discern the extent
of evidence required to satisfy the initial burden
of proof and trigger a shift in this burden to the
accused infringer.

Taking the determination of technical secret
infringement as an example, it is common for
infringers to conduct their business covertly. As
a result, the secretive nature significantly hinders
the right-holder’s ability to produce evidence
substantiating the actual use of the contested
technical secret by the infringer.

In the “Vanillin” technical secret infringement
case (Docket No: (2020) Supreme People’s
Court Zhi Min Zhong No 1667), disputed tech-
nical secrets were recorded in the carrier of
287 equipment drawings and 25 process flow
diagrams for piping and instrumentation. The
accused infringer unlawfully accessed 185 of
these equipment drawings and 15 process flow
diagrams. The difficult and focal point hinged
on proving the accused infringer employed the
implicated technical secrets in actual use. During
the appeal, the Supreme People’s Court invoked
the obstruction of justice guideline and best evi-
dence rule. Given the established facts and the
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right-holder’s claim that the accused infringer
had illicitly acquired full details of the product’s
process flow and entire production equipment
data, thus proceeding to manufacture identi-
cal products, the court reasonably inferred the
accused infringer’s use of the entire technical
secrets involved.

The above judicial viewpoint underscores
that infringements of technical secrets can be
inferred on the grounds of circumstantial evi-
dence. According to the specific circumstances
or established facts and common knowledge,
the right-holder is eligible to substantiate that
the accused infringer has improperly acquired,
disclosed, or used technical secrets by virtue
of circumstantial evidence. This case reflects a
judicial approach that pioneers in addressing the
challenge of producing evidence for the protec-
tion of technical secrets in a practicable manner.

Practicable enhancement of the infringement
compensation and rigorous implementation
of the punitive damages system

The “Melamine” invention patent and technical
secrets infringement case resulted in a landmark
award of CNY218 million (Docket Nos: (2020)
Supreme People’s Court Zhi Min Zhong No 1559
and (2022) Supreme People’s Court Zhi Min
Zhong No 541). Both parties reached a com-
prehensive settlement during the enforcement
phase, with the right-holder ultimately securing
CNY®658 million, thereby setting a precedent in
China’s intellectual property rights enforcement
history. The “Rubber Antioxidant” technical
secret infringement case led to a compensation
of CNY202 million (Docket No: (2022) Supreme
People’s Court Zhi Min Zhong No 816), apply-
ing the maximum judicial penalty to the com-
pany and its actual controllers for non-compli-
ance with a preservation order. Moreover, in the
“Vanillin” technical secret infringement case,
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damages were set at CNY159 million, with the
company’s legal representative fully holding joint
and several liability. These cases underline the
Chinese courts’ dedication to stringent intellec-
tual property protection and their determination
to intensify penalties for infringements.

The 2019 revision of the Anti-Unfair Competi-
tion Law has incorporated the punitive damages
system. Over recent years, the Chinese judiciary
has been proactively applying this framework.

Notably, the “Cabot” technical secret infringe-
ment case (Docket No: (2019) Supreme Peo-
ple’s Court Zhi Min Zhong No 562) was recom-
mended as the 219th guiding case in the 39th
batch issued by the Supreme People’s Court in
2023. This case is a pioneering example of the IP
Court’s application of punitive damages. During
the appeal, the Supreme People’s Court con-
cluded that the accused infringer, who was guilty
of deliberate and direct infringement, made the
infringement his profession, characterised by an
extensive scale, prolonged duration, substantial
profit, and obstruction of justice, warranting the
maximum fivefold punitive damages. This case
represents a crucial step in correlating the sever-
ity of the infringement with the punitive dam-
ages multiplier, significantly contributing to the
precise and effective application of the punitive
damages system for intellectual property rights
infringement.
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1. Legal Framework

1.1 Sources of Legal Protection for Trade
Secrets

Since April 2019, legal protection of trade
secrets in Germany has mainly been governed
by the German Trade Secret Act (TSA) (Gesetz
zum Schutz von Geschéftsgeheimnissen, or
GeschGehG). The TSA implements the require-
ments of the Directive on the protection of undis-
closed know-how and business information
(trade secrets) against their unlawful acquisition,
use and disclosure (Directive (EU) 2016/943) (the
“EU Trade Secrets Directive”, or ETSD).

Amongst other things, the TSA regulates the
requirements that information must meet in
order to be protected as a trade secret (Section
2), the scope of such protection (Section 3 et
seq) and the legal consequences of an infringe-
ment (Section 6 et seq). Furthermore, it estab-
lishes specific rules to protect trade secrets in
(civil law) litigation (Section 15 et seq) and stipu-
lates certain conduct regarding trade secrets as
a criminal offence (Section 23).

While the TSA is the main act with regard to trade
secrets, there are several provisions throughout
different acts of German law that may provide
supplementary protection. Such provisions are
mainly designed as special liability provisions for
particularly qualified professional groups (such
as members of the works council, board mem-
bers and managing directors, lawyers, notaries
or civil servants) that prohibit the disclosure and
exploitation of trade secrets.

In addition, depending on the individual case,
provisions that serve mainly other purposes —
such as the security of the Federal Republic of
Germany (Section 93 et seq of the German Crim-
inal Code (GCC) (Strafgesetzbuch, or StGB)), the
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integrity of electronic data (Section 202a et seq,
GCC) or postal and telecommunications secrecy
(Section 206, GCC) — may also provide auxiliary
protection for trade secrets.

1.2 What Is Protectable as a Trade
Secret

In principle, any information that relates in any
way to a business and has any kind of com-
mercial value can be protected as a trade secret
under the TSA. Inter alia, this applies to:

+ commercial information (eg, lists of custom-
ers);

« technical know-how (eg, unpatented inven-
tions, recipes);

+ so-called negative information, meaning
knowledge about adverse circumstances
(such as production problems or an imminent
insolvency); and

« information where the fact itself (eg, a particu-
lar process) is not secret, but the company
that uses the process wants to prevent com-
petitors from using it by keeping it secret.

In summary, only information that is purely pri-
vate and cannot be used in business transac-
tions at all is not covered by the protection of
the TSA. With regard to information about illegal
activities in a company (eg, tax evasion, viola-
tion of labour law or antitrust regulations), it is
disputed whether such information can also be
protected under the TSA. However, even if such
information should be covered by the scope of
the TSA’s protection (which is, in the authors’
opinion, convincing), its disclosure will in some
cases be permitted by an overriding public inter-
est.

1.3 Examples of Trade Secrets
While neither the TSA nor the underlying ETSD
provides for specific examples to illustrate the
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types of information that are protectable, under
German law before the enactment of the TSA,
the Federal Court of Justice (FCJ) (Bundesger-
ichtshof, or BGH) has affirmed all kinds of secret
information as trade secrets - eg, customer
and supplier lists, cost information, business
strategies, company data or market analyses,
manufacturing processes, design drawings,
prototypes, formulas and recipes, production
equipment and tools, templates and computer
programs. As outlined in 1.2 What Is Protect-
able as a Trade Secret, any of these examples
could generally be protected under the TSA as
well.

1.4 Elements of Trade Secret Protection
Pursuant to Section 2 No 1 of the TSA, any type
of information can be protected as a trade secret
as long as:

« it is secret in the sense that it is not, as a
body or in the precise configuration and
assembly of its components, generally known
among or readily accessible to persons within
the circles that normally deal with the kind of
information in question, and it has commer-
cial value because it is secret;

+ it has been subject to reasonable measures
of protection against disclosure considering
the respective circumstances, by the person
lawfully in control of the information; and

+ there is a legitimate interest in confidentiality.

Whereas the German legislator took the first two
conditions directly from the ETSD, the require-
ment of a “legitimate interest in secrecy” was
inserted autonomously. The practical relevance
of this additional requirement, however, is doubt-
ful. Since Article 1 (1) of the ETSD lays down a
minimum standard for the protection of trade
secrets, which the member states may extend
but not restrict, it can be assumed that infor-
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mation, even if it does not fulfil the condition of
the third point, is nevertheless to be regarded as
a trade secret in accordance with the superior
ETSD.

1.5 Reasonable Measures

Pursuant to Section 2 No 1 litera b) of the TSA,
the trade secret owner is obligated to take rea-
sonable measures of protection, considering the
specific circumstances, to keep the information
secret and, in the event of a dispute, has to
prove that the measures taken were sufficient.
As the requirement of appropriate confidential-
ity measures was only recently introduced by
the TSA, which came into effect in 2019, there
is little case law yet regarding this matter, and
neither the TSA nor the ETSD stipulates any spe-
cific requirements as to what specific types of
secrecy measures must be taken.

However, it is common sense that the trade
secret owner must “only” ensure appropriate
(and not the best possible or maximum effective)
safeguards. Apart from that, the measures to be
taken cannot be determined in the abstract, but
will depend on the specific nature and value of
the trade secret as a whole and for the com-
pany, the size of the company, the costs and
the standard of the measures. In general, five
types of measures may be considered (usually
in a combination that is not necessarily required
to cover all types), as set out below.

« First, information should be marked as con-
fidential, either individually or in its entirety,
where its secrecy does not become apparent
from the circumstances.

+ Secondly, confidentiality obligations should
be expressly provided for in the contract con-
trolling the share of the information in ques-
tion, if they are not apparent from the nature
of the contract — the conclusion of a separate
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non-disclosure agreement (NDA) before shar-
ing any confidential information is usually the
minimum of adequate protection of secrecy.

« Thirdly, applying the “need to know” principle,
employees or third parties should only have
access to the confidential information they
need to fulfil their contractual obligations or
exercise their rights.

* Fourthly, technical and organisational protec-
tion measures may be required, which can
range from simple password protection to
firewalls, encryption and complex security
systems.

» Fifthly, every company will have to consider
whether and to what extent each employee
should be given the opportunity and the
authority to store company information on
their own data carriers or to use their own
computer in their office at home.

Furthermore, it is safe to assume that large com-
panies or companies with numerous and valu-
able secrets will be subject to stricter require-
ments than small and medium-sized enterprises.
While more and more court decisions regarding
the question of how much effort is required for
qualifying the steps taken as the required level
of reasonableness have already been rendered,
this question will ultimately have to be decided
by the CJEU (for best practices, see 3.1 Best
Practices for Safeguarding Trade Secrets).

1.6 Disclosure to Employees

In general, the disclosure of a trade secret to
employees does not affect the availability of
legal protection for the trade secret, as long as
the employee is under an obligation of secrecy.
In most cases, such an obligation to secrecy
can be derived from the individual’s employment
contract.
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However, there is a strong opinion in German
legal literature that the secrecy measures neces-
sary to classify information as a trade secret are
not met if employees are not expressly informed
of their duty of confidentiality and sign a con-
fidentiality agreement (ideally with a contrac-
tual penalty) — with the consequence that there
would be no trade secret to begin with. As some
of the first courts seem to follow this view, it is
strongly recommended to conclude appropriate
NDAs (this also applies to third parties who get
access to trade secrets; see 1.5 Reasonable
Measures).

1.7 Independent Discovery

In principle, neither independent discovery nor
reverse engineering has any impact on the exist-
ence of trade secret protection. The right in a
trade secret under the TSA is not an exclusive
right, so parallel ownership by several entities
is possible.

While the owner of a trade secret cannot pre-
vent third parties from independent discovery or
reverse engineering (and consequently cannot
prevent the third party from using or licensing
the secret), this does not affect the existence of
the secret itself as long as the third party does
not disclose it publicly. If, however, the third par-
ty makes the secret publicly known, the protec-
tion for all other owners also lapses.

1.8 Computer Software and Technology

There are no protections in German law that are
unique to computer software and/or technology
with regard to trade secrets. There are some pro-
visions regarding data protection, the integrity of
electronic data, copyright protection of comput-
er software or telecommunications secrecy that
may also apply in the case of breach of a trade
secret. However, it should be noted that these
regulations only provide legal protection in their
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respective areas. This protection may overlap in
individual cases, but not necessarily.

1.9 Duration of Protection for Trade
Secrets

Trade secrets do not have a fixed or maximum
term of protection: they remain protected under
the TSA as long as the respective information
meets the relevant requirements (see 1.4 Ele-
ments of Trade Secret Protection). As soon as
the information is no longer secret, its protection
is irrevocably lost, regardless of a controlled or
accidental — or even illegal — disclosure. How-
ever, it should be noted that “disclosure” in
this regard means disclosure to the public or at
least to a larger group of people that normally
deal with the kind of information in question. A
description of the secret in a professional jour-
nal, at a trade fair or in a lecture is sufficient to
trigger disclosure.

By contrast, disclosure to employees and con-
tractual partners will usually not affect trade
secret protection as long as they are obliged to
secrecy on the basis of employment contracts
or by confidentiality agreements (see 1.6 Disclo-
sure to Employees).

1.10 Licensing

In principle, the trade secret owner can license
a trade secret like any other intellectual prop-
erty right. As long as the licensee is obliged to
secrecy during the term of the licensing agree-
ment and afterwards (ideally with an adequate
contractual penalty in the case of a culpable
infringement), licensing does not affect the exist-
ence of the trade secret.

1.11 What Differentiates Trade Secrets
From Other IP Rights

Protection for trade secrets differs from the other
types of intellectual property protection available
in Germany in many ways.
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The differences in the scope of protection are
the most notable: while the owner of intellectual
property rights is granted absolute protection
and may prohibit third parties from using and
exploiting the protected intellectual property
in any way (notwithstanding statutory exemp-
tions), the trade secret owner is not granted sim-
ilar rights. While they may prohibit employees
and contractors from using or disclosing their
secrets, there is no comparable absolute pro-
tection for trade secrets outside of such special
contractual relationships.

On the contrary, the TSA does not prohibit third
parties from using trade secrets per se, but only
penalises the breach of (factual) security meas-
ures that its owner must actively ensure (see 1.5
Reasonable Measures). In other words, trade
secret protection exists only against the unfair
disclosure of the information; if the informa-
tion becomes known due to negligence in the
protection of secrets, its protection is lost. This
means, on the one hand, that protection is lost
if the information in question becomes public
(even if unlawfully) and, on the other hand, that
the owner cannot take action against an inde-
pendent parallel creation by third parties.

Furthermore, there are significant differences
regarding costs, the scope and the duration
of the protection; in particular, in comparison
to patents, while patent protection entails high
fixed costs due to application and maintenance
fees, secrecy protection entails ongoing costs.
Intellectual property rights are limited to the
respective legal system, whereas secrecy leads
to a de facto worldwide monopoly (even though
the scope of protection may differ from jurisdic-
tion to jurisdiction). In contrast, an invention pat-
ented in Germany can be used in other countries
without legal consequences, unless indepen-
dently patented there. In addition, protection by
secrecy has an immediate and unlimited effect,
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whereas the patent application procedure can
take several years and the term of protection is
limited to 20 years.

1.12 Overlapping IP Rights

Generally, parallel protection of the same infor-
mation as a trade secret and as any other IP right
(with the exception of copyright, which does not
require publication) will factually not be possible
in most cases. In particular, the protection under
the TSA and as a registered intellectual property
right are mutually exclusive. This is because pro-
tection as a trade secret requires the information
in question to be secret, whereas protection as
a registered right (eg, as a patent) requires an
application — and thus its disclosure.

Therefore, parallel protection for technical
secrets can only apply in (extremely rare) cir-
cumstances, where the information in question
is registered as a so-called secret patent pursu-
ant to Section 50 of the German Patent Act.

1.13 Other Legal Theories

The TSA is not exhaustive. Therefore, in princi-
ple, it is possible to bring a claim for breach of
fiduciary duty against an employee who steals a
trade secret or to bring a claim for tortious inter-
ference with contract against a defendant where
it has induced an employee to breach a con-
tractual confidentiality obligation to the owner/
employer. However, there is an interdependence
between contractual liability and liability under
the TSA.

On the one hand, the design of the respective
contract forms the framework of the legal protec-
tion of trade secrets and restricts such protec-
tion. For example, Section 3 (2) of the TSA gives
general precedence to contractual agreements
over the provisions of the TSA and Section 4
(2) Nos 2 and 3 forbids the use or disclosure of
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trade secrets only as long as it is in violation of a
contract. On the other hand, the considerations
of the TSA must be taken into account when
interpreting contractual agreements and when
determining the scope of non-explicitly agreed
confidentiality obligations and rights of use. As
a result, the scope of secrecy protection under
the TSA does not generally differ from the scope
of contractual claims.

1.14 Criminal Liability

German law imposes criminal penalties for trade
secret misappropriation if the offender deliber-
ately infringes a trade secret:

+ to promote competition, whether internal or
external;

« out of self-interest;

- for the benefit of a third party; or

+ with the intention of causing damage to the
owner of a business.

The penalty is imprisonment for up to three years
or a fine and can go up to imprisonment for up
to five years or a fine, if the offender acts on a
commercial basis, knows that the trade secret is
to be used in foreign countries, or uses the trade
secret in foreign countries themselves. A trade
secret owner can pursue both civil and criminal
claims. In fact, the initiation of criminal proceed-
ings (and the investigative powers of the public
prosecutor’s office) is often the only way in which
the trade secret owner can obtain the necessary
evidence for their civil action (see 9.1 Prosecu-
tion Process, Penalties and Defences).

1.15 Extraterritoriality

The question of whether and under which con-
ditions it is possible to bring a claim under the
German TSA based on misappropriation of
trade secrets that take place in another country
is highly controversial. When it comes to cross-
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border disputes, the rules of private international
law — in particular, the Rome | Regulation and
the Rome Il Regulation — determine which law
applies. This means that contracts on trade
secrets (eg, licence agreements or NDAs) are
governed by the Rome | Regulation with the
consequence that (unless the parties explicitly
made a different choice of law) the contract will
be regularly governed by the law of the country
where the trade secret owner has their habitual
residence.

In contrast, trade secret misappropriations con-
stitute tortious acts and thus are governed by the
Rome Il Regulation. While the Rome Il Regulation
contains special provisions for unfair competi-
tion and for infringements of intellectual property
rights, there are no separate provisions for the
infringement of trade secrets. This is problem-
atic, because under German law, trade secret
protection is seen as hybrid law that cannot be
clearly assigned to either intellectual property or
unfair competition law. For this reason, in Ger-
man literature, different opinions are held on the
applicable law, which depend on the area of law
to which the respective author allocates the pro-
tection of trade secrets.

The first opinion understands trade secret pro-
tection neither as intellectual property law nor as
competition law and applies the general conflict
rule of Article 4 of the Rome Il Regulation. There-
fore, the law of the country in which the damage
occurs is applicable. This, in turn, is where the
owner of the secret has its registered office or its
(branch) office, or where the business or part of
the business concerned is located. Therefore, in
most cases, trade secret misappropriation could
be prosecuted under the German TSA. However,
if there is a pre-existing relationship between the
violator and the trade secret owner (such as a
contract that is closely connected with the trade
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secret misappropriation) and if that connection
is subject to the law of a different country, that
law may apply to the trade secret misappropria-
tion as well.

The second opinion views the misappropriation
of trade secrets as an act of unfair competi-
tion and therefore as subject to Article 6 of the
Rome Il Regulation. This provision differentiates
between market-related (Article 6 (1), Rome I
Regulation) and bilateral (Article 6 (2), Rome
Il Regulation) infringements. Market-related
infringements are acts that are not only direct-
ed against the infringed party (the trade secret
owner), but also affect third parties. With regard
to trade secrets, this would primarily be the case
with the distribution of infringing goods, the dis-
closure of trade secrets to the general public
or the use of trade secrets for marketing. Such
acts of misappropriation would then be subject
to the law of the state in which the products are
distributed or the trade secrets are disclosed -
and thus not subject to the German TSA, if the
misappropriation takes place in another coun-
try. In contrast, for purely bilateral breaches of
competition that only affect the interests of the
owner of the trade secret (in particular, unau-
thorised access to the trade secret), the law of
the country in which the damage occurs would
be applicable. Therefore, if no third parties are
affected, trade secret misappropriation could be
prosecuted under the German TSA. Additionally,
with regard to bilateral breaches, the information
provided in relation to the first opinion (above)
applies accordingly.

The third opinion understands trade secret law
as an intellectual property right and applies Arti-
cle 8 of the Rome Il Regulation. Therefore, the
trade secret misappropriation would be gov-
erned by the law of the country in which the
infringement takes place. However, it is unclear
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whether prior offences (eg, the acquisition of
the trade secret) would have to be assessed
separately according to their place of action or
whether they would also be subject to the law of
the country where the subsequent act (the use
or disclosure) occurs.

It is not yet foreseeable which of these three
opinions will ultimately prevail. Before the TSA
came into force, most scholars followed the first
opinion, differentiating between market-related
and bilateral infringements; however, with the
introduction of the TSA, the protection of trade
secrets has shifted significantly in the direction
of intellectual property law. Therefore, a conflict
rule designed specifically for the protection of
trade secrets would be preferable.

2. Misappropriation of Trade
Secrets

2.1 The Definition of Misappropriation
German trade secret law recognises four types
of conduct that support a claim for trade secret
misappropriation.

The first is the unlawful acquisition of the secret.
A trade secret shall not be obtained by:

 unauthorised access to, appropriation of, or
copying of any documents, objects, materi-
als, substances or electronic files, lawfully
under the control of the trade secret holder,
containing the trade secret or from which the
trade secret can be deduced; or

+ any other conduct that, under the circum-
stances, is considered contrary to honest
commercial practices.

This covers most activities commonly known as
“industrial espionage” and can be conducted by
anyone.
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Secondly, a trade secret shall not be used or
disclosed by anyone who:

« has acquired the trade secret unlawfully (see
above);

+is in breach of a confidentiality agreement
or any other duty not to disclose the trade
secret; or

«is in breach of a contractual or any other duty
to limit the use of the trade secret.

While the first variant seeks to prevent further
misappropriation of an already illegally acquired
trade secret, the second and third variants are
primary acts of infringement, which can only be
fulfilled by offenders who gained access to the
trade secret lawfully but breach their contractual
duties by disclosing or using it (ie, employees
and other contractual partners).

Thirdly, the acquisition, use or disclosure of a
trade secret shall also be considered unlawful
whenever a person, at the time of the acquisi-
tion, use or disclosure, knew or ought, under the
circumstances, to have known that the trade
secret had been obtained directly or indirectly
from another person who was using or disclos-
ing the trade secret unlawfully, as previously
described. This provision seeks to prevent the
“receiving of stolen secrets”. While an infringe-
ment of the alternatives above is independent
of fault, this variant requires the offender to act
with negligence.

Lastly, the production, offering or placing on the
market of infringing goods (which means goods
whose design, characteristics, functioning, pro-
duction process or marketing significantly bene-
fits from trade secrets unlawfully acquired, used
or disclosed) or the importation, exportation or
storage of infringing goods for those purposes
shall also be considered an unlawful use of a
trade secret where the person carrying out such
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activities knew or ought, under the circumstanc-
es, to have known that the trade secret was used
unlawfully.

The prohibition of the distribution of infringing
products is very extensive and aims to prevent
third parties from using foreign work without the
consent of the trade secret owner and to ensure
that the trade secret owner receives their pio-
neering return — ie, their competitive advantage.

If the owner’s claim of misappropriation is based
on an unlawful acquisition, it is sufficient to show
that the defendant gained access to the trade
secret without permission; there is no need to
show that the trade secret was actually used.
If, however, they refer to an unlawful use or dis-
closure, they have to prove the act of usage or
disclosure and either the unlawful acquisition or
a contractual breach.

If the owner does not base their claim on a con-
tractual breach, they have to show and bear the
burden of proof that the defendant (or the person
from whom the defendant got the secret) gained
access to the trade secret through unlawful
means. This is a major problem for the owner in
many cases, even if presumptions and indica-
tions may work in their favour in certain circum-
stances.

2.2 Employee Relationships

In principle, it makes no difference in a lawsuit
whether or not the defendant is an employee
of the owner. With regard to trade secrets that
the employee has (legally) obtained through their
work, however, the claim may only be based on
unlawful use or disclosure of the trade secret.

In principle, an employee is obliged to keep all

trade secrets of their employer in confidence -
even without an explicit obligation of secrecy.
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However, if the need for confidentiality of a
piece of information cannot be clearly deduced
from its nature, the employer must prove that
it has instructed the employee about the need
for confidentiality. It should also be noted that
the enforcement of claims against employees is
subject to the jurisdiction of the labour courts in
Germany.

2.3 Joint Ventures

In principle, there are no special legal obligations
between joint venture companies with regard
to trade secrets. This means that the conclu-
sion of confidentiality agreements between joint
venturers is essential for companies under the
new legal situation. According to the previous
legal situation, the disclosure of trade secrets
to third parties without concluding a confiden-
tiality agreement did not lead to the loss of the
characterisation as a trade secret, at least not
to the extent that the recipient was obliged to
maintain secrecy based on the interpretation of
the contract. It is questionable whether this still
applies with the introduction of the TSA.

Although the conditions for qualifying confi-
dentiality measures as appropriate are still not
entirely clear due to relatively few court deci-
sions (see 1.5 Reasonable Measures), there are
reasonable grounds to believe that a court could
consider, for example, the release of particularly
important trade secrets without concluding an
NDA as an act of irresponsible negligence that
could lead to the loss of the legal protection.

In order both to avoid this risk and to ensure
that appropriate confidentiality measures are in
place, any disclosure of trade secrets to a busi-
ness partner, including joint ventures, should
therefore only be made after an NDA has been
concluded. It should also be noted that con-
tractual partners are entitled, without deviating
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from contractual provisions, to reverse-engineer
products or prototypes provided by the other
partner.

2.4 Industrial Espionage

Section 4 (1) of the TSA provides protection
against acquisition methods that cover most
of the activities typically considered industrial
espionage - ie, acquisition of a trade secret by
unauthorised access to, appropriation of, or
copying of any documents, objects, materials,
substances or electronic files, lawfully under the
control of the trade secret holder, containing the
trade secret or from which the trade secret can
be deduced. Trade secrets obtained in such
ways may not be used or disclosed in any way.
If the offender acts deliberately and with certain
elements of malicious intent, obtaining trade
secrets is also punishable by a fine or imprison-
ment (see 9.1 Prosecution Process, Penalties
and Defences).

In addition, there is a sophisticated regime of
legal consequences consisting of injunctions
and claims for damages as well as the destruc-
tion, surrender, recall, removal and withdrawal
of infringing products from the market. These
consequences correspond to those of patent
infringement.

3. Preventing Trade Secret
Misappropriation

3.1 Best Practices for Safeguarding
Trade Secrets

Until 2019, appropriate confidentiality measures
were not required for a legal protection of trade
secrets under German law. Rather, the subjec-
tive intention of the owner of the secret to keep
it secret was taken into account. Therefore, as
of yet only few court decisions have been ren-
dered on this subject and for “best practices”
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one should refer to literature and guides on
know-how protection. In this respect, it is always
emphasised that a comprehensive protection
system is required that interlinks personnel,
technical and organisational measures (see 1.5
Reasonable Measures).

Organisational Measures

The basis of a know-how protection concept is
always an analysis of the requirements for pro-
tection, in which the information that needs to
be kept secret is defined. It is recommended
that the information be classified as “secret”,
“confidential” and “openly accessible” and that
clear rules for handling classified information
are established. A security officer should also
be appointed. Finally, suspicious features should
be systematically observed (eg, strangers on the
premises, anomalies in the infrastructure, dis-
missals, copying of large amounts of data, pres-
ence of employees at unusual times, untrace-
able documents, unexplained loss of orders
or customers, and appearance of copies on
the market). Property protection measures can
include the control of access to company prem-
ises, securing the server area and video surveil-
lance of sensitive areas.

Personnel Measures

The standard in this regard includes confidenti-
ality agreements with employees and business
partners, a clean-desk policy and the implemen-
tation of a need-to-know policy. Furthermore,
employees should be sensitised and trained
in the risks of espionage. Finally, measures to
increase employee commitment to the compa-
ny can help prevent employees from disclosing
secrets.

Technical Measures

These include IT security measures — for exam-
ple, firewalls, password protection, virus scan-
ners, encryption of data carriers, network con-
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nections and email traffic, monitoring of log
files, penetration tests, intrusion detection and
systems.

Ultimately, however, “best practices” are difficult
to define in the abstract, but must always be
oriented to the requirements of the respective
company and the trade secret to be protected.
It remains to be seen how German case law will
develop with regard to such “best practice”.

3.2 Exit Interviews

In Germany, employers usually do not conduct
exit interviews for departing employees. While
such interviews are not prohibited, the employee
is not obligated to answer questions regarding
their new employer.

4. Safeguarding Against
Allegations of Trade Secret
Misappropriation

4.1 Pre-existing Skills and Expertise

In theory, German trade secret law distinguishes
between an employee’s general knowledge and
skills, which they are free to use after they leave
the employer, and protectable trade secrets,
which remain in the control of the employer. In
practice, however, this distinction is extremely
difficult and has become known as a major prob-
lem of German trade secret law.

The general rule is that the employee is not
permitted to use records of any kind contain-
ing trade secrets of their employer, but may use
everything they know by experience and/or by
heart. Furthermore, according to case law of the
FCJ, the employee is also forbidden from sys-
tematic memorisation of the trade secret.
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However, there is no assignment in the sense
that the employee may use their general knowl-
edge and acquired skills, whereas factual
knowledge (eg, the composition of a specific
product or customer lists) is solely assigned to
the employer. As long as the relevant secret is
sufficiently complex and the employee cannot
reproduce it without recourse to documents, this
is not a problem. There are, however, countless
secrets that can only be explored with great
effort (eg, a recipe or the ideal temperature for a
burning process), but are very easy to remember.
Since German law does not recognise the doc-
trine of “inevitable disclosure”, the employer’s
only option is to agree a non-competition clause
with the employee. However, this is only possible
subject to a consideration and for a limited time.

4.2 New Employees

As far as is apparent, the potential risk of lia-
bility for trade secret infringements due to the
recruitment of employees from competitors is,
strangely enough, often ignored by companies
in Germany. The standard compliance manu-
als contain no reference to this problem. This is
presumably related to the fact that the conse-
quences of a trade secret misappropriation have
not been particularly serious for the infringer so
far. This has now changed with the TSA coming
into force due to the stricter liability imposed (in
particular, the introduction of claims by the trade
secret owner for recall and destruction of infring-
ing goods).

However, since German law does not assign
the content of trade secrets to a company, but
allows the former employee to use all knowledge
they have memorised, the new employer fulfils
its obligations if it informs the employee of the
prohibition on using old documents.
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5. Trade Secret Litigation

5.1 Prerequisites to Filing a Lawsuit
There are no specific prerequisites to be obeyed
before initiating litigation (eg, a mediation proce-
dure) in main proceedings. However, an immedi-
ate filing of a lawsuit without sending a warning
letter might have implications for the owner’s
obligation to bear the costs if the defendant
immediately acknowledges the claims raised as
justified. Furthermore, due to a recent change
in case law, in preliminary injunction proceed-
ings the applicant is usually required to send a
warning letter and to await the reaction of the
defendant before filing a motion for preliminary
injunction.

5.2 Limitations Period

Under the TSA, trade secret claims are sub-
ject to German law’s standard limitation period
of three years. This period commences at the
end of the year in which the claim arises and
the trade secret owner obtains knowledge of the
circumstances giving rise to the claim and of the
identity of the obligor, or would have obtained
such knowledge if they had not shown gross
negligence.

Furthermore, in so far as the infringer has acted
intentionally or negligently, they are obliged,
even after expiry of the limitation period, to
return to the trade secret owner whatever they
have obtained through the unlawful use at the
expense of the owner. However, this applies
only to the extent that the enrichment is still in
the infringer’s possession. This claim expires six
years after the expiry of the limitation period of
the original claim.

5.3 Initiating a Lawsuit

To initiate a trade secret lawsuit, the owner must
identify the competent court (see 5.4 Jurisdic-
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tion of the Courts), pay an advance on court
costs (see 7.4 Attorneys’ Fees) and file the
application. In addition, the owner may request
that the court classify all or part of the informa-
tion in dispute as confidential (see 5.8 Maintain-
ing Secrecy While Litigating).

5.4 Jurisdiction of the Courts

With regard to trade secret claims, the regional
courts (Landgerichte, or LG) have exclusive juris-
diction. Furthermore, in each German state there
is a limited number of specialised regional courts
that deal exclusively with trade secret cases.
Thus, a trade secret owner would have to review
which regional court is competent for the alleged
trade secret infringement in the respective case.
The standard local jurisdiction is that of the court
in whose district the defendant has their general
place of jurisdiction.

5.5 Initial Pleading Standards

There is no stricter particularity standard appli-
cable to trade secret claims. This means that, in
principle, the allegation of a misappropriation of
a trade secret based on “information and belief”
is sufficient for the submission of a pleading.
However, if the defendant denies the infringe-
ment, the claimant must prove their claim. This
requires the claimant to convince the court of
their claim up to a point where the court does
not have any reasonable doubts.

5.6 Seizure Mechanisms

The trade secret owner can sue for recall, remov-
al and withdrawal of infringing products from the
market. In order to prevent further distribution
of infringing products, they can have infringing
products seized even before a final judgment. To
obtain such a seizure order, the claimant must
plausibly demonstrate that their right to recall
exists and that the matter is urgent, meaning that
an immediate seizure of the infringing products
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is necessary to prevent further infringement. The
seizure is carried out by the bailiff.

5.7 Obtaining Information and Evidence
The German Code of Civil Procedure recognises
five types of evidence:

+ evidence taken by visual inspection;

+ evidence provided by hearing witnesses;

+ evidence provided by experts;

+ evidence provided by records and docu-
ments; and

+ evidence provided by examination of a party.

Since German law in general does not provide
for disclosure or discovery, in many cases,
obtaining the necessary evidence to support a
trade secret claim constitutes a big problem for
the trade secret owner. This is due to the fact
that — in contrast to patent lawsuits, for example
—the mere use of information is not sufficient for
a claim under the TSA, but the owner must prove
that it was acquired unlawfully.

If the infringement is obvious, or the owner has
already filed an infringement action against the
infringer, the owner of a trade secret has a spe-
cial claim for disclosure of certain information
against third parties who, in a commercial capac-
ity, possessed infringing goods, used infringing
services, rendered services that were used for
the infringement or took part in any such action.

In addition, during infringement proceedings,
the defendant may be ordered to disclose spe-
cific information to the claimant as part of the
infringement claims — eg, with regard to the rev-
enue generated by the infringing goods or ser-
vices. However, these claims generally do not
enable the owner to prove that the trade secret
was acquired unlawfully. This often requires the
initiation of criminal proceedings in order to ben-
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efit from the more extensive powers of the public
prosecutor’s office (search and seizure).

5.8 Maintaining Secrecy While Litigating
The court may, at the application of one of the
parties, classify information relevant to the case
as confidential, in whole or in part, if such infor-
mation may be a trade secret. As a result, all
participants in the proceedings are prohibited
from using or disclosing the information outside
the court proceedings. A breach of this confi-
dentiality obligation may result in a fine of up
to EUR100,000 or imprisonment for up to six
months; in addition, the owner of a trade secret
may initiate further proceedings for breach of a
trade secret in the event of a breach of these
obligations. However, these special protection
measures only apply if the claim is based on a
trade secret infringement and, in principle, may
not be applied in other civil proceedings (even if
a trade secret may need to be disclosed).

Furthermore, the described prohibition to use
the secret does not solve the problem that the
opposing party still gains knowledge of the secret
and may be able to use this knowledge without
exploiting the secret in the literal sense. This pri-
marily concerns secrets such as market analy-
ses, advertising strategies and price calculations
that are not characterised by technical usability.
However, even if the secret could be protected
by a prohibition of exploitation, the owner of the
secret may have an interest in ensuring that the
secret information does not become known to
the competitor in the first place — eg, because
they do not trust the other party to comply with
the prohibition and are afraid of future proceed-
ings. In all these circumstances, only the exclu-
sion of the other party from the process of taking
evidence - ie, a genuine secret trial — would be
of any help. However, such a procedure is not
possible under German law.
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In the preliminary stage, namely when enforc-
ing claims to inspection, there is also a method
known as the “Dusseldorf Model”, which was
developed by the courts of Disseldorf and in
which the taking of evidence is carried out by
an expert, excluding the applicant as far as pos-
sible. This procedure was developed for patent
infringement litigation, but is also intended to be
applied in trade secret litigation. However, this
procedure is only applied in favour of the debtor,
and only in circumstances where the secret in
question is merely evidence and does not con-
stitute the subject matter of the dispute itself.

5.9 Defending Against Allegations of
Misappropriation

The available defences regarding trade secret
litigation differ from case to case. Therefore, it
is hard to identify the “best practices” a trade
secret defendant should obey. However, there
are some standard arguments the defendant
may try to use.

* The defendant may challenge the fact that
the information in question constitutes a trade
secret at all. This is particularly recommended
if it is doubtful whether the protective meas-
ures were sufficient, since the burden of proof
lies with the owner.

* The defendant may deny that the acquisition,
use or disclosure of the secret is an offence
against the TSA. This can be particularly
advisable in contractual relationships where
no separate confidentiality agreements were
concluded. As an employee, the defence
might be that the relevant information was
memorised.

* The defendant may claim that they have
obtained the trade secret through their own
independent development or via reverse
engineering.
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« If the lawsuit is brought against a third party
who was not involved in the actual infringe-
ment, but only acquired the trade secret or
infringing goods at a later date, the third party
can defend itself by arguing that it did not
know and did not have to know, under the
circumstances, that the trade secret had been
obtained unlawfully.

Furthermore, if the trade secret owner asserts
claims for inspection against the defendant in
order to obtain evidence, the defendant may be
able to defend itself against this inspection by
invoking its own confidentiality interests.

5.10 Dispositive Motions

German law does not provide for a disposi-
tive motion. If the claim is inconclusive, it is
dismissed. If the claim is conclusive and the
defendant does not submit a motion, a judg-
ment by default is issued. However, both kinds
of decisions are rendered in the course of the
court proceedings themselves.

5.11 Cost of Litigation

Attorney fees and court fees are subject to
the value of the amount in dispute (Streitwert),
which is determined primarily by the value of the
trade secret. Every activity of the attorney will
be remunerated according to the provisions of
the German Act on Reimbursement of Lawyers
(Rechtsanwaltsvergltungsgesetz), which deter-
mines the relevant business fee unit for every
legal task and, in an annexed schedule, the
applicable fee for the specific amount in dispute.
Since trade secrets often have a very high value
—which results in correspondingly high litigation
costs — the amount in dispute may be adjusted
appropriately by the court upon request.

However, in many cases the opposite will be the
case. Even if, by law, the statutory legal fees may
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not be undercut, clients and attorneys are free to
agree on a (significantly) higher fee rate by con-
tract, which is quite common in IP cases, at least
at well-known law firms. Hourly rates between
EUR200 and EUR600, depending on the seniori-
ty of the counsel involved, are common practice.
Thus, attorney fees usually exceed the amount
of the statutory fees by a great deal.

Since the statutory legal fees may not be under-
cut, German attorneys generally are not per-
mitted to work on a contingency fee basis. A
contingency fee may be agreed only for an indi-
vidual case and only if the client, upon reason-
able consideration, would be deterred from tak-
ing legal proceedings without such agreement
on account of their economic situation. These
requirements are applied very restrictively. In
contrast, litigation financing is available in Ger-
many and is a market that has grown strongly in
recent years.

6. Trial

6.1 Bench or Jury Trial

The law stipulates that civil proceedings shall
usually be heard by a single judge in the regional
court. However, in cases of particular difficulty,
fundamental importance or at the application of
both parties, the proceedings take place before
a chamber (Kammer) of the court that consists
of three judges. In trade secret cases, such will
usually be subject to jurisdiction of the regional
courts and it may often be the case that, due to
the complexity of such cases, the chamber will
hear the case.

6.2 Trial Process

Civil proceedings in Germany are primarily con-
ducted through written submissions. However,
live withesses may also be heard for the pur-
pose of discovery of the relevant facts if the
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party that bears the burden of proof applies for
such a hearing. While the parties present legal
arguments at trial, the court is not bound by
them. However, the court may not award more
than the plaintiff has requested. It typically takes
approximately 12 to 24 months to complete a
trade secret trial in Germany, depending on the
complexity of the case.

6.3 Use of Expert Witnesses

German law allows for the presentation at trial
of expert witness testimony. Since the TSA does
not contain special provisions regarding this
matter, the process for hearing expert witness
testimony is governed by the German Code of
Civil Procedure. The expert is usually nominated
by the court, which takes into account sugges-
tions by the parties. Such expert is neutral and
their expertise may only cover factual questions
(with the sole exception of questions of foreign
law, which are treated as a matter of fact under
German law).

Usually, the expert provides a written expert tes-
timony that the parties may challenge and that
usually is also discussed in an oral hearing with
the expert before the court. The parties are also
free to provide expert testimony by the experts
they engage. However, such testimony does not
have formal value as evidence as the opinion of
an expert nominated by the court is only part
of the respective party’s arguments, which the
court may (or may not) give weight to. Costs for
experts vary and can be significant, depending
on the complexity of the case.

7. Remedies

7.1 Preliminary Injunctive Relief

The owner of a trade secret can — and in most
cases will — seek preliminary injunctive relief
before a final judgment in the case. In principle,
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neither a permanent nor an interim injunction is
subject to time limitations. However, the debtor
of a preliminary injunctive relief may request the
court to set the claimant a time limit for filing an
action. If this deadline expires without the claim-
ant taking legal action, the court will revoke the
preliminary injunction upon request.

7.2 Measures of Damages

Pursuant to Section 10 of the TSA, a successful
claimant in a trade secret case may calculate its
damages in the following three ways.

* They can demand compensation for the
damage effectively incurred as a result of the
misappropriation of the trade secret. How-
ever, this requires a concrete presentation of
the damage caused, which can prove difficult
in the case of trade secret claims.

* They can demand that the infringer surrender
the profit made with the trade secret. While in
the case of infringement of any other intellec-
tual property right, the injured party may claim
only that part of the infringer’s profit that is
based on the infringing act, the owner of a
trade secret may claim the entire profit for
which the infringement of the secret was at
least partly responsible (ie, not only that part
that is caused by the infringement).

* They can demand an appropriate remunera-
tion that would have had to be paid if the
consent for use had been obtained (licence
analogy).

The claimant is free to choose which of such
methods they want to use to calculate their dam-
ages. While they cannot combine the methods
above with regard to the same damage, they
can use different methods regarding different
damage claims (eg, demand compensation for
litigation costs as damage effectively incurred
and use a licence analogy to recoup their losses
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regarding the trade secret itself). Punitive dam-
ages do not exist in German law, unless the par-
ties made prior contractual arrangements in this
matter.

7.3 Permanent Injunction

A successful trade secret claimant can obtain
permanent injunctive relief against the defendant
as well as an order requiring the defendant to
recall any incriminating products. However, the
plaintiff cannot restrict the subsequent employ-
ment of an employee in order to protect their
trade secrets. A permanent injunction issued
remains in force until the trade secret is dis-
closed.

7.4 Attorneys’ Fees

Firstly, the plaintiff is responsible for paying
accrued court fees in order to start the proceed-
ings. During the dispute, expenses incurred for
procedural actions are borne by the party that
requests them. Ultimately, however, the losing
party is required to reimburse the prevailing par-
ty for all costs of litigation fees inclusive of court
fees, expenses and attorney fees of both parties
in the statutory amount. The judgment rendered
by a court always encompasses a decision on
the reimbursement of cost. In the case of a par-
tial win, the statutory amount of the total cost
will be split pro rata.

7.5 Costs
In addition to lawyers’ fees, a successful claim-
ant can recover disbursed court costs as well as
costs for witnesses and experts. For the process
for seeking an award of costs, see 7.4 Attor-
neys’ Fees.
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8. Appeal

8.1 Appellate Procedure

In general, the general civil law rules apply in
appellate procedures, with some minor modi-
fications.

Appeals against first-instance decisions (Beru-
fung) will be conducted before the Higher
Regional Courts (Oberlandesgerichte). Within
one month of service of the full version of the
judgment, the appellant must submit a state-
ment of appeal. Within one more month, the
appellant must submit a statement on the
grounds of appeal describing the reasons why
they consider the judgment to be erroneous and
the significance of these errors for the judg-
ment; such further filing period may usually be
extended once for one month or even longer,
depending on the complexity of the case. Fur-
ther extensions require the consent of the other
party. The Higher Courts of Appeal review the
case on points of law and with regard to the
facts. With regard to the latter, they enjoy a con-
siderable degree of discretion as to which facts
they review again.

The second appellate level (revision) before the
FCJ is subject to explicit permission to appeal
being granted. This permission may be grant-
ed by the Higher Regional Court or by the FCJ
itself upon the filing of a so-called non-admis-
sion complaint (Nichtzulassungsbeschwerde)
against the denial to grant a second appeal. For
the filing of a non-admission complaint and the
non-admission complaint respectively, the same
deadlines apply as in the first-level appeal (see
the preceding paragraph). The content require-
ments are also similar, and it must be submitted
by an attorney admitted to practice before the
FCJ. The FCJ only reviews the decisions of the
lower courts on points of law.
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At the first appellate level, as a general rule, the
duration of the proceedings will usually take at
least six to 12 months. The second-level appeal
very often lasts for a further 18 to 24 months,
until a decision is rendered.

The appeal mechanism as described above is
available to both claimants and respondents
in the main proceedings. In proceedings for
interim relief, only first-instance decisions can
be appealed, while the second appellate level
is not available.

8.2 Factual or Legal Review

At the first appellate level, as a general rule, a
full review of the facts of the case and on points
of law will take place. However, a statement of
completely new facts compared to the first-
instance proceedings is only permitted subject
to certain restrictions (eg, the facts only occurred
after the judgment in review was made).

In contrast, the FCJ is bound by the facts found
by the first-instance and the first appellate-level
court. Thus, the second-level appeal is on points
of law only.

9. Criminal Offences

9.1 Prosecution Process, Penalties and
Defences

Trade secret theft is prosecuted only upon
request of the victim, unless the prosecuting
authority deems there to be a special public
interest in prosecution that calls for ex officio
intervention.

The available defences to a criminal charge for
theft of trade secrets vary greatly depending on
each individual case. It should be noted that,
unlike in civil proceedings, there are no pre-
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sumptions or rules on reversal of the burden of
proof, which means that the prosecuting author-
ity must prove all the relevant facts. However, the
prosecuting authority may search the premises
of the suspected offender and order seizures.
This will often enable the prosecutor to prove
that the offender is in possession of a third
party’s trade secret. However, if the perpetrator
defends themselves by saying that they did not
obtain the secret in an improper manner, or at
least had no knowledge of an improper acquisi-
tion, it will often be difficult to refute.

The victim has a relatively weak position in Ger-
man criminal proceedings. During the prelimi-
nary proceedings, the investigation of the case
is the sole responsibility of the competent law
enforcement authorities, so that the injured
party’s possibilities for co-operation are mainly
restricted to providing testimony. In addition,
the victim has (at least in principle) the right to
inspect the investigation file. However, if there
is a suspicion of a violation of secrecy and the
file contains trade secrets of the accused, an
inspection will often fail due to the confidential-
ity interests of the accused. The victim has no
right to be present during searches by the public
prosecutor’s office.

If the main hearing takes place, the victim can
join the criminal proceedings as a joint plaintiff.
This enables them — at least to a certain extent
—to influence the outcome of the proceedings in
the form of statements, questions and motions.

10. Alternative Dispute Resolution
(ADR)

10.1 Dispute Resolution Mechanisms

In spite of the growing significance of ADR in
Germany, at present it is not very common in IP
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matters, and even less so in trade secret cases.
However, it has to be taken into account that
due to the difficulties in proving the facts and the
(at least up to now) insufficient means for keep-
ing secrets confidential, only very rarely are pro-
ceedings concerning infringements of secrets
brought before the regular courts.

However, with the TSA coming into force and
the excellent work of German courts in litigat-
ing IP cases, it is to be expected that proceed-
ings regarding trade secrets will rise. Compared
to other countries, the courts work relatively
quickly and at reasonable cost (see 5.11 Cost
of Litigation) and usually provide a substantial
level of expertise. Hence, it is not necessary for
the parties to rely on ADR in order to arrive at a
proper solution for their dispute. Furthermore,
a fruitless attempt at ADR is not a prerequisite
for any court action. Nevertheless, ADR may still
be appropriate in cases of long-term and multi-
national agreements between the parties, rather
than in infringement cases.

The most common ADR method in IP matters is
arbitration. Provided that the parties conclude a
valid arbitration agreement in an arbitrable mat-
ter, an action before a state court is not admis-
sible. For all arbitral proceedings conducted in
Germany, the tenth Book of the German Code
on Civil Process (Sections 1025 to 1066) applies.
The law is based on the UNCITRAL Model Law
and Germany is party to various international
arbitration treaties, such as the New York Con-
vention.

The parties are then free to agree on the lan-
guage used in the arbitral proceedings, the place
of arbitration, the person and the number of arbi-
trators. Pertaining to the procedural rules, the
parties may agree to pre-drafted arbitration rules
(eg, by the ICC) or leave it to the arbitral tribunal
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to decide how to approach fact-finding and tak-
ing of evidence. In Germany, facts and evidence
must usually be provided by the parties. “Discov-
ery” rules are not applicable and witnesses are
questioned by the judge (no cross-examination).
The tribunal’s final ruling has the same status
as a final court judgment and can be declared
enforceable. It includes a decision on the costs,
taking into consideration all circumstances of
the case, particularly the outcome.
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German courts do not normally intervene in a
pending arbitration. However, exceptions are
made, for instance, for the appointment or
challenge of arbitrators if there is no agree-
ment between the parties, interim measures or
assistance in taking evidence or enforcement
of orders. Moreover, the court can set aside an
arbitral tribunal’s jurisdiction under specific cir-
cumstances if certain essential prerequisites of
German law are not met.
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Five Years of the TSA: Relevant Changes to
the Protection of Trade Secrets in German
Law

Almost five years have passed since the EU
Trade Secrets Directive (Directive (EU) 2016/943)
(ETSD) was implemented into German law in the
form of the German Trade Secret Act (Gesetz zum
Schutz von Geschéftsgeheimnissen, GeschGe-
hG - the TSA), changing the legal protection of
trade secrets from a criminal law-centric system
to a dedicated law for the protection of trade
secrets, which is dominated by a civil law con-
cept.

It is no surprise that such a paradigm has led
to considerable uncertainty among courts, legal
practitioners and companies alike. While the
legal literature initially took some time to take
serious note of the TSA, in recent years more
and more articles have appeared dealing with
various facets of the TSA - including the cor-
rect draft of non-disclosure agreements, “best
practices” for company know-how protection
systems and the impact of the TSA on employ-
ment contracts.

Several court decisions on the TSA have also
been issued, dealing mainly with the question
of what requirements must be fulfilled in order
to ensure “appropriate confidentiality measures”
for information to be protected as trade secrets
and the use of trade secrets by former employ-
ees. Further changes are also on the horizon at
the legislative level. According to a key issues
paper from 2023, German lawmakers are plan-
ning to extend the provisions on the confidential-
ity of trade secrets in court proceedings, which
have so far only been contained in the TSA, to
general civil procedure law.

The purpose of this article is to shed some light
on some of the most relevant changes which the
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TSA has brought to German law on the protec-
tion of trade secrets, to highlight relevant court
decisions and recent legislative action in this
context.

Secrecy and Economic Value

Protection under the TSA is only granted to infor-
mation that is neither generally known nor other-
wise readily accessible. This raises the question
of how many people need to have knowledge
of an information for it to be “generally known”
and no longer a trade secret. To this regard,
the Higher Regional Court of Dresden and the
State Labor Court of the state of Baden-Wiirt-
temberg found that access to a trade secret of
only a small group of persons is not enough to
qualify as “general knowledge”. Therefore, an
information may still qualify as a trade secret if
such information was passed on to the parties
involved in a legal dispute as part of court pro-
ceedings or if only a certain group of employ-
ees within a company has access to information.
However, in both cases the group of person with
access to the trade secret could be identified
from records, which means that the decisions
may have been different in cases where there are
spectators in the court room or the employees in
question can no longer be individually identified.

The protection as a trade secret under the TSA
also requires the information having commercial
value. The Dresden Higher Regional Court clari-
fied that information does not have a commercial
value simply because it is kept secret but that
economic value is rather a separate element. It is
required that a piece of information has an actual
or future market value or that it can influence
the financial or commercial interests of an enter-
prise. While there is no specific value limit or de
minimis threshold for “economic value”, in the
case at hand, the plaintiff could not prove that
information on holiday leave taken by employees
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of a company has any commercial value, as it
did not allow any conclusions to be drawn about
the number of employees or the company’s holi-
day or salary structure. However, it needs to be
emphasised that the question of whether infor-
mation has a commercial value can only ever be
answered by a case-by-case assessment.

Appropriate Confidentiality Measures
Information can only be protected as a trade
secret under German law “if it has been subject
to reasonable steps under the circumstances, by
the person lawfully in control of the information,
to keep it secret”. This means that in the event
of a legal dispute, the owner of a trade secret
must prove that appropriate security measures
to protect confidentiality were taken with regard
to the secret in question.

However, neither the TSA nor the underlying
ETSD provide an answer to the question of what
is “appropriate” in this context. With view to this
legal uncertainty, it does not come as a surprise
that by far the largest part of the court decisions
issued since the TSA came into effect — and
most scholarly contributions on the subject of
trade secret protection — dealt with the issue of
appropriate confidentiality measures.

One of the most detailed decisions concerning
this issue was issued by the Schleswig Higher
Regional Court in 2022. In this decision, the
Court evaluated the underlying legal acts, the
official rationale by the German government
and scholarly contributions, and found that
“adequate” protection does not require the best
possible protection. Rather, the type and scope
of measures depend on the significance of the
information for the company. This approach has
now become standard in case law as more and
more courts follow it. As such, the Schleswig
Higher Regional Court referred to a three-level
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classification, distinguishing between top secret
(the “crown jewels” of information, the disclo-
sure of which would threaten the existence of the
company), important (information the disclosure
of which could cause a permanent economic
disadvantage) and sensitive information (infor-
mation the disclosure of which could cause a
short-term economic disadvantage).

After having determined the level of secrecy for
the information in question, the Schleswig Higher
Regional Court discussed whether the measures
taken by the owner of the secret were appropri-
ate. Since only trade secrets of relatively minor
importance, which were created as a result of a
one-off incident, were affected in the case, even
minor secrecy measures were deemed to be suf-
ficient for trade secret protection, such as TLS
email encryption and the appropriate selection
of a group of persons permitted to have knowl-
edge of the secret (a “need to know”-basis). As
the owner had provided such measures, the
information was considered a trade secret. The
fact that the non-disclosure agreement may
have been invalid made no difference because
the court also found that the ineffectiveness of
a confidentiality clause does not automatically
rule out the protection as a trade secret if oth-
er protection instruments compensate for this
omission.

In 2023, the Higher Regional Court of Dresden
emphasised that protective measures need
not only prevent unauthorised access from the
outside, but that measures with respect to the
company’s own employees are also necessary.
According to the Baden-Wirttemberg Higher
Labour Court, technical organisational precau-
tions can qualify as appropriate confidential
measures, for example in the form of access,
entry and availability controls to secure data pro-
cessing as well as the documentation of infor-
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mation retrieval. This also includes the creation
of a data protection manual and technical and
legal requirements, eg, employment contract
provisions on confidentiality or the agreement
of obligations to hand over documents imme-
diately.

As can be seen from the decisions referred to
above, legal certainty is increasing. However,
as long as the Court of Justice of the European
Union (CJEU) has not decided under the ETSD
which steps need to be taken to ensure the
required level of reasonable protection meas-
ures, many details (eg, on the validity of so-
called catch-all clauses and the proper design
of non-disclosure agreements) are still unclear,
controversial and the subject of lively discus-
sion. It can be assumed that this question will
continue to be one of the dominant issues in
the future. Such a future decision of the CJEU
will also be binding on the German courts when
applying the TSA.

Scope of Application of the TSA

Several decisions have dealt with questions
relating to the scope of application of the TSA,
primarily regarding the temporal scope of appli-
cation and the question of whether the statu-
tory definition of the term “trade secret” (and the
associated need to maintain appropriate confi-
dentiality measures) also applies in other areas
of law. For example, some provisions of com-
mercial and corporate law, as well as public law,
still refer to the outdated term of “business and
trade secrets”. The Federal Administrative Court
considered that the definition of a trade secret
as laid out in the TSA also applies with regard
to secret information in public law proceedings.
The Higher Administrative Court of the Federal
state of Nordrhein-Westfalen also referred to the
definition of the TSA for guidance when inter-
preting a public law provision of cartel law. In
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civil law, the Disseldorf Higher Regional Court
ruled that the requirements stipulated by the TSA
do not apply when deciding on the disclosure of
a written expert opinion within the framework of
independent proceedings for taking evidence.

Furthermore, the Disseldorf Higher Regional
Court found that orders for the protection of
trade secrets stipulated in the TSA cannot be
considered if the claims asserted are not based
on infringement of a trade secret; however this
may change in the future due to changes in the
legislative framework (see below, Confidentiality
in Civil Proceedings).

Third-Party Liability and Legal Consequences
The TSA significantly extended third-party liabil-
ity under former German law on trade secrets,
the use or disclosure of a trade secret by a third
party in a merely negligent misjudgment of a
prior breach of secrecy was no infringement.

Under the TSA, the acquisition, use or disclosure
of atrade secret is also considered to be unlaw-
ful “whenever a person, at the time of the acqui-
sition, use or disclosure, knew or ought, under
the circumstances, to have known that the trade
secret had been obtained directly or indirectly
from another person who was using or disclos-
ing the trade secret unlawfully”. This applies in
particular with regard to (i) the production, offer-
ing or placing on the market of infringing goods,
or (ii) the importation, exportation or storage of
infringing goods for such purposes.

In addition, the TSA significantly expanded the
legal consequences for infringers. While under
previous German law the claimant could already
sue for injunctive relief or damages, claims for
recall or removal of secret-infringing goods from
distribution channels were limited to very spe-
cific cases. The trade secret owner could only
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demand the destruction and surrender of docu-
ments containing the secret and of products in
which the secret was embodied.

In contrast, the TSA allows for claims of the trade
secret owner for recall and removal of infringing
products, whereby even those products which
have been manufactured completely legally, but
whose distribution was made possible by the
unauthorised use of confidential customer lists
or advertising concepts, are considered to be
“infringing”.

The combination of these options substantially
extends the scope of protection for the trade
secret owner. If now, for example, someone uses
the secret-process steps or the supplier data of
a competitor when manufacturing products and
obtained such information unlawfully, the legal
protection is not only directed against the manu-
facturer, but extends to every person who is part
of the downstream distribution chain - regard-
less of whether this person has knowledge of the
secret or whether it is embodied in the product
itself.

On the other hand, however, there is now a sig-
nificant risk that third parties may get caught in
the “undertow” of a breach of secrecy through
no fault of their own, which results in substan-
tial liability risks. Particularly the recall and
destruction of infringing products can be very
problematic because while the manufacture and
distribution of products are often long-term and
require a long preparation phase, the required
knowledge, by contrast, can also be obtained
subsequently simply from a respective notifi-
cation from the trade secret owner. Therefore,
as soon as the trade secret owner notifies the
“indirect offender” of the unlawful nature of its
conduct, the latter may no longer manufacture
or distribute the products to avoid a conflict with
the trade secret owner.
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Confidentiality in Civil Proceedings

Another major issue addressed by the TSA con-
cerns confidentiality in civil proceedings. The
owner of a trade secret asserting claims under
the TSA must demonstrate and prove that the
information in question is a trade secret. There-
fore, the content of the trade secret will generally
be the subject of the oral proceedings. Under
German law, however, court hearings are gen-
erally public, so that disclosure in court is, by
definition, accompanied by the disclosure of the
secret. In such a case, the owner of the secret
would lose both the secret and the lawsuit since
the trade secret lacks the required secrecy.

Although the owner of a trade secret could apply
for the public to be excluded from a court hear-
ing under former German law, the decision to
do so was subject to the courts’ reasonable dis-
cretion — and the courts were very reluctant in
this matter, as the publicity of court proceedings
enjoys high priority under German law. The TSA
has considerably mitigated this issue by provid-
ing additional instruments to exclude the public.

In addition, the court may, at the request of a
party and after weighing all interests, restrict
access to documents filed or presented by the
parties or third parties in order to protect trade
secrets. These measures do not only apply to
the main hearing, but the restrictions on access
may be imposed as soon as the application or
reply is served and shall remain in force until the
proceedings are concluded.

Civil procedural law had similar deficiencies with
regard to secrecy vis-a-vis the opposing party
(who could not be excluded from the oral hear-
ings). While it was possible to impose confiden-
tiality obligation on the opposing party (punish-
able by a fine), this only prohibited the disclosure
of the information, but did neither provide pro-
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tection against the opposing party’s own use nor
against negligent disclosure of the secret.

Moreover, the secrecy requirement was linked
to the exclusion of the public, which could be
imposed at the oral hearing at the earliest. How-
ever, the risk of disclosure of a trade secret to
the opposing party is not limited to the oral pro-
ceedings, but extends from the filing of the suit
to the taking of evidence in the oral proceedings
to the pronouncement of judgment throughout
the entire infringement proceedings.

This problem has been partially mitigated by the
TSA. The trade secret owner cannot only prohibit
the opposing party from using the secret, but
this restriction can be imposed as soon as the
lawsuit is pending — ie, when the statement of
claim is served — and continues to apply even
after the conclusion of the court proceedings.

Although the TSA'’s provisions on secrecy in civil
proceedings represent a step forward, they are
not (yet) entirely sufficient. On the one hand, a
restriction to use or disclose a trade secret does
not solve the problem of the other party gaining
knowledge of the secret, which may enable it
to use this knowledge. This primarily concerns
secrets such as market analyses, advertising
strategies and price calculations, which are not
characterised by technical usability.

On the other hand, the new provisions only apply
in proceedings for trade secret litigation — and
thus neither in proceedings in which a trade
secret is not the subject of dispute but merely
evidence (eg, in patent infringement actions) nor
in criminal proceedings. It is regrettable that the
German legislator did not incorporate the provi-
sions of the TSA regarding confidentiality meas-
ures as a new minimum standard for all types of
proceedings and that the courts seem reluctant
to apply these provisions outside of the TSA.
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It is therefore a welcome development that
the German Federal Ministry of Justice (FMJ),
after having already extended the confidential-
ity provisions of the TSA to patent proceedings,
according to the Key Issues Paper on Strength-
ening the Courts in Commercial Disputes and
the Introduction of Commercial Courts dated 16
January 2023, plans to further extend and apply
them to all civil law proceedings. Furthermore,
the protection of trade secrets shall begin at the
time at which the lawsuit is filed and informa-
tion classified as confidential is not only not to
be disclosed outside of legal proceedings but is
also not to be used. This proposal is currently
under discussion in parliament (in the German
Bundestag), while the federal states (in the so-
called Bundesrat) have not yet objected to the
proposal.

Former Employees and the Allocation of
Know-How

While the TSA has led to numerous changes
and significant improvements in the protection
of trade secrets under German law, there are
some issues that the TSA does not address.
Apart from the question of which criteria should
be used to assess the value of a trade secret,
this concerns in particular the utilisation of trade
secrets by former employees.

For decades, case law and literature have been
dealing with the issue of finding a proper bal-
ance between the confidentiality interests of
companies and their former employees who
wish to benefit from their professional experi-
ence and knowledge. In theory, German trade
secret law distinguishes between an employee’s
general knowledge and skills, which they are
free to use after they leave their employer, and
trade secrets, whose ownership remains with
the employer. In practice, however, this differ-
entiation has almost exclusively been based on
whether the employee had to have access to
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documents in order to be able to use the secret
(in which case they were not allowed to use it)
or whether they could reproduce the information
from memory (in which case they were allowed
to use it).

In one of the first decisions on this subject under
the TSA, the Dusseldorf Labour Court contin-
ued to apply this schematic distinction and ruled
that an employee who has left the company may
use trade secrets that they have acquired in the
course of their work without restriction, even to
the detriment of their former employer, if and to
the extent they reproduce them from their mem-
ory. However, this does not include information
which is only known to them because they can
extract it from documents which they have
drafted during the employment period, includ-
ing documents that are still available to them,
eg, in the form of private records or a file stored
in a private notebook.

It remains to be seen whether other courts and
most importantly the CJEU will also maintain
this schematic differentiation between “memo-
rised knowledge” and “written knowledge”. In
the authors’ opinion, against the background
of the ETSD, it will be necessary to give more
consideration to whether an employee who has
left a company is dependent on having access
to the acquired knowledge in order to be able to
compete on the labour market. This is because,
according to Article 1 (3) of the ETSD, “this
Directive shall not offer any ground for: [...] (b)
limiting employees’ use of experience and skills
honestly acquired in the normal course of their
employment”.
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In a decision that was more differentiated
according to considerations mentioned above,
the Karlsruhe Higher Regional Court dealt with
a former employee who conducted research
on customer satisfaction after the end of their
employment relationship and used custom-
er data (and thus trade secrets of his former
employer) for this purpose. The court found that
such use violates the post-contractual duty of
loyalty and violates the TSA because the for-
mer employee’s enquiries with the employer’s
customers could cause irritation among the lat-
ter, which could possibly have an impact on the
customers’ trust in the employer.

An Important Step Forward

Altogether, the protection for trade secret own-
ers in Germany has improved significantly since
the TSA came into force and this protection is
further substantiated with each court decision.
Even if the TSA does not provide solutions for all
problems and there are still challenges remaining
for practitioners, the provision of largely uniform
Europe-wide protection of trade secrets is an
important and overdue step forward.
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1. Legal Framework

1.1 Sources of Legal Protection for Trade
Secrets

The Indian legal system follows a common law
system based principally on customs, prece-
dents and legislation. India does not have a spe-
cific statute or Act for protecting trade secrets.
Trade secrets are protected through a series of
precedents and legislation comprising various
laws, such as:

* the Patents Act, 1970;

+ the Trade Marks Act, 1999;

+ the Copyright Act, 1957;

+ the Designs Act, 2000;

+ the Geographical Indications of Goods (Reg-
istration and Protection) Act, 1999;

+ the Plant Variety Protection and Farmer’s
Rights Act, 2001;

+ the Biodiversity Act, 2002;

« the Semiconductor Integrated Circuits Layout
Designs Act, 2000;

+ the Information Technology Act, 2000;

* the Indian Contract Act, 1872;

+ the Competition Act, 2002; and

+ the Indian Penal Code, 1860 (with effect from
1 July 2024, this will be known as Bharatiya
Nyaya Sanhita).

Being a signatory to the TRIPS Agreement, India
is obligated under Article 39 to protect “undis-
closed information”. Further, as Article 10bis of
the Paris Convention and Article 39(2) to 39(3)
of the TRIPS Agreement allows member states
to have sui generis mechanisms, Indian courts
have availed of common law principles to pro-
tect such “undisclosed information”.

The National IPR Policy, 2006 states in Objective

3.8.4 that protection of trade secrets is pivotal
for strong and effective intellectual property (IP)
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laws to balance the interests of rights-owners
with larger public interest.

Trade secrets have been protected through vari-
ous means, such as:

+ constitution of confidentiality clubs;
* non-disclosure agreements; and
« other contractual obligations.

In the case of breach of such contractual agree-
ment, the owner of trade secrets can bring an
action for (among others):

* specific performance;

« the tort of misappropriation under common
law;

« criminal breach of trust;

* theft; and

» damages.

Therefore, trade secrets have been given the
status of an equitable right. In Pawan Kumar
Goel v Dr Dhan Singh and Another, CS (COMM)
672/2022, the Delhi High Court held that for-
mation of a confidentiality club is necessary
to facilitate access to commercially sensitive
documents/information, as this is an effective
approach for sharing sensitive information (such
as a defendant’s trade secrets) while addressing
confidentiality concerns.

The Indian government has been taking various
measures to protect trade secrets, personal
data, etc, while clearly noting the economic loss
that can result from its leakage and misuse. In
early August 2023, the Indian Parliament passed
the Digital Personal Data Protection (DPDP) Act,
2023. The new law is the first cross-sectoral law
on personal data protection in India.
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1.2 What Is Protectable as a Trade
Secret

Whether certain information constitutes trade
secrets depends on the facts of each case. For
information to be given protection as a trade
secret, it should be confidential in nature and
should not be in the public domain.

To protect certain information as confidential,
the following conditions should be met, as held
in Beyond Dreams Entertainment v Zee Enter-
tainment Enterprises (2016) 5 Bom CR 266:

« the information must be confidential;

+ it must have been disclosed in circumstances
from which an obligation of confidentiality
arises; and

* the confidant should be attempting to use or
disclose the information.

Black’s Law Dictionary, 8th Edition defines trade
secrets as a “formula, process, device, or other
business information that is kept confidential to
maintain an advantage over competitors; infor-
mation including a formula, pattern, compilation,
program, device, method, technique or process
[...] that derives independent economic value,
actual or potential, from not being generally
known or readily ascertainable by others who
can obtain economic value from its disclosure
or use, and [...] that is the subject of reasonable
efforts, under the circumstances, to maintain its
secrecy”.

The above definition was relied on by the Cal-
cutta High Court in Tata Motors v State of WB;
WP No 1773 of 2008.

In Burlington Home Shopping v Rajnish Chib-
ber; 1995 PTC (15) 278, the Delhi High Court
held that a trade secret is information that would
cause real or significant harm to the owner if
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disclosed to a competitor. This was also upheld
in Linde v Kerr (1991) 1 All ER418. Therefore,
trade secrets include not only secret formulae of
product manufacturing, but also, in appropriate
cases, the names of customers and the goods
which they buy.

In Seager v Copydex (1967) 1 WLR 923, the
court noted that “the essence of this branch of
the law, whatever the origin of it may be, is that
a person who has obtained information in confi-
dence is not allowed to use it as a spring-board
for activities detrimental to the person who made
the confidential communication, and spring-
board it remains even when all the features have
been published or can be ascertained by actual
inspection by any member of the public”.

In LifeCell International v Vinay Katrela; 2020
SCC OnLine Mad 15343, the Supreme Court
referred to the decision in Hi-Tech Systems v
Suprabhat Ray; [2015 SCC OnLine Cal 1192],
to hold that whether certain information is con-
fidential is dependent on several factors.

In Saltman Engineering v Campbell Engineer-
ing, reported at (1963) 3 All ER 413, the Court of
Appeal held that the “confidential” information:

“[M]ust not be something which is public prop-
erty and public knowledge. On the other hand, it
is perfectly possible to have a confidential docu-
ment, be it a formula, a plan, a sketch, or some-
thing of that kind, which is the result of work
done by the maker on materials which may be
available for the use of anybody; but what makes
it confidential is the fact that the maker of the
document has used his brain and thus produced
a result which can only be produced by some-
body who goes through the same process. A
trade secret or a business secret may relate to
a financial arrangement [or] the customer list of
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a trader and information in this regard would be
of a highly confidential nature as being poten-
tially damaging if a competitor obtained such
information and utilised [this] to the detriment of
the giver of the information. Business informa-
tion such as cost and pricing, projected capital
investments, inventory marketing strategies and
a customer’s list may qualify as his trade secrets.
Similarly, business information, such as cost and
pricing, projected capital investments, inventory
marketing strategies and a customer’s list may
also qualify as trade secrets.”

In Navigators Logistics v Kashif Qureshi; 2018
SCC OnlLine Del 11321, the court, referring to
Star India v Laxmiraj Seetharam, 2003 SCC
OnLine Bom 27, held that everyone in any
employment for a certain period would know
certain facts and information without any spe-
cial effort; such persons cannot be said to know
trade secrets or confidential information, and
knowledge of such facts cannot be labelled as
trade secrets.

In Ambiance India v Naveen Jain; 2005 SCC
OnLine Del 367, it was stated that written day-
to-day affairs of employment that are in the
knowledge of many and are commonly known
to others cannot be called trade secrets. It
was further held that in a business house the
employees discharging their duties come across
so many matters, but all these matters are not
trade secrets or confidential matters or formu-
lae, the divulgence of which may be injurious to
the employer; and if an employee on account of
employment has learned certain business acu-
men or ways of dealing with the customers or
clients, this does not constitute trade secrets or
confidential information.

In Konrad Wiedemann v Standard Castings;
[1985] (10) IPLR, the court relied on the obser-
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vations in the Saltman Engineering case to note
that:

“The information to be confidential must, | appre-
hend, apart from contract, have the necessary
quality of confidence about it, namely, it must
not be something which is public property and
public knowledge. On the other hand, it is per-
fectly possible to have a confidential document,
be it a formula, a plan, a sketch or something of
that kind, which is the result of work done by the
maker upon materials which may be available for
the use of anybody; but what makes it confiden-
tial is the fact that the maker of the document
has used his brain and thus produced a result
which can only be produced by somebody who
goes through the same process.”

In Indian Farmers Fertiliser v Commissioner of
CE; 2007 (116) ECC 95, the tribunal defined a
trade secret as follows:

“A trade secret is such sort of information, which
is not generally known to the relevant portion of
the public, that confers some sort of economic
benefit on its holder and which is the subject of
reasonable efforts to maintain its secrecy.”

In Bombay Dyeing v Mehar Karan Singh; 2010
(112) BomLR375, the Bombay High Court held
that for information to be classified as a trade
secret, the following factors may be considered:

+ the extent to which the information is known
outside the business;

* the extent to which it is known to those inside
the business - ie, by employees;

+ the precautions taken by the holder of the
trade secret to guard its secrecy;

« the savings affected and the value to the
holder in having the information against com-
petitors;
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+ the amount of effort or money expended in
obtaining and developing the information; and

+ the amount of time and expense it would take
others to acquire and duplicate the informa-
tion.

Recently, in HCL Technologies v Sanjay Ranga-
nathan, order dated 27 July 2023 in CS (COMM)
502/2023, a former employee of the plaintiff cop-
ied certain information, which was personal and
confidential to the plaintiff, into his own personal
Gmail account. The court took a prima facie view
that an employee of a company has no business
to transfer into his personal account any data of
the company without the company’s permission.
If such practice is permitted and issues of confi-
dentiality are thereafter sought to be raised, this
could be seriously prejudicial to the functioning
of corporate enterprise.

Furthermore, in Rochem Separation Systems
v Nirtech Pvt Ltd; Commercial IP Suit L No
29923/2022, the Bombay High Court passed an
order dated 30 March 2023 stating that there has
to be clear-cut, specific descriptions and data
with the court pertaining to the information in
which the plaintiff claims confidentiality. In the
absence of such clear-cut information and mate-
rial, furnished by the plaintiff before the court,
there would be no basis for examining the alle-
gations levelled against the defendants, owing
to the fact that the plaintiff had not placed on
record the specifics of the confidentiality before
the court.

1.3 Examples of Trade Secrets
Please see 1.2 What Is Protectable as a Trade
Secret.

1.4 Elements of Trade Secret Protection

There is no codified law in India defining the
elements of trade secret protection. The Bom-
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bay Dyeing case (supra) identifies the elements
essential for information to be classified as a
trade secret, as detailed in 1.2 What Is Protect-
able as a Trade Secret.

Various case laws have unanimously laid down
that the quality of confidentiality makes the
information eligible for legal protection as a
trade secret. It is very important for the owners
of confidential information to show that reason-
able efforts were expended by them to maintain
secrecy. If such efforts cannot be proved, the
owners risk losing the quality of confidence even
if such information is obtained by third parties
without permission.

An important element for confidential informa-
tion to be categorised as a trade secret is an
obligation on any other person who receives it
to maintain its secrecy, if they have received it
with the knowledge of obligation of confidence.

1.5 Reasonable Measures

It is important for the owner of a trade secret
to show that they took reasonable measures to
maintain secrecy regarding such information.
Trade secrets are protected in India either under
contract law or through the equitable doctrine of
breach of confidentiality, by way of:

* restrictive covenants;
* non-disclosure agreements; and
« other contractual means.

In Navigators Logistics v Kashif Qureshi;
CS(COMM) 735/2016, the Delhi High Court
rejected the claimant’s claim and complaint
as it did not clearly identify the trade secret in
issue, the secrecy regarding such data and what
steps (apart from the secrecy clauses under the
appointment letters with the defendants) the
plaintiff took to maintain secrecy/confidentiality.
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Additionally, trade secrets can be protected by
an action against misappropriation under com-
mon law. Misappropriation of trade secrets may
occur by way of breach of an obligation of con-
fidence (whether arising impliedly or expressly)
as well as by theft.

The parameters for determining whether the
rights-owner of a trade secret has taken rea-
sonable measures for protection of their trade
secret vary from case to case. While there is no
“straight jacket” formula, the following are a few
illustrative measures a rights-holder can adopt.

It is reasonable for owners of trade secrets to
insert clauses into a technology transfer or other
licence agreement, stating that the technology
transferred is of a confidential nature and that
the licensee is obligated to maintain confiden-
tiality, during the pendency as well as after its
termination.

Moreover, the owner may mandate the licensee
to enter into appropriate secrecy agreements
with their employees, sub-contractors and visi-
tors to their factory, to maintain secrecy about
such trade secrets. Owners of trade secrets may
even insert a cautionary notice into all technical
manuals clearly stating that the information con-
tained therein is of a proprietary and confidential
nature.

However, an ex-employee cannot be prohibited
from divulging or using their skill set for a com-
petitor of the owner of a trade secret. In Ambi-
ence India, the High Court of Delhi held that day-
to-day affairs of employment in the knowledge
of many and commonly known to others cannot
be called trade secrets.
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1.6 Disclosure to Employees

Disclosure of a trade secret to employees does
not mean the information has lost confidential-
ity. The presence of a non-disclosure agreement
with the employees is not a mandatory require-
ment for protecting the owner’s rights in a trade
secret. This is judged from the facts and circum-
stances of each case.

Trade secrets are protected, irrespective of
contract, against misuse by the employees or
ex-employees, contractors or sub-contractors,
licensees or ex-licensees. The case of Konrad
Wiedemann states that trade secrets are pro-
tected against misuse by any party who may
have a relation with the claimant, irrespective
of contract, based on the broad principles of
equity.

In Hi-Tech Systems v Suprabhat Ray (supra), the
High Court of Calcutta held that a principal - in
order to protect the utilisation of trade secrets
and to prevent damage, if it cannot be compen-
sated in money — can seek restrictions on its
agents. In such a situation, equity would step in
and prevent any damage from being caused to
the business of the principal.

Nonetheless, the owner of such trade secret
or a licensee is expected to take all reasonable
measures to maintain secrecy, and to ensure
that such confidential information is imparted to
their employees in circumstances importing an
obligation of confidence on them as well.

1.7 Independent Discovery

If a discovery can be proved as independent,
a previously existing trade secret having some
connection with such discovery will be incon-
sequential. Needless to say, if the claimant
shows mala fides on the part of the defendant
and proves that the defendant had access to
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the claimant’s trade secret — and therefore that
the discovery, rather than being independent,
is a product of reverse engineering — the court
will not accept the respondent’s claims and may
hold the respondent guilty of misappropriating
the claimant’s trade secret.

Also, such a process will have to stand the test
of trial, and courts will see whether or not the
means adopted by the defendant were bona fide
and honest. Firstly, the court will examine wheth-
er the results of such bona fide independent dis-
covery or reverse engineering have resulted in
something worthy of being recognised as a trade
secret. If so, the plaintiff’s claim for injunction
may not survive, owing to dilution of the trade
secret.

Furthermore, if it is found that the means adopt-
ed by the defendant to discover the trade secret
were not independent and rather were fraudu-
lent, the court will not allow the use thereof by
the defendant. The courts in John Richard v
Chemical Process Equip, AIR 1987 Delhi 372
and in the Konrad Wiedemann case held that
trade secrets are protected against misuse by
any party who may have a relation with the
claimant, irrespective of contract, based on the
broad principles of equity.

1.8 Computer Software and Technology
Computer software is eligible for the following
IP protection.

+ Section 13 of the Copyright Act, 1957 states
that copyright subsists in various works,
including literary works — and a computer
program is a literary work. Reference can be
made to the Supreme Court’s order in TCS v
State of AP, Appeal(C) No 2582 of 1998.

* Patents can be registered as regards comput-
er programs only if such program is attached
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to a physical device. Standalone computer
programs are not entitled to patent protection
(order of the IPAB in Ferid Allani v Assistant
Controller of Patents, OA/17/2020/PT/DEL).

+ Trade secrets are also protected through
contracts and non-disclosure agreements
(NDAs).

* The claimant may also approach the con-
cerned court or police for necessary protec-
tion.

1.9 Duration of Protection for Trade
Secrets

Trade secret protection lasts as long as the
secrecy is maintained.

Once the confidential information enters the
public domain, it ceases to be a trade secret.

If the disclosure of confidential information is
made to employees or agents under contractu-
al obligation to maintain secrecy, they are duty-
bound to ensure that secrecy is maintained.

Controlled disclosure will depend on the terms
and circumstances under which the disclosure
was made - ie, on:

» what control the claimant exercises while
making disclosure;

» what amount of information was given and
retained; and

« the understanding of the parties as regards
such information.

In the event of accidental disclosure, the infor-
mation loses the attribute of secrecy and ceases
to be a trade secret.

A rights-owner of such confidential information
can approach the courts in India for prohibitive
reliefs against persons who without authorisa-
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tion acquire such information. The courts will
only pass prohibitive orders if it is shown that
the defendant obtained the confidential informa-
tion fraudulently.

1.10 Licensing

General principles of contract law in India gov-
ern the licensing rights of an owner of a trade
secret. They may license them to any party on
any agreed-upon terms, subject to the condition
that the agreement should not be contrary to the
law of the land. As per Section 10 of the Indian
Contract Act, all agreements are contracts if they
are made with the free consent of parties com-
petent to contract, for a lawful consideration and
with a lawful object.

For the sake of caution, the owner may enter into
an NDA with the licensee to ensure that the lat-
ter is under a contractual obligation to maintain
secrecy as regards such trade secrets that have
been handed over to them in confidence, and
such NDAs may be built into the licence agree-
ment to make it watertight.

The main objective is to ensure that trade secrets
are handed over to the licensee under circum-
stances implying trust or confidence as regards
their non-disclosure or unauthorised use.

1.11 What Differentiates Trade Secrets
From Other IP Rights

IP rights in India are protected under various
codified statutes or acts (see 1.1 Sources of
Legal Protection for Trade Secrets). Trade
secrets, on the other hand, are not protected
through a codified statute but through contract
law or the equitable doctrine of breach of con-
fidentiality.

IP rights have specified terms of protection as
per the following statutes.
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+ Section 23 of the Copyright Act — the term of
copyright for a work published anonymously
is 60 years from the beginning of the calen-
dar year following the year in which the work
was first published. For a work concerning a
disclosed author, the period is 60 years from
the death of the author.

+ Section 53 of the Patents Act — the term of
every granted patent is 20 years from the
date of filing of the application for the patent.

+ Section 25 of the Trade Marks Act - the reg-
istration of a trade mark is valid for a period
of ten years, and thereafter may be renewed
from time to time.

+ Section 11 of the Designs Act — a design
registration is valid for ten years, and may be
extended for another five years.

However, for a trade secret, the rights of its own-
er persist so long as its secrecy is maintained.

While the owner of an IP right can apply for reg-
istration of their title with the concerned govern-
mental authority, this is not available for trade
secrets.

Finally, the costs associated with maintaining
secrecy and protection of a trade secret can be
much higher in certain cases, compared to IP
rights, which are registerable.

1.12 Overlapping IP Rights

Trade secrets and IP rights are two different
aspects, even though their genesis may be the
same.

The rights accrue to an owner of a trade secret
either by virtue of a contract or in accordance
with the principles of equitable relief under the
common law, and it remains a trade secret till
such time as the relevant conditions are fulfilled
and it is not in the public domain.
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However, upon registration of an IP right (such as
a patent or design right) with the governmental
authority, the owner is rewarded with a monopo-
listic right to the exclusion of others in rem for
a certain period of time, after which any person
from among the public can use the technology
that was once the subject matter of said IP right.

1.13 Other Legal Theories

It is possible to bring a claim for breach of fiduci-
ary duty against an employee who steals a trade
secret, and against a defendant for tortious inter-
ference where it has induced an employee to
breach a contractual confidentiality obligation to
the owner/employer.

As previously mentioned, trade secrets in India
are protected by virtue of contractual obligations
that are regulated by the Indian Contract Act,
1872. Therefore, if there is a specific agreement
with the employee to maintain confidentiality
of any information given to them in the course
of business, which renders exclusivity to their
employer’s business, such employee can be
injuncted by the court from disclosing such con-
fidential information to a third party without the
express consent of their employer.

In AIA Engineering v Bharat Dand, AIR 2007
Gujarat (NOC) 1456, the court held that “it is no
doubt true that, under common law, a servant
can be prevented from diverting the trade secret
and, even in a given case, a third party can also
be restrained from acting in any manner on the
basis of receiving such trade secret”.

A rights-holder of a trade secret can also bring
an action against the defendant for tortious inter-
ference where it has induced an employee to
breach a contractual confidentiality obligation to
the employer, as the court cannot allow misuse
of a trade secret by a third party under the broad
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principles of equity, which stipulate that whoever
has received information in confidence may not
take unfair advantage of it (upheld in the John
Richard and Konrad Wiedemann cases).

As regards claims founded on unlawful inter-
ference with the business of the claimant or of
enticement to breach of contract, it is important
to show that there was a clear violation or wrong-
ful gain that has been caused to the employee,
as well as wrongful loss caused to the employer.
It should also be shown that there was some
trade secret or confidential information that was
taken without authorisation by the employee.

However, where it is impossible to identify the
reasons behind the breach of the existing con-
tract by the employee and the reasons for the
employee joining a new employer, the court has
opined that the claim cannot be enforced (see
Modicare Limited v Gautam Bali CS (Comm)
763/2016)).

1.14 Criminal Liability

There is no specific offence of trade secret mis-
appropriation under Indian law. The offences of
criminal breach of trust, theft or cheating may
apply, as per the facts of a particular case. See
the detailed analysis in 9.1 Prosecution Pro-
cess, Penalties and Defences.

The owner of a trade secret may simultaneously
initiate civil and criminal proceedings against
misuse of their trade secrets.

A civil action can lead to damages (refer to 7.2
Measures of Damages) and injunctive reliefs
(refer to 7.3 Permanent Injunction and 7.5
Costs).
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1.15 Extraterritoriality

A civil dispute concerning a trade secret claim
can be brought before any civil court in India
where the defendant resides, carries on busi-
ness or personally works for gain, or where the
cause of action wholly or partly arose.

If the person who indulged in misappropriation
that occurred in another country is located in
India, or if a part of the cause of action arose in
India, the concerned Indian civil court will have
jurisdiction to entertain a claim for injunctive
relief, damages, costs, etc.

Furthermore, if a trade secret misappropriation
is carried out outside India by a person located
in India or through a computer system located
in India, a criminal action can also be simultane-
ously filed against the wrongdoer by the claim-
ant in India. See also 9.1 Prosecution Process,
Penalties and Defences.

2. Misappropriation of Trade
Secrets

2.1 The Definition of Misappropriation
The courts in India have passed a catena of
judgments identifying the essential elements to
be established by the rights-holder when prov-
ing trade secret misappropriation.

The word “misappropriation” finds mention in
Section 403 of the Indian Penal Code, which
states that a person who dishonestly misap-
propriates or converts the movable property of
another for their own use shall be punished with
imprisonment of a term that may extend to two
years and/or with a fine.

In Beyond Dreams v Zee Entertainment (2016)
5 Bom CR 266, the Bombay High Court held

84  CHAMBERS.COM

that, in order to establish trade secret misap-
propriation, the owner of the rights must prove
the following:

« the information was a secret, and was not
known generally or was not readily accessible
to persons who deal with such information;

« the individual or owner of such information
took reasonable steps to ensure and maintain
its secrecy, and the information was imparted
in circumstances importing an obligation of
confidence; and

» there was unauthorised use of that informa-
tion to the detriment of the party communi-
cating it, or there was a threat to use it.

Section 101 of the Indian Evidence Act (with
effect from 1 July 2024, this will be known as
Bharatiya Sakshya Adhiniyam) states that the
onus of proving a claim is on the person who
makes it. Hence, the burden of proving trade
secret misappropriation is on the person alleg-
ing it.

It is not mandatory for an owner of a trade secret
to prove that their confidential information has
been misused by the defendant. The very fact
that the defendant misappropriated the claim-
ant’s trade secret demonstrates that the misap-
propriation was not just to steal the trade secret
but to also acquire some unlawful gain from it,
which gives rise to credible apprehension of
future misuse by the defendant, entitling the
claimant to take legal recourse.

In a civil proceeding, the rights-owner of a
trade secret is merely required to show that the
defendant has without authorisation accessed
their trade secrets, as a prohibitory order of
injunction by a civil court can be passed against
the defendant, even in the absence of malice.
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2.2 Employee Relationships

Trade secrets law in India does not differenti-
ate between an employee and a third party. The
essence of the law vests in the obligation to
maintain secrecy in such confidential informa-
tion that is not available in the public domain,
and which ought to not be used without a licence
from the rights-holder.

For an employee, the terms of employment may
include a non-disclosure covenant, prohibiting
them from disclosing confidential information
they were privy to during the course of employ-
ment.

Such a contractual obligation may not be pre-
sent between the rights-owner and an independ-
ent third party. However, even then, such a third
party shall be prohibited by courts in India from
misappropriating the trade secret.

In Zee Telefilms v Sundial Communications;
(2003) 5 Bom CR 404, the Bombay High Court
held that the obligation of confidence does not
apply only to the original recipient but also to
any other person who receives such information
with the knowledge of obligation of confidence.

The courts must see that the information sought
to be protected was not available in the public
domain, and was communicated to the employ-
ee or the third party with a clear obligation to
maintain secrecy, which they violated.

Therefore, employees would know certain facts
and information without any special effort that
cannot be termed as trade secrets, and a court
may not entertain a claim to injunct the employ-
ee from using said information (see the Star India
case).
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2.3 Joint Ventures

No codified law recognises the existence of any
obligations between joint venturers with respect
to trade secrets. The parties can determine such
rights and obligations concerning the exchange
of trade secrets. Such agreements are governed
by the Indian Contract Act.

Irrespective of the relation between parties with
respect to sharing or use of confidential informa-
tion, in the case of a dispute courts are guided
by principles of equity, whereby whoever has
received information in confidence may not take
unfair advantage of it.

2.4 Industrial Espionage

As industrial espionage includes misappropria-
tion of trade secrets, theft, cheating, etc, civil
and criminal claims can be made by the claim-
ant.

A detailed analysis of civil claims is covered
in 7.2 Measures of Damages, 7.3 Permanent
Injunction and 7.5 Costs. Criminal claims are
set out in 9.1 Prosecution Process, Penalties
and Defences.

3. Preventing Trade Secret
Misappropriation

3.1 Best Practices for Safeguarding
Trade Secrets

In transactions involving trade secrets, the owner
of such information can take the following steps
to ensure their interests are safeguarded:

+ inform the recipient that the information is
confidential in nature and that the giver has all
proprietary rights to said information;

+ expressly inform that confidentiality of the
information should be maintained at all times
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and that it should not be divulged to any third
party without the consent of the giver; and

« clearly inform that, if the information is leaked,
immense prejudice and harm will be caused
to the giver.

Further, in cases where confidential information
is involved, parties can form a confidentiality
club by making a request to the court that con-
fidential documents should only be accessible
to members who are part of the club, and such
members should undertake not to disclose or
misuse such documents or information. The
concept of confidentiality clubs has been dis-
cussed and upheld in various cases, such as:

* Pfizer v Unimark Remedies, order dated 4
May 2016 in Misc Petition (L) No 56 of 2016;

+ Sivasamy v M/s Vestergaard A/S [FAO (OS)
206/2009];

* Mvf3 v Sivasamy [CS(OS) 599/2007] in IA No
10268/2009, CS (OS) No 599/2007;

+ Roche v DCGI [CS (OS) 355/2014]; and

* Dolby International v GDN Enterprises [CS
(Comm) 1425/2016].

Relying on the above judgments, the Delhi
High Court passed an order in Ericsson (Publ)
v Xiaomi Technology to the effect that “the rea-
son probably is, in today’s world of globalisation,
where competition is at its peak, organisations
may not be inclined to disclose trade secrets/
confidential agreements or their details they had
entered [into] with different parties lest [this] may
cause serious prejudice to such parties because
of competition involved”.

The Delhi High Court (Original Side) Rules, 2018

introduced a rule on “confidentiality clubs”,
under Chapter VII Rule 17.
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3.2 Exit Interviews

The manner of conducting exit interviews will
vary across industries and across hierarchy.
However, highlights would include the following:

* the departing employee shall not part with
the confidential information they may have
received during the employment;

+ they ought not have in their power or pos-
session any company property that may be
tangible or intangible; and

+ they may be required to sign a non-compete
agreement, by virtue of which they would
agree to not engage in a competing business
by themself or join any other person who
engages in such competing business.

In Krishan Murugai v Superintendence Co, AIR
1979 Delhi 232, the court held that an injunc-
tion can operate after termination of employ-
ment only if it is confined to the divulgence of
trade secrets. There can be no restriction on the
employee from joining a competitor post-termi-
nation. However, a negative covenant operating
against the employee during the period of ser-
vice was held to be legal.

4. Safeguarding Against
Allegations of Trade Secret
Misappropriation

4.1 Pre-existing Skills and Expertise

Indian law surrounding trade secrets clearly
differentiates between the trade secret of an
employer and the general knowledge and skill
set that the employee hones during employment.
As upheld in the Star India case, employees
who have been working for an employer would
know certain facts and information without any
special effort and which cannot be termed as
trade secrets of the employer, and a court may
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not entertain an employer’s claim to injunct the
employee from using said facts and information.

In Bombay Dyeing v Mehar Karan, the court relied
on the judgments of the US Court of Appeals,
Tenth Circuit in Rivendell Forest v Georgia Pacif-
ic 31 USPQ 2d1472 and in Kodekay Electronics
v Mechanex Corp 486 F 2d 449 (Tenth Circuit
1973), and held that something which is known
outside the business or to those inside the busi-
ness (ie, the employees), and for the guarding
of which no steps have been taken and for the
development of which no effort or money has
been expended, cannot be a trade secret.

Therefore, while an employer cannot restrain
an ex-employee from joining a competing busi-
ness or from starting a competing business, it
can certainly prohibit the ex-employee from dis-
closing information exclusively imparted to the
employee by the employer during the course of
employment, which is not part of public knowl-
edge and which, if divulged by the employee, will
lead to adverse consequences for the employer.

The doctrine of inevitable disclosure is not recog-
nised in India as such. However, if the employee
unintentionally discloses a trade secret of their
former employer to their current employer, the
former employer may be able to bring a claim
for damages and injunctive relief against the
ex-employee and their current employer. Please
refer to 2.1 The Definition of Misappropriation.

4.2 New Employees

The practices followed by companies while hir-
ing employees from competitors vary. The fol-
lowing precautions may be taken to reduce the
chances of being subject to a trade secret mis-
appropriation claim:
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+ a written undertaking from the employee con-
firming that they have not retained any trade
secret of their previous employer;

+ a written declaration from the employee
clearly stating that the current employer did
not seek any trade secret of the previous
employer from the employee; and

+ a written undertaking whereby the employee
indemnifies the current employer from any
harm resulting from any act or omission of the
employee as regards any confidential infor-
mation pertaining to the previous employer.

5. Trade Secret Litigation

5.1 Prerequisites to Filing a Lawsuit
The procedure is as follows:

* The defendant(s) needs to be identified.

* The rights-holder should collect all relevant
documents, such as contracts, correspond-
ence with the defendant, etc, to show that
the information in question can be considered
“trade secrets”.

+ Evidence to show violation or misappropria-
tion by the defendant needs to be tendered.

+ One also has the option of filing a case
against an unknown defendant (ie, a “John
Doe”) and subsequently adding a party once
their identity is ascertained through discovery.

* If documents in support of the plaintiff’s case
are to be taken from various other parties,
appropriate requests seeking interrogatories
need to be filed.

« If the details are to be taken from intermedi-
aries such as domain registrars, banks, etc,
they can be made pro forma for the defend-
ant to the suit.

* The rights-holder should have an authorised
representative in India to sign and file papers
on their behalf. Such an authorisation can be
made by way of a simple power of attorney.
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5.2 Limitations Period
A claim against a defendant would accrue on
knowledge of said wrongdoing by the plaintiff.

The limitations period in a straightforward civil
case involving trade secrets is three years from
the date on which the cause of action arose. The
limitations period for suits of tortious claims is
one year.

In certain cases, the claimant can show that the
cause of action is recurring in nature. In Ben-
gal Waterproof v Bombay Waterproof; 1997 (17)
PTC 98 (SC), the Supreme Court upheld the con-
cept of recurring cause of action in relation to a
trade mark dispute, and held that each time a
defendant deals in an infringing product bearing
the plaintiff’s mark, they commit a recurring act
of breach, giving a recurring and fresh cause of
action at each transaction entered into by the
defendant.

5.3 Initiating a Lawsuit
Please refer to 5.1 Prerequisites to Filing a Law-
suit.

5.4 Jurisdiction of the Courts

As per Section 20 of the Code of Civil Procedure,
a civil dispute concerning a trade secrets claim
can be brought before any civil court in India
where the defendant resides, carries on busi-
ness or personally works for gain, or where the
cause of action wholly or partly arose.

Matters involving trade secrets would fall within
the definition of “commercial disputes” under
Section 2(c) of the Commercial Courts Act, 2015.
Before the Commercial Courts, timelines must
be strictly followed for expeditious disposal of
a commercial suit. If precisely followed, a com-
mercial suit can be wrapped up as per the fol-
lowing timeline.
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» Filing of suit.
+ 30 days - plaintiff’s additional documents.
+ 120 days — written statement/reply from
defendant.
+ 60 days — inspection.
+ 15 days — admission denial.
+ 30 days — case management hearing:
(a) issues are framed;
(b) list of witnesses is filed;
(c) fixing of schedule for simultaneous filing
of evidence;
(d) fixing of schedule for trial;
(e) fixing of schedule to file written note of
arguments;
(f) fixing of date for final arguments; and
(9) fixing of schedule for final arguments.
+ 180 days - closing of arguments.
+ 90 days — judgment.

A criminal case concerning theft of trade secrets
may also contain ingredients of criminal breach
of trust, cheating, causing wrongful gain/loss
and using IT resources for cheating, and can be
filed before the police or the magistrate within
whose jurisdiction the alleged illegal act wholly
or partly took place, or where the accused per-
son is located.

5.5 Initial Pleading Standards
The following are the main ingredients of a trade
secrets claim:

* who the claimant is;

« the claimant’s ownership of the confidential
information;

+ evidence to show that the information is
confidential/a trade secret;

» who the defendant is;

+ evidence of misappropriation; and

« evidence of damage costs.
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In a civil action, Order VI Rule 2 stipulates that
every pleading shall contain a concise statement
of the material facts on which the party relies
for their claim or defence. The evidence can be
attached separately.

Also, a civil action may be filed based on infor-
mation and belief supported by an affidavit.
However, after initiation of the proceeding and
discovery, if no evidence is gathered in support
of the plaintiff’s claim, the suit may be dismissed
for want of cause of action against the defend-
ants.

In Church of Christ v Ponniamman; AIR 2012
SC 3912, the Supreme Court held that cause
of action is a bundle of facts which, taken with
the law applicable to them, gives the plaintiff the
right to relief against the defendant. Every fact
that is necessary for the plaintiff to prove the
claims made by them against the defendant and
to enable the plaintiff to obtain a final decree
should be set out in clear terms.

Even in a criminal action involving trade secrets,
the complaint should be concise, and should
contain the basic facts leading to the dispute
and not provisions of law, precedents, etc.

Finally, the standard of proof in a civil case is
preponderance of probability, while in a criminal
case it is beyond reasonable doubt.

In Amica Financial Technologies Pvt Ltd v Hip
Bar Pvt Ltd and Others, the Madras High Court
held that, for an applicant to ask for protection
of its trade secrets, it must prima facie estab-
lish through some material that such information
was communicated to the person against whom
protection is sought. Moreover, the applicant
will also have to prima facie establish that the
information in question is confidential in nature.
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Further, the applicant must also show that the
confidential information is under threat of being
used without authorisation by the respondent for
wrongful gains.

5.6 Seizure Mechanisms
Under Order 26, a Civil Court has the power to
appoint commissioners to:

* seize and take into custody incriminating
evidence and material;

* inspect/investigate;

* examine accounts; and

+ conduct scientific investigation, etc.

In a criminal case, summons to produce, search-
es and seizures, etc, are allowed as per Sections
91, 93 and 94 of the Code of Criminal Procedure
(with effect from 1 July 2024, this will be known
as Bharatiya Nagarik Suraksha Sanhita).

While applying for the above seizure orders
against the accused/respondent at an ex-party
stage, the court must be convinced of the fol-
lowing:

« that there is high likelihood of the opposite
side destroying/fudging evidence if notice is
given;

+ that the evidence collected through such
seizure is to be secured for adjudicating a
dispute between the parties; and

« that the subject matter of the dispute will be
preserved and not destroyed or tampered
with.

The powers of a civil court in this regard have
been contemplated in Orders 26 and 39 of the
Code of Civil Procedure.

5.7 Obtaining Information and Evidence
Evidence can be collected as follows.
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Under Order XI Rule 2 of the Code of Civil Pro-
cedure, 1908, a party can seek interrogatories. If
certain important evidence or facts are not pro-
duced before the court, the party concerned is
obligated to produce these.

As previously stated, under Order 26, the court
has the power to appoint commissioners to:

* seize and take into custody incriminating evi-
dence and material that may be found in their
power and possession;

* inspect/investigate;

* examine accounts; and

+ conduct scientific investigation, etc.

As per the Commercial Courts Act, 2015, both
the claimants and the respondents must provide
an undertaking that:

+ all documents in their power, possession,
control or custody pertaining to the facts and
circumstances of the case have been placed
on record;

+ they have not made any false statement or
concealed any material fact, document or
record; and

« they have included all information that is
relevant for the purposes of adjudication of
the case.

If a party gives a false undertaking, it would be
committing perjury and would invite penal con-
sequences.

5.8 Maintaining Secrecy While Litigating
Please refer to 3.1 Best Practices for Safe-
guarding Trade Secrets.

5.9 Defending Against Allegations of
Misappropriation

The relevant defences are provided in 9.1 Pros-
ecution Process, Penalties and Defences.
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5.10 Dispositive Motions

In India, the following options are available for
narrowing down or eliminating a claim, com-
pletely or partially:

* where a baseless trade secrets suit is filed,
the respondent can file under Order VII Rule
11 of the Code of Civil Procedure, seeking
dismissal of the complaint on grounds such
as non-disclosure of any cause of action, etc;

« as per Order VI Rule 7, the court may at any
stage of the proceeding strike out or amend
any pleading that may be unnecessary, scan-
dalous, frivolous or vexatious, or which may
tend to prejudice, embarrass or delay the fair
trial or cause abuse of the process of law or
the court; and

+ sometimes, the court exercises its power and
frames the main issues to be proved through
trial, thereby ensuring the matter reaches a
logical conclusion (see Order XIV Rule 1).

5.11 Cost of Litigation

The approximate cost for a trade secrets litiga-
tion (civil commercial suit) before the Delhi High
Court, from start to finish, would be based on
various factors, such as:

* court fees;

* lawyer’s fees;

« fees of local commissioners and independent
expert witnesses; and

+ photocopying, travel, mail/courier and such
ancillary expenses.

There is no specific law that bars third-party
funding of litigation in India. One of the earli-
est cases in this regard was the judgment of the
Privy Council in Ram Coomar v Chunder Canto;
High Court of Judicature at Fort William in Ben-
gal, where the court held that there is no law that
declares it illegal for one party to receive and
another to give funds for the purposes of carry-
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ing on a suit. However, such agreements should
not be contrary to public policy.

In the case of BCI v AK Balaji; AIR 2018 SC 1382,
the Supreme Court of India held that advocates
in India cannot fund litigation on behalf of their
clients. However, there appears to be no restric-
tion on third parties (non-lawyers) funding the
litigation.

In Rangadurai v Gopalan; 1979 AIR 281, the
court held that the relationship between a law-
yer and their client is highly fiduciary in nature,
requiring a high degree of fidelity and good faith.

Also, various provisions of the Bar Council of
India Rules clearly state the following.

* Rule 9 — an advocate must not act or plead
in any matter in which they have a pecuniary
interest.

* Rule 18 — an advocate must not be a party to
the fomenting of litigation.

* Rule 20 — an advocate must not stipulate a
fee contingent on the results of litigation or
agree to share the proceeds thereof.

* Rule 21 — an advocate must not buy, traffic
in, stipulate or agree to receive any share or
interest in any actionable claim. Nothing in
this rule shall apply to:

(a) stocks, shares and debentures of govern-
ment securities;

(b) any instruments that are, for the time be-
ing, by law or custom, negotiable; or

(c) any mercantile document of title to
goods.

* Rule 22 — an advocate must not directly or
indirectly bid for or purchase, either in their
own name or in any other name, for their own
benefit or for the benefit of any other person,
any property sold in the execution of a decree
or order in any suit, appeal or other proceed-
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ing in which they were in any way profession-
ally engaged.

* Rule 22A — an advocate must not directly
or indirectly bid in court, auction or acquire
by way of sale, gift, exchange or any other
mode of transfer, either in their own name or
in any other name for their own benefit or for
the benefit of any other person, any property
which is the subject matter of any suit appeal
or other proceeding in which they are in any
way professionally engaged.

Section 49(1)(c) of the Advocates Act, 1961 cat-
egorically mentions the standard of professional
conduct and etiquette to be observed by advo-
cates. Non-compliance can invite disciplinary
proceedings and even debarment from practis-
ing law.

6. Trial

6.1 Bench or Jury Trial

There is no jury system in India. Cases are decid-
ed by judges, who are the presiding officers. The
parties do not have a say in whether a judge or
a jury decides a claim.

6.2 Trial Process
A trade secrets case does not have a special
trial process. It is governed by the law pertain-
ing to civil commercial lawsuits, as previously
discussed. The trial process can be briefly sum-
marised as follows.

* It commences with the court framing the main
issues.

* Thereafter, the plaintiff is directed to file
evidence by way of an affidavit of its wit-
nesses. This is followed by cross-examination
of the plaintiff’s witnesses by the defendant’s
advocate.
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* The defendant then files the affidavits of its
witnesses, who will be cross-examined by the
plaintiff’'s advocate.

» Once the cross-examination of the witnesses
of both parties concludes, the matter is listed
for final arguments.

+ After hearing the final arguments, the court
passes the final judgment.

6.3 Use of Expert Witnesses
Expert witnesses do appear before Indian courts
on a regular basis.

The first kind of expert witness is a private expert
witness, who appears on behalf of a private par-
ty (ie, plaintiff/defendant). For instance, in cases
involving pharmaceuticals or telecommunica-
tions patent issues, parties file the evidence
affidavit of an independent expert witness, who
is someone of stature (such as the dean of a
university, etc). Their testimony (ie, evidence affi-
davit) is also prepared in the same way as for
other witnesses. An expert witness of one party
will be cross-examined by the advocate of the
other party, and vice versa. Independent experts
charge fees depending on their expertise, expe-
rience and stature.

Under Section 45 of the Indian Evidence Act,
when a court/judge is confronted with an issue
that requires expert advice and opinion for reso-
lution, they can refer that issue to an expert (eg,
an expert on handwriting, fingerprinting, foreign
law, etc).

7. Remedies

7.1 Preliminary Injunctive Relief

In Dr Sudipta Banerjee v LS Davar and Company
and Others, FMAT 735 of 2021, the Hon’ble Cal-
cutta High Court held that the remedies available
to the owner of trade secrets include:
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+ an injunction preventing the licensee from
disclosing the trade secret;

« return of all confidential and proprietary infor-
mation; and

« compensation for any losses suffered owing
to disclosure of such trade secret.

As opined by courts in India and by the Supreme
Court in Kashi Math v Sudhindra; AIR 2010 SC
296, it is well established that, in order to obtain
preliminary injunctive relief, the party seeking the
granting of such an order has to prove that:

+ they have made out a prima facie case for
trial;

+ the balance of convenience is in their favour;
and

+ they will suffer irreparable loss if the injunc-
tion is not granted.

The purpose of passing injunctive relief is to
ensure that evidence is not destroyed and that
further damage to the plaintiff is prevented.

Usually, when the court passes preliminary
injunctive relief, it is valid till such time as the
matter is finally argued or till the court vacates
or modifies it. Also, if the injunctive relief is con-
tingent on certain other facts, it can vary accord-

ingly.

In a straightforward civil case involving trade
secrets and confidentiality, under normal cir-
cumstances there is no need for the claimant to
post a bond.

7.2 Measures of Damages
The following damages can be claimed in a trade
secrets case:

+ actual/compensatory — based on actual loss
caused to the plaintiff and actual profits made
by the defendant from misappropriation;
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* punitive/exemplary — to set an example for
other wrongdoers; and

+ aggravated damages — on account of the
extreme mala fide actions of the defend-
ant, especially when actual/compensatory
damages are disproportionately dwarfed in
comparison to the actual amount recoverable
by the plaintiffs.

The principles governing proof of actual dam-
ages, aggravated damages, and punitive dam-
ages in IP disputes are enshrined in the decision
of Hindustan Unilever v Reckitt Benckiser, 2014
(57) PTC 495 [Del] [DB]. This was further upheld
in Koninlijke Philips v Amazestore CS (COMM)
737 of 2016. The court also noted that the dam-
ages should be granted based on the degree of
mala fide conduct.

7.3 Permanent Injunction
A permanent injunction will be granted if a claim-
ant is successful in their civil action.

If it is practically possible for the defendant to
recall a product, the court may pass an order
directing recall. In a typical case, there is no limi-
tation on the duration of a permanent injunction,
and the defendant is injuncted for all times to
come.

It is not possible to limit an employee’s subse-
quent employment in most cases. As observed
in the Star India case, any person in any employ-
ment for a certain period would acquire knowl-
edge of certain facts without any special effort.

The courts in Ambience India and in Krishna
Murgai v Superintendence Co; AIR 1979 Del 232
held that an employee, particularly after the ces-
sation of their relationship with their employer,
is free to pursue their own business or to seek
employment with someone else. However, dur-
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ing the subsistence of their employment, they
may be compelled to not engage in any other
work or to not divulge the business/trade secrets
of their employer to others, especially competi-
tors. In such a case, a restraint order may be
passed against an employee, as Section 27 of
the Indian Contract Act is no bar in such a situ-
ation.

However, routine day-to-day affairs of an
employer that are commonly known to others
cannot be called trade secrets. Trade secrets
can be formulae, technical know-how or a pecu-
liar mode or method of business adopted by an
employer which is unknown to others.

Nonetheless, the courts in John Richard v Chem-
ical Process Equip and in Konrad Wiedemann v
Standard Castings held that trade secrets are
protected against misuse by any party who may
have a relationship with the claimant, irrespec-
tive of contract and based on the broad princi-
ples of equity, whereby whoever has received
information in confidence may not take unfair
advantage of it.

7.4 Attorneys’ Fees

If the claimant is successful in their suit, they
may claim litigation costs, including attorney’s
fees, and not just damages.

Once the court concludes that the claimant is
entitled to costs, it may ask the claimant to file
a detailed memo of costs, and may then pass an
order directing the defendant to pay such costs.

7.5 Costs
Costs can include:

- court fees;
« attorney’s fees;
- fees of expert witnesses/investigators;
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« travel expenses;
« fees of court commissioners; and
 photocopying/postal expenses, etc.

In the event of the respondent proving that the
claimant’s case is without any merit and was
filed to harass the former, the court may award
costs to the respondent for harassment and
injury suffered.

Section 35 of the Code of Civil Procedure gives
courts the discretion to impose costs. Section
35A discusses compensatory costs in respect
of false, vexatious claims or defences.

8. Appeal

8.1 Appellate Procedure

If the trade secrets case is filed before the Delhi
High Court, the suit will be listed and heard by
a single judge. An appeal from the order can be
filed before the Appellate Division, comprising
two judges (Division Bench). If any party is not
satisfied with the order of the Division Bench,
an appeal may lie before the Supreme Court of
India.

The time period for filing an appeal is 60 days,
as per Section 13 of the Commercial Courts Act,
2015. Section 14 of the Act mentions that the
appellate court should endeavour to dispose
of appeals within a period of six months from
the date of filing. Further, an appeal before the
Supreme Court would be by way of a Special
Leave Petition. As per Section 133(C) of the
Schedule to the Limitation Act, 1963, the limita-
tions period for appeal is 90 days from the date
of the judgment or order.

It is also possible to appeal interim orders.
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8.2 Factual or Legal Review

Appellate courts in India are the Hon’ble
Supreme Court and the various High Courts (25
in number).

As a rule, appellate courts in India deal only with
points of law. However, in certain cases where a
question of fact was argued before the trial court
but was still not considered by the judge, the
appellate court can consider said fact.

In Wander v Antox; 1990 Supp (1) SCC 727, the
Supreme Court of India held that the appellate
court will not interfere with the exercise of discre-
tion of the court of first instance and substitute
its own discretion, except where the discretion is
shown to have been exercised arbitrarily, capri-
ciously or perversely, or where the court ignored
the settled principles of law. The appellate court
will not reassess the material and seek to reach
a conclusion different from the one reached by
the court below, if the one reached by such court
was reasonably possible based on the material.

Under Indian law, review of an order is usually
sought before the same judge who passed the
order, and a petition seeking review of an order
is allowed only if any of the following factors are
proved:

+ the order had an error apparent on the face it;
and

« discovery of a new and important matter or
evidence, which, despite the exercise of due
diligence, was not within the knowledge of
the party seeking review and could not be
presented before the court when the order
was passed.

While exercising its review jurisdiction in North-
ern India v Governor of Delhi; AIR 1980 SC 674,
the Supreme Court of India held that a party is



INDIA [ AW AND PRACTICE

Contributed by: Pravin Anand, Achuthan Sreekumar and Rohil Bansal, Anand and Anand

not entitled to seek a review of a judgment deliv-
ered by this Court merely for the purpose of a
rehearing and a fresh decision on the case.

If a court feels that a certain issue must be decid-
ed for the dispute to reach its logical conclusion,
both parties can come to a common consensus,
settle and thereby waive an issue, and the matter
can proceed as regards the other issues.

All appeals have to be filed physically (ie, on
paper) followed by oral arguments from both
sides before a final order is passed.

The Supreme Court of India Rules, Orders XLVII
and XLVIII state that certain proceedings before
the apex court, such as a review petition and
curative petition, would not entail a physical
hearing unless specifically directed by the court.

9. Criminal Offences

9.1 Prosecution Process, Penalties and
Defences

In the case of trade secrets theft, a complaint
can be filed before either the concerned magis-
trate or police officer, for the following offences.

* Theft — Section 379 of the Indian Penal Code:
with imprisonment of either description for a
term that may extend to three years, or with a
fine (or both).

+ Cheating — Section 417 of the Indian Penal
Code: with imprisonment of either description
for a term that may extend to three years, or
with a fine (or both).

« If the misappropriation is in violation of a
contractual agreement, as per Section 406 of
the Indian Penal Code one can claim criminal
breach of trust: with imprisonment of either
description for a term that may extend to
three years, or with a fine (or both).
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« If computer resources were involved in the
misappropriation, this will also attract the
provisions of the Information Technology Act,
2000:

(a) Section 66B — punishment for dishonestly
receiving stolen computer resources or
communications devices, with imprison-
ment of either description for a term that
may extend to three years, or with a fine
that may extend to INR1 lakh (or both);

(b) Section 66D — punishment for cheating
by personation using computer resources,
with imprisonment of either description
for a term that may extend to three years,
and liability to a fine that may extend to
INR1 lakh; and

(c) Section 72 — penalty for breach of confi-
dentiality and privacy, with imprisonment
for a term that may extend to two years,
or with a fine that may extend to INR1
lakh (or both).

« Causing wrongful gain and wrongful loss.

+ Copyright infringement — Section 63 of the
Copyright Act, 1957: with imprisonment for
six months to three years, and with a fine of
between INR50,000 and INR2,00,000.

The accused can adopt various defences as fol-
lows, which may be nearly the same in both civil
and criminal cases:

« that the information was not confidential or
proprietary;

« that the information was in the public domain;

» absence of mens rea or criminal intent; and

+ absence of any fiduciary relationship
demanding exercise of a duty of care.

If aggrieved by lackadaisical police investigation,
the claimant/complainant can approach the con-
cerned magistrate seeking orders against the
police under the provisions of Section 156(3) of
the Criminal Procedure Code. There are dedicat-
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ed police departments for dealing with economic
and cyber offences.

10. Alternative Dispute Resolution
(ADR)

10.1 Dispute Resolution Mechanisms

In Bawa Masala Co v Bawa Masala Co Pvt Ltd,
CS (0OS) No 139 of 2002, the High Court of Delhi
passed an order referring the parties to a panel
of neutral evaluators. They were directed to go
through the papers and consider each side’s
position, and to render an evaluation of the case,
thereby giving an unbiased understanding on the
case’s strengths and weaknesses.
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One can apply for pre-litigation mediation
before the Arbitration and Mediation Centre of
the Delhi High Court under Section 12(A) of the
Commercial Courts Act, 2015. Such proceed-
ings are effective in cases with a high likelihood
of settlement. Moreover, all discussions in such
proceedings are confidential and are conducted
without prejudice.

In a contractual agreement that has an arbitra-
tion clause, either party can seek interim orders
under Section 9 and/or Section 17 of the Arbi-
tration and Conciliation Act, 1996, in the event
of a dispute.
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1. Legal Framework

1.1 Sources of Legal Protection for Trade
Secrets

The statute Unfair Competition Prevention Act
(UCPA) specifically provides for the protection
of trade secrets in Japan.

Trade secrets may also be found to be protected
under the general rule of torts, unjust enrich-
ment, and contracts set forth in the Civil Code.

UCPA is understood to be a specific and prevail-
ing rule under the general rule of torts, and the
general aspects of the exercise of rights under
the UCPA may be governed by the Civil Code.

1.2 What Is Protectable as a Trade
Secret

A “trade secret” is defined in the UCPA as “a
production method, sales method, or any other
technical or operational information useful for
business activities that is under management
as a secret and is not publicly known”.

+ Controlled under management as a secret
(protective measures) — The information must
be under management as a secret by appro-
priate measures that are deemed reasonable
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under the specific circumstance, in a manner
that the owner’s intention to maintain secrecy
can be objectively recognised by those hav-
ing access to the information, such as the
employees. The owner’s subjective intention
to keep the information as a secret is not suf-
ficient to meet this requirement.

+ Usefulness (commercial value) — The actual
use of the information in an ongoing business
activity by the owner is not essential; how-
ever, the owner must show that the informa-
tion is at least potentially useful for business
activities in the future based on objective
standards.

* Not being generally known to public (secrecy)
— The information must not be publicly acces-
sible or easily obtainable by a third party.

1.3 Examples of Trade Secrets

Article 2 Clause 6 of the UCPA defines trade
secrets as “production method, sales method,
or any other technical or operational informa-
tion useful for business activities”. Production
method is understood to include information
such as the manufacturing methods, blueprints,
and other technical know-how regarding manu-
facture. Sales method is understood to include
information such as price lists, customer and
supplier information, and sales manuals.
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In a case involving bidding information obtained
unlawfully, the court has found that such infor-
mation does not deserve protection as a trade
secret because the use of such information is
adverse to the public interests.

1.4 Elements of Trade Secret Protection
To seek injunctive relief under the UCPA Article
3.1 against misappropriation of trade secrets, it
is generally required that:

+ the information satisfies the elements of a
trade secret (as provided in 1.2 What Is Pro-
tectable as a Trade Secret); and

« there is an act of misappropriation (as provid-
ed in 2.1 The Definition of Misappropriation).

To seek damage compensation under the UCPA
Article 4, it is additionally required that:

« there was intention or negligence of the mis-
appropriating party;

* its business interests were harmed by the
misappropriation; and

+ the amount of damage suffered by the owner.

If the owner seeks damages based on the gen-
eral rule of tort, the elements will be similar to
where it seeks damages based on UCPA Arti-
cle 4, except the subject information will not be
strictly required to fulfil all of the elements of
a trade secret, and the harmed interest of the
owner shall not be limited to business interests.

If the owner seeks injunctive relief or damages
based on breach of contract, the showing that
the treatment of the relevant information by the
actor violates the contractual obligation it owes
to the owner shall be generally required.

If the owner seeks recovery of unjust enrichment
by the infringer, the owner must establish that
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the misappropriating party has gained without
legal basis, the owner has suffered loss, and
there is causation between such gain and loss.

1.5 Reasonable Measures

The owner of a trade secret must show that it
has taken reasonable measures to keep the
information under management as a secret in
order to enjoy trade secret protection, due to the
management requirement explained in 1.2 What
is Protectable as a Trade Secret. The reasona-
bleness of the measure shall be determined tak-
ing into consideration the specific circumstanc-
es, including whether taking such measures are
commercially reasonable, the scale of the owner,
or the nature of business and the information.

In general, courts tend to find that reasonable
measures have been taken where the informa-
tion is clearly marked as confidential, access to
the information was limited to specific employ-
ees and required entering of passwords or was
physically locked. In contrast, it is often found
that reasonable measures were not taken in situ-
ations where the information lacked clear mark-
ings, free and unrestricted access was allowed
to all employees, the protective measures such
as passwords or locks were substantially mean-
ingless in practice, or if the information could
physically be taken out of its place of storage.

1.6 Disclosure to Employees

Disclosure of a trade secret to an employee
will not necessarily disqualify the information
from receiving protection as a trade secret, as
employees are generally regarded to be under
the control of the employer, and thus disclosure
will not compromise the secrecy of the informa-
tion. However, as explained in 1.5 Reasonable
Measures, there must be reasonable protective
measures employed to keep the information
under management as secret.
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1.7 Independent Discovery

If the relevant information can be revealed
through reasonable efforts, such as by conduct-
ing analysis on a product in the market by gener-
ally available means whose costs are not overly
expensive, such information will fail to satisfy the
secrecy requirement and not be protected as a
trade secret. On the contrary, if the information
is only available through extensive reverse engi-
neering by experts requiring significant time and
costs, it is understood that it may still satisfy the
secrecy requirement.

1.8 Computer Software and Technology
Although by definition it does not fall under trade
secret protection, UCPA offers protection to so-
called “big data” that does not qualify as trade
secrets, and provides similar remedies as trade
secrets against misappropriation of such data.

1.9 Duration of Protection for Trade
Secrets

Trade secret protections shall last perpetu-
ally as long as the legal elements required for
trade secret protection remain satisfied. Even if
the information is disclosed to a third party, the
secrecy requirement is satisfied if the informa-
tion is not deemed to be publicly accessible or
easily obtainable by a third party. This includes
cases where the information is disclosed under
confidentiality obligations.

The effect of accidental or inadvertent disclo-
sure is likely to be determined on a case-by-case
basis, however if there is fault on the owner’s
side as to the cause of such disclosure, this may
be found to demonstrate that the owner did not
employ reasonable measures to keep the infor-
mation under management as secret.

1.10 Licensing
In the context of trade secret protection, licens-
ing is significant in that it involves disclosure to
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third parties. If the disclosure is not made in a
manner that ensures secrecy of the informa-
tion, such as upon securing of a non-disclosure
agreement, the information may be deemed as
publicly accessible and lose its protection.

Further, the owner should be mindful that, in
order to assert misappropriation falling under the
fourth bullet in 2.1 the Definition of Misappro-
priation, the misappropriating party must have
a “trade secret disclosed by the business opera-
tor”, as opposed to obtaining such information
as its own knowledge through transaction with
the owner. From this perspective, it is advisable
for the owner to identify the information as a
trade secret, and demonstrate its intent to pro-
vide such information subject to it being treated
as confidential.

1.11 What Differentiates Trade Secrets
From Other IP Rights

In general, whereas intellectual property rights
such as patent rights or copyrights are linked
and to a specific invention or creative work and
thus considered as a kind of property right,
trade secret protection is rather understood as
a restriction focusing on the act of exploitation.

Trade secret protection is also unique in that it
requires secrecy, whereas intellectual property
right regimes tend to encourage the holder of
right to share or publish their invention or crea-
tion.

1.12 Overlapping IP Rights

Information subject to other intellectual prop-
erty rights may also enjoy protection as a trade
secret as long as such information fulfils the
elements of a trade secret. Even if the scopes
of the rights do not exactly overlap, there may
be cases where a single act may trigger trade
secret infringement and infringement on other
intellectual property rights at the same time. For
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instance, copying a customer list to obtain it
unlawfully may constitute both an infringement
of the copyright and trade secrets.

In such instance the plaintiff may assert claims
based on trade secrets and claims based on
copyrights in combination.

1.13 Other Legal Theories

As described in 1.4 Elements of Trade Secret
Protection, owners may also rely on general tort,
contractual obligations, or unjust enrichment to
seek remedies against misappropriation of trade
secrets.

As described in 2.2 Employee Relationships,
employees generally owe a contractual obliga-
tion to their employer to keep their business
secrets confidential.

1.14 Criminal Liability

Criminal penalties are imposed upon infring-
ers of trade secrets only where there is wilful
infringement, and additional elements such as
purpose of wrongful gain or causing harm to the
owner, a violation of the duty of information man-
agement, or an act of fraud exists.

Domestic misappropriation subject to criminal
penalties is punishable by imprisonment of up
to ten years and/or a fine of up to JPY20 million.

Misappropriation with international aspects,
such as unlawful acquisition of trade secrets
for use outside Japan or unlawful disclosure
of trade secrets to a person outside Japan, are
punishable by imprisonment of up to ten years
and/or a fine of up to JPY30 million.

Further, when such misappropriation was done

by an employee in relation to the business of
its employer, the employer who is a corporation
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shall be subject to a fine of up to JPY50 mil-
lion for domestic misappropriation and JPY100
million for international misappropriation (if the
employer is an individual, the employer shall be
subject to the same fines as the actor).

1.15 Extraterritoriality

With respect to damages and injunction claims
based on trade secret misappropriation, there
are several approaches to the applicability of
UCPA on extraterritorial acts. Several court
decisions have adopted the approach to deter-
mine the applicability of UCPA to extraterritorial
acts pursuant to the general conflict of laws rule
regarding torts. According to such rule, the laws
of Japan shall apply if the result of the wrongful
act occurred in Japan, or, if the occurrence of the
result in Japan was ordinarily unforeseeable, if
the wrongful act was committed in Japan. Under
this approach, the UCPA may apply to extrater-
ritorial acts of misappropriation if the result of the
misappropriation occurred in Japan.

With respect to the criminal aspects of trade
secret misappropriation, the UCPA specifi-
cally sets forth criminal sanctions against cer-
tain extraterritorial acts of misappropriation of
trade secrets held by an owner doing business
in Japan.

2. Misappropriation of Trade
Secrets

2.1 The Definition of Misappropriation
Misappropriation of trade secrets is a part of the
broader concept of “unfair competition” defined
in the UCPA. Unfair competition involving trade
secrets include the following categories:

 acquiring a trade secret by theft, fraud,
duress or any other wrongful method (col-
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lectively, “wrongful acquisition”), or using or
disclosing a trade secret acquired through
wrongful acquisition. The latter includes dis-
closure to a specific third party in confidence;

* acquiring a trade secret with the knowledge,
or without the knowledge due to gross negli-
gence, that wrongful acquisition was involved
with such trade secret, or using or disclosing
a trade secret acquired in that way;

+ using or disclosing an acquired trade secret
after becoming aware, or failing to become
aware due to gross negligence, that wrong-
ful acquisition was involved with such trade
secret;

+ using or disclosing a trade secret disclosed
by the business operator holding such trade
secret for the purpose of acquiring an illicit
gain or causing damage to the holder;

+ acquiring a trade secret with the knowl-
edge, or without the knowledge due to gross
negligence, that the trade secret is disclosed
through improper disclosure or that improper
disclosure was involved with such trade
secret, or using or disclosing a trade secret
acquired in that way. “Improper disclosure”
is defined as disclosure of a trade secret as
described in the fourth bullet point above,
or in breach of a legal duty to maintain its
secrecy;

* using or disclosing an acquired trade secret
after becoming aware, or failing to become
aware due to gross negligence, that improper
disclosure was involved with such trade
secret; and

+ selling, delivering, displaying for the pur-
pose of sale or delivery, exporting, importing
or providing through telecommunication a
product produced by using a technical trade
secret in a way described in the bullet points
above. This does not include cases where a
transferee of such product engages in any
of the foregoing acts if the transferee is not
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aware, without gross negligence, that the
product was produced through such improp-
er use of technical trade secret.

2.2 Employee Relationships

An employment relation is generally understood
to impose certain inherent obligations upon the
employee, whether explicitly provided in the
employment contract or not. One of such duties
is the fiduciary duty, or duty of good faith, which
requires the employee to avoid unjustly harm-
ing the interests of the employer. Obligations to
keep the employer’s business secrets confiden-
tial and non-competition obligations are a part of
this fiduciary duty, and the breach of such duty
would constitute a breach of the employment
contract. Information of the employer may be
protected under this regime, even if it did not
satisfy all of the elements of the trade secrets
described in 1.2 What Is Protectable as a Trade
Secret.

2.3 Joint Ventures
The UCPA does not provide any specific rules
focused on joint ventures.

2.4 Industrial Espionage

The UCPA does not provide any specific claims
or remedies focused on industrial espionage.
However, acts of industrial espionage are broadly
captured under the misappropriations described
in 2.2 Employee Relationships.

3. Preventing Trade Secret
Misappropriation

3.1 Best Practices for Safeguarding
Trade Secrets

The Ministry of Economy, Trade and Industry
(MET]I) has issued a Guideline on the Manage-
ment of Trade Secrets, which demonstrates the
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minimal standard required to receive protection
under the UCPA.

Although the guideline recognises that the
required measure would vary depending on the
circumstances, it gives the following as examples
of typical protective measures to be employed
for the media containing trade secrets:

« in general — distinguishing trade secrets from
other information;

* paper documents — confidentiality markings,
storage in lockable cabinets or safes;

» electronic files — markings on media, file
names and the content of electronic files,
locking the storage of media, password pro-
tection, access authorisation control;

» trade secrets adhered to items such as manu-
facturing equipment, prototypes, or moulds
— provide “do not enter/authorised persons
only” signs, control entrance to the facility,
prohibit photos; and

» knowledge of employees — enable visibility by
creating written lists and descriptions of trade
secrets.

In addition to such measures, it is also advis-
able to:

+ implement internal information security poli-
cies and regulations;

« track use, transmission and copy of confiden-
tial information;

+ only granting access to those that are in
actual need of access to the information;

+ ensure that employees have executed an
employment agreement that contains confi-
dentiality clauses, or a separate confidential-
ity agreement;

* ensure execution of confidentiality agree-
ments with business partners;
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* encourage employees not to leave confi-
dential information on desks or other places
visible from outside; and

« respond to information leakage swiftly.

3.2 Exit Interviews

Exit interview practices shall vary by the individ-
ual employers, but it is common for an employer
to request the employee to submit a covenant
confirming the confidentiality obligations of the
employee upon departure. Such covenant often
includes a description of the confidential infor-
mation, including trade secrets, that the employ-
ee had access to during its employment. It may
also include non-competition obligations, which
typically restrict the employee from engaging in
competing business for a term of around six
months to 24 months. However, the validity of
such non-competition covenant or agreement is
strictly reviewed by the court based on its rea-
sonableness.

4. Safeguarding Against
Allegations of Trade Secret
Misappropriation

4.1 Pre-existing Skills and Expertise

It is recognised in court decisions that employ-
ees shall not be barred from utilising the knowl-
edge and skill obtained through the work per-
formed by the employee during employment if
it were of a universal nature, and would have
been obtained by the employee if it engaged in
similar work at other employers, in the context
of non-competition agreements. This finding
suggests that universal knowledge and skill can
be distinguished from trade secrets, which are
required to be controllable and non-accessible
from outside the owner.
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The doctrine of inevitable disclosure is not
established in the Japanese courts. Rather, the
courts tend to find that any non-competition
agreement between the employee and employer
that exceeds the scope of reasonable restriction
shall be invalid because it violates the freedom
of an individual to choose its profession, which
is a fundamental right recognised in the consti-
tution, and thus against the public order. The
reasonableness of the restriction is decided by
considering various elements such as the scope
of restriction (the term of duration and territorial
limitation), the interest of the former employer,
the position of the former employee and the
provision of compensation. In general, non-
competition agreements setting forth a term that
endures longer than two years after departure
are likely to be found invalid.

4.2 New Employees

It would be prudent for the new employer to con-
firm with the candidate employee that no trade
secrets or other confidential information of the
former employer should be brought into or dis-
closed to the new employer, and that employ-
ment by the new employer will not violate any
obligation that the candidate employee owes to
its former employer, including any non-compe-
tition obligations. It is also advisable to obtain a
covenant from the new employee to this end. The
new employer should be mindful not to know-
ingly or with gross negligence allow the disclo-
sure of trade secrets of the former employer by
its new employees, as this may cause the new
employer to fall under the second or third bullet
points described in 2.1 The Definition of Misap-
propriation if the trade secrets were unlawfully
obtained by the new employee, or the fifth and
sixth bullet points in 2.1 The Definition of Mis-
appropriation if the trade secrets were lawfully
obtained but unlawfully disclosed.
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5. Trade Secret Litigation

5.1 Prerequisites to Filing a Lawsuit
There is no special procedure required before
bringing a litigation based on infringement of
trade secrets, and the plaintiff may file its com-
plaint immediately to the court.

5.2 Limitations Period
In general, the right to seek damages arising
from general tort extinguishes:

« if the right is not exercised within three years
after the claimant becomes aware of the
damage and the tortfeasor; or

« upon passing of 20 years from the time of the
tortious act.

The right to seek contractual remedies extin-
guishes:

- five years after the claimant becomes aware
that the right is exercisable; or
« ten years after the right becomes exercisable.

For continuous misappropriation, under the rules
of general tort, the loss or damage is understood
to realise every day. Therefore, even if more than
three years passed from the knowing of the
damage and the tortfeasor, the damaged party
may still bring a claim for its damages incurred
during the most recent three years.

However, the UCPA provides that rights under
UCPA to seek an injunction of continuous mis-
appropriation extinguish:

« if the right is not exercised within three years
after the claimant becomes aware of the
damage and the tortfeasor; or

* upon passing of 20 years from the time of
commencement of the tortious act.
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5.3 Initiating a Lawsuit

To initiate a trade secret lawsuit, the owner
should file a complaint to the court having juris-
diction, as explained in 5.4 Jurisdiction of the
Courts.

5.4 Jurisdiction of the Courts

The Code of Civil Procedure does not provide
any exclusive jurisdiction of specialised courts
for trade secret claims. Therefore, within the ter-
ritory of Japan, a plaintiff can file a lawsuit in a
court that has jurisdiction over the litigation in
general (eg, a court that has jurisdiction over the
place of domicile of the defendant, the place of
the act of misappropriation or the place of reali-
sation of loss or damage to the plaintiff).

It should be noted that a plaintiff is entitled to
bring a trade secret claim based on the UCPA
to the Tokyo District Court or the Osaka District
Court as an alternative to any court in eastern
Japan and western Japan respectively, in its
discretion, even if these courts otherwise had
no basis of jurisdiction over the case in its dis-
cretion. This is to ensure the opportunity of the
plaintiff to utilise the special divisions in these
two courts that exclusively handle intellectual
property-related cases.

5.5 Initial Pleading Standards

Trade secret claims are subject to ordinary
standards in relation to the initial pleading. In
general, the plaintiffs are expected to establish
a prima facie case with their initial pleading. For-
mally, the plaintiff is also required to assert the
amount of damages incurred by the misappro-
priation. However, in practice, hard evidence for
damage amounts is not required by the court
upon the filing of the complaint.
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5.6 Seizure Mechanisms

Seizure of evidence may be done through the
means explained in 5.7 Obtaining Information
and Evidence.

Further, although this does not seize the items
for the owner, Article 3.2 of the UCPA provides
that the owner of a trade secret may obtain an
order obligating the defendant to take measures
necessary for the cessation and the prevention
of the infringement, including disposal of items
constituting the infringing act (including those
produced by the infringing act) and the removal
of facility used for the infringing act if its busi-
ness interest has been, or is threatened to be,
infringed by the misappropriation of its trade
secret by such party.

5.7 Obtaining Information and Evidence
General discovery of relevant evidence is not
available under the Japanese procedure. The
UCPA provides the following means for the par-
ties to gather information and evidence.

+ A party may move for a court order obliging
the other party to produce documents held by
the other party that are necessary for proving
misappropriation or calculating the amount of
damages.

» The owner of the document may provide
justifiable reasons and be exempt from such
obligation.

+ A failure to comply with the order does not
lead to any sanctions, but may cause the
judge to suspect that the party is trying to
conceal certain facts unfavourable to such
party.

» The same set of rules apply to the submission
of objects (eg, accused products) for inspec-
tion by the court.

* The court may, upon a motion by a party to a
lawsuit, order an expert to give their opinion
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on the calculation of damages. The parties
will be obliged to provide explanations neces-
sary for the opinion.

Further, a party may seek the following means
provided under the Code of Civil Procedures.

* A party may move for a court to issue a
request for voluntarily producing documents.
This is used when a third party (non-party
to the lawsuit), especially a public agency,
corporation or legal entity holds the relevant
documents. Although this is not a legally
binding order, such a third party often volun-
tarily fulfils the request because the request is
made in the name of the court.

* A party may move for a court order obliging
the other party or a third party to produce
documents held by it. A violation may lead
to certain sanctions. However, documents
containing technical or occupational secrets
are exempted from such order, and the use-
fulness of this order may be limited in trade
secret litigation.

» The same set of rules applies to the submis-
sion of objects (eg, accused products) for
inspection by the court.

+ To preserve relevant evidence before a law-
suit is filed, a party may file a petition for an
examination of evidence in advance.

* For example, if the misappropriating party
is expected to destroy data once a lawsuit
is filed, the judge may visit its factory and
record the data stored there.

5.8 Maintaining Secrecy While Litigating
Under the Code of Civil Procedure, a party may
move for a court decision to prohibit persons
other than the parties to the litigation from
inspecting or making copies of the case records
(which are generally available to the public for
inspection) on the ground that the records con-
tain a trade secret.
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The UCPA provides that the parties may move
for a court to issue a protective order to preserve
the secrecy of trade secrets contained in briefs
and evidence. The addressees of such order
may include the parties and their representa-
tives, officers, employees or attorneys.

The moving party must make a prima facie case
showing that the use of such trade secret for
purposes other than to carry out the lawsuit, or
the disclosure of such trade secret, would harm
the party’s business activities using such trade
secret.

A person who violates a protective order will be
subject to criminal sanctions.

When a party to the trade secret litigation is
called as a witness to such litigation, and unable
to give sufficient testimony regarding the trade
secrets because of the harm to its business
activities, and such testimony is essential for an
appropriate judicial decision on whether there
has been a misappropriation, the court may
conduct such testimony in a non-public hearing
upon the unanimous decision of all the judges
constituting the panel.

The UCPA provides for several measures for
protecting trade secrets in criminal proceedings,
including an order not to disclose matters that
will result in the identification of trade secrets in
the public courtroom, limitation of questions in
testimonies, non-public testimonies, and attor-
ney’s-eyes-only disclosure of evidence.

5.9 Defending Against Allegations of
Misappropriation

Defences that a trade secret defendant may
assert in a trade secret litigation include the fol-
lowing:
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+ existence of publicly available information
similar to the trade secret;
* independent discovery:

(@) misappropriation is defined as the exploi-
tation of information belonging to another,
and the use of independently discovered
information shall not be included; and

* lawful acquisition:

(a) only wrongful acquisition, improper dis-
closure and exploitation of trade secrets
wrongfully acquired or improperly dis-
closed are defined as misappropriation.
Use of information acquired through law-
ful means, including reverse engineering,
shall not be included;

« statute of limitations;
+ abuse of right or bad faith;
* negligence of the owner:

(@) the amount of damages may be reduced
depending on the degree of contribution;
and

+ exception to protection.

It is advisable for potential defendants to secure
evidence on the process of independent discov-
ery or lawful acquisition.

5.10 Dispositive Motions

The Japanese litigation process does not have
a direct equivalent to what is referred to as dis-
positive motions in other jurisdictions. However,
a case may be resolved before going into the
merits if the claim is dismissed on procedural
grounds, such as lack of jurisdiction.

5.11 Cost of Litigation

A party to trade secret litigation would incur
costs such as the court costs (primarily stamp
fees) and attorneys’ fees. The court fees are
calculated based on the monetary value of the
remedies sought by the plaintiff.
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Attorneys’ fees vary depending on the arrange-
ments with the law firm. Contingency fees are
permitted as long as they are reasonable. A
combination of fixed fees (payable upon the
commencement of the case) and contingent
fees (a certain percentage of the amount of
award) is common in Japanese practice, aside
from time-based fees.

The Code of Civil Procedure provides that pay-
ment of court fees can be extended upon a
court’s decision if a party to a lawsuit is suffer-
ing economic difficulties. Also, the Japan Legal
Support Centre provides economic support to
persons who do not have the ability to pay attor-
neys’ fees.

6. Trial

6.1 Bench or Jury Trial
Jury trial is not conducted on litigation based on
trade secret claims in Japan.

6.2 Trial Process

In typical Japanese civil lawsuits, including trade
secret cases, oral hearing sessions are held in
the open court one to several times at the begin-
ning and ending of the litigation procedure. Dur-
ing the period in between, private preparatory
hearings are regularly held at the court, and the
parties exchange briefs and submit evidence to
the court in a preparatory manner. When an oral
hearing is held after the preparatory procedure,
parties state that they restate the results of the
preparatory procedure, and the arguments in
their former briefs will be deemed to have been
presented in the court.

If a live witness testimony is given, it must be
given in one of the formal oral hearings.
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Typically, it takes approximately six to 12 months
from filing a complaint to obtain a final decision
at the first instance.

6.3 Use of Expert Witnesses

Written witness statements by experts are not
given separate treatment to other evidentiary
documents, and may generally be submitted by
the parties in a civil action so long as they are
relevant to the case. Live witness testimony by
expert withesses is also admissible as long as it
is relevant and the court considers it necessary;
however, in practice, expert evidence is not often
offered by parties in Japanese trade secret law-
suits. Admission of expert evidence in a particu-
lar lawsuit and (even if admitted) the evidentiary
evaluation thereof is up to the court’s discretion.

7. Remedies

7.1 Preliminary Injunctive Relief
Preliminary injunctions are available under the
Civil Provisional Remedies Act. To obtain a pre-
liminary injunction, an owner must make a prima
facie showing of:

+ the owner having the right to seek a perma-
nent injunction (which corresponds to the
requirements for a permanent injunction); and

+ the necessity of a preliminary injunction,
which would be substantial detriment or
imminent danger that would occur to the
owner if a preliminary injunction were not
awarded.

Further, in most cases, courts require the owner
to post a bond to compensate for the potential
damages suffered by the counterparty if the per-
manent injunctions were not obtained in the end.
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7.2 Measures of Damages
The UCPA provides three ways to calculate
damages.

« If a certain product misappropriates a trade
secret of the owner, the profit per unit of the
owner’s product that could have been sold
by the owner (if the misappropriation had
not occurred), multiplied by the number of
the misappropriating party’s products that
have been actually sold, can be used as the
amount of damages.

(a) If the misappropriating party proves that
the owner could not have sold a certain
number of products for any reason (eg,
actual sales of the misappropriating party
are because of its own marketing efforts,
or there are competitive alternatives in the
market), the amount of profit correspond-
ing to such number shall be excluded
from the aforementioned amount of dam-
ages.

(b) However, the owner is still entitled to
recover damages equivalent to what it
would have received as royalties for the
amount that the owner could not have
sold itself.

« If the misappropriating party has made a
profit through an act of misappropriation of
a trade secret, such profit can be presumed
to be the amount of damages incurred by the
owner.

(@) The misappropriating party may rebut the
presumption by proving that its profit has
been brought by something other than the
trade secret, such as the misappropriat-
ing party’s marketing efforts, brand image
and the quality of the products or services
irrelevant to the misappropriated trade
secrets.
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(b) The owner can also seek damages equal
to the amount of reasonable royalties for
the use of the relevant trade secrets.

In addition, if the owner has proved that it suf-
fered certain loss or damage, but it is extremely
difficult to prove the amount, the court may
determine the reasonable amount of damages.

There is no award of punitive damages in Japan.

7.3 Permanent Injunction

Article 3.1 of the UCPA provides that the owner
of a trade secret may obtain a permanent injunc-
tion against a party if its business interest has
been, or is threatened to be, infringed by the
misappropriation of its trade secret by such
party. Unlike damage claims, the intent or negli-
gence of the infringing party is not required. Such
injunction may order the infringing party to cease
infringing acts, and/or to refrain from engaging in
infringing acts in the future. The injunction order
may have a defined effective term, and in such
case, the duration of the injunction shall be lim-
ited to such term.

In addition, if the misappropriation constitutes a
breach of contract, the owner of the trade secret
may seek permanent injunction on this basis as
well. Specifically, if an owner of a trade secret
proves that the misappropriating party owes a
contractual duty of confidentiality with regard to
the trade secret and has breached such duty,
the owner may obtain a permanent injunction
ordering compliance with the duty based on the
Civil Code.

7.4 Attorneys’ Fees

It is generally considered that compensation for
reasonable attorney fees can be included in the
damages claim based on tort. In practice, the
amount of such attorneys’ fees granted by the
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courts are usually around 10% of the proved
amount of damages, as described in 7.2 Meas-
ures of Damages, incurred by the owner.

7.5 Costs

The court may award successful litigants the
court costs (eg, stamp fees for filing a com-
plaint and witness fees) it incurred in whole or in
part, upon its discretion. The awarded party may
recoup this by initiating a separate proceeding
to calculate the amounts thereof.

8. Appeal

8.1 Appellate Procedure

A trade secret case is generally decided in the
district court for the first instance. A district
court decision can be appealed to a high court
that has jurisdiction over the place where the
district court sits. The high court decision can
be appealed to the Supreme Court as of right if
there is a fundamental defect in the decision or in
the procedure. The party may also file a petition
for the acceptance of the appeal by the Supreme
Court if the high court decision conflicts with
a preceding Supreme Court decision (or with
another high court decision in the absence of
such Supreme Court decision), or if there is an
important legal issue in the case.

8.2 Factual or Legal Review

When the high court reviews the case at the sec-
ond instance, it reviews both the finding of facts
and the application of law. Parties are allowed
to provide additional evidence and arguments,
although this may be dismissed by the court if
such addition is found as untimely, due to fault
of the submitting party, or causing undue delay
in procedure.
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The Supreme Court only reviews legal issues,
and the parties may not file additional evidence.

9. Criminal Offences

9.1 Prosecution Process, Penalties and
Defences

The owner whose trade secret has been misap-
propriated may file an offence report or a formal
criminal complaint with the police or prosecu-
tor’'s office, but this does not warrant that an
investigation or prosecution will be initiated. The
potential criminal penalties are as described in
1.14 Criminal Liability.

10. Alternative Dispute Resolution
(ADR)

10.1 Dispute Resolution Mechanisms

It is common that a Japanese court handling
the case would separately conduct a settle-
ment process within the court proceedings. It is
typical to take place after several hearings and
exchange of briefings, and the presiding judge
discloses to the parties the court’s tentative find-
ings and thoughts on the merits of the case, and
encourages both parties to agree to an amicable
resolution. Terms of settlement reached in this
process will be recorded in the court files.

112 CHAMBERS.COM

The parties may also utilise mediation by the
court. The mediation panel is composed of three
mediators, one of which is a judge and the other
two may be lawyers or other knowledgeable per-
sons. Private mediation may also be an option
for the parties. Confidentiality may be agreed as
a part of the settlement terms.

The parties may agree to resolve the case by
arbitration, and the arbitral award will become
enforceable with the involvement of a court. It
should be noted that it would depend on the
arbitration rules whether the parties are under
confidentiality obligations in relation to the pro-
cess.
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Overview

In recent years, trade secret infringement cas-
es in Japan have become larger in scale, more
international and more complex. Security risks
have also increased due to the expanding inter-
nationalisation of business, mobility of employ-
ment and digitalisation. Criminal cases relating
to trade secret infringement have also been
increasing, meaning that investigative authori-
ties are more active than ever.

In light of these circumstances, several amend-
ments to the Unfair Competition Prevention Act
(UCPA), which provides protection for trade
secrets, have been enacted to strengthen
such protection, and to facilitate and encour-
age enforcement actions against trade secret
infringement cases in both criminal and civil
proceedings — though there remain some diffi-
culties and limitations in seeking protection of
trade secrets in Japan.

Trade Secret Infringement in Litigation

Trade secrets are protected under the UCPA
as well as under confidentiality obligations by
contract. Due to certain benefits provided under
the UCPA in relation to the burden of proof or
calculation of damages, claims under the UCPA
are more common in practice against the mis-
appropriation of a trade secret. In order to bring
a civil claim under the UCPA, the plaintiff must
first establish that the information qualifies as a
“trade secret” as provided under the UCPA - ie,
the information must be:

- controlled as a secret;
« useful for business; and
+ unknown to the public.

Among the requirements for trade secrets, the

confidentiality requirement is often a particularly
significant issue in practice.
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Confidentiality Requirement

In order to meet the confidentiality requirement,
the information at issue must be appropriately
controlled as confidential information. There is
no clear threshold for the level of control, and it
is determined by the courts on a case-by-case
basis taking into account the various factual cir-
cumstances, including the nature of the business
or information. In recent court decisions, confi-
dentiality is generally considered as requiring
that the information be controlled as a secret, to
the extent that it is recognisable as confidential
information, such as by way of access control for
the information and confidentiality obligations.

The significance of the commercial value as con-
fidential information has also been taken into
account in recent court decisions, as it renders
the information more recognisable as confiden-
tial information. Nevertheless, the determination
of confidentiality is largely at the discretion of
the presiding judge, as there are no detailed cri-
teria for establishing confidentiality. Therefore,
establishing whether or not confidentiality man-
agement exists is comprehensively based on
the content and trends of the respective court
cases.

Trends in Court Decisions on Confidentiality
Requirements

In the past, courts tended to strictly apply the
confidentiality requirement and quite often
denied the protection of trade secrets. However,
it is to be noted that confidentiality has become
more easily recognised in recent years, though
there is still a significant number of cases in
which the existence of sufficient confidential-
ity was denied. For those who have not been
particularly focused on security management,
establishing confidentiality could be a chal-
lenging requirement. Some companies may be
reluctant to file litigations against trade secret



JAPAN TRENDS AND DEVELOPMENTS

Contributed by: Seiro Hatano, Rikiya Sato, Keiichiro Umino and Tomohiro Kuribayashi, TMI Associates

infringement from fear that the court will deny
the existence of confidentiality, which clearly
indicates that sufficient or appropriate security
management has not been implemented.

There are relatively few court cases that find
trade secret infringement, and this may give the
impression that the courts are still very strict
in their consideration of the applicable stand-
ards for establishing trade secret infringement.
It should be noted, however, that many trade
secret litigations are resolved by settlement,
and this also applies to trade secret infringe-
ment cases. In particular, if the court finds trade
secret infringement, the court often encourages
the plaintiff and defendant to settle the case to
avoid such trade secret being disclosed to the
public in a judgment.

In light of this, the fact of many court judgments
denying the confidentiality threshold having
been met is less to do with the Japanese courts’
strict determination of this issue (as it may at first
appear) and ultimately more about the protection
of trade secrets. In the authors’ experience, such
matters are highly dependent on the presiding
judge’s views, with some adopting a broad inter-
pretation of applicable standards, leading to the
required confidentiality being found to exist.

Misappropriation of Trade Secrets

Further, in addition to the confidentiality issue,
misappropriation of trade secrets is often con-
tested in practice. There are no adequate proce-
dures for compelling the disclosure of evidence
held by the other party, as is the case in the
US discovery system. As misappropriation of
trade secrets typically occurs internally within
a company and in confidence, identifying such
instances and collecting evidence is not easy.
Although certain measures are available — such
as evidence preservation procedures under the

116 CHAMBERS.COM

Civil Procedure Code and the UCPA, providing
a shifting of the burden of proof (as described
below) —in many cases, they do not work well for
collection of sufficient evidence and for proving
the misappropriation of trade secrets.

In practice, therefore, it is often necessary to
allege a range of facts that may be available
— such as the other party’s unusually shorter
product development period, or the similarity
between the developed and already existing
products — in order for the court to infer the mis-
appropriation of trade secrets. Therefore, when
litigating trade secret infringement in Japan, it is
necessary to bear in mind the difficulty of gather-
ing such evidence on the use of trade secrets.

Trends in Criminal Cases

Under Japanese law, there are two approaches
against the misappropriation of trade secrets, as
in many other jurisdictions:

« civil injunctive and damages remedies; and
« criminal prosecution.

In Japan, criminal penalties for trade secret
infringements were introduced in 2003 with the
amendment of the UCPA. The criminalisation
of trade secret infringements has been actively
pursued since a trade secret infringement case
between a major Japanese steel manufacturer
and a major Korean steel manufacturer, about
ten years ago. In 2012, the Japanese steel man-
ufacturer filed a lawsuit against its competitor
Korean company for damages for the unauthor-
ised acquisition of technical information on cer-
tain new and innovative products. The lawsuit
settled in 2015 with a substantial victory for the
plaintiff, with the defendant paying a settlement
of approximately JPY30 billion to the plaintiff.
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The revelation and settlement of this issue had
a significant impact on Japanese companies’
awareness of the protection of trade secrets
against their competitors. This case also led to
the extensive 2015 amendments of the UCPA,
to expand the protection of trade secrets and
the scope of penalties for trade secret infringe-
ments. These changes in industry awareness
and extensive legal reforms led to an increase
in criminal proceedings against trade secret
infringements.

Examples of Criminal Cases

In line with this trend, several important criminal
court decisions on trade secret infringements
have been issued in recent years. Among oth-
ers, one case attracted particular attention, as
not only the individual who stole the trade secret
but also the company who acquired it from such
individual were prosecuted and found guilty. In
this case, a former employee of a major sushi
restaurant unlawfully took information on the
costs and suppliers of the restaurant and shared
it with the restaurant’s competitor. The former
employee was sentenced to two years and six
months of imprisonment, and was fined JPY1
million for taking such information and for other
acts. The competitor company was also fined
JPY30 million for obtaining and using this confi-
dential information. This case demonstrates the
recent trend in judicial decisions strictly judging
the misappropriation of trade secrets.

Please note, however, there have been instances
of acquittals on the grounds that the informa-
tion in question did not constitute trade secrets.
For example, in a case where former employees
were prosecuted for divulging technical informa-
tion on the manufacturing process of equipment,
the court held that such technical information
was merely a selection and combination of items
of common knowledge, and thus did not con-
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stitute trade secrets, with the case resulting in
an acquittal. In another acquittal case, a former
employee was prosecuted for divulging trade
information on customers and suppliers, and,
despite him having been found guilty in the first
instance, the appeal court overturned the district
court’s decision and denied that the information
in question was a trade secret, as it was not con-
trolled as confidential information.

Trends in Civil Cases, and Overview of the
2023 Amendment

Punitive damages cannot be awarded in civil
litigation in Japan. In addition, litigation costs
can be awarded as damages only to a very lim-
ited extent. For example, attorneys’ fees may
be recoverable only up to around 10% of the
awarded damages amount. Furthermore, the
amount of damages awarded in trade secret
infringement litigation is generally modest, partly
because it is not easy to prove that damage was
caused by trade secret infringement.

While trade secret infringement cases have
become more complex and substantial in recent
years, and the amount of damages claimed has
tended to increase, when reviewing the court
decisions in civil cases rendered over the past
two years, in nearly half of them the plaintiff’s
claim has been dismissed on the grounds that
reasonable steps were not taken or that the
defendant’s use of the trade secret was not
found. In addition, even when the court ruled
in the plaintiff’s favour, the amount of awarded
damages was only around a few million Japa-
nese yen, which is a small amount compared to
other jurisdictions.

As discussed above, there have been court cas-
es where the owner of trade secrets hesitated to
take legal action for misappropriation of trade
secrets, taking into account the difficulty, costs
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of proof and risk of the awarded damages being
insignificant. Furthermore, the increasing com-
plexity and internationalisation of cases in recent
years also underlies the hesitation towards tak-
ing legal action. In light of these issues, the UCPA
was amended in 2023 to introduce a number of
systems making it easier to use civil court pro-
ceedings in trade secret infringement cases (the
“2023 Amendment”). The following three points
should be noted as being particularly important
under the 2023 Amendment.

Expansion of presumption of trade secrets
misappropriation

As mentioned above, the Japanese Civil Proce-
dure Act does not provide for a strong system of
evidence collection comparable to the discovery
process, which can complicate the process of
proving misappropriation of trade secrets as this
tends to occur privately, resulting in cases where
trade secret owners abandon legal proceedings.
In numerous recent court cases, the court dis-
missed the plaintiff’s claims, holding that misap-
propriation of trade secrets was not sufficiently
proven.

With awareness of this hurdle, the UCPA pro-
vides for presumption of the defendant’s use of
trade secrets with respect to certain technical
information, and the 2023 Amendment expand-
ed the scope of application of this presumption
in order to ease the plaintiff's burden of proof.
Under the former UCPA, the presumption of
misappropriation of technical information by
a defendant was only applied in cases of high
maliciousness (such as so-called industrial espi-
onage), but under the 2023 Amendment the pre-
sumption of misappropriation is also applied to:

* persons who originally had access to the
trade secret; or

118 CHAMBERS.COM

* persons who were aware that the trade secret
was illegally acquired but failed to relinquish
the acquired trade secret.

Expansion of presumption of damages
amount

In Japan, the amount of damages awarded in
trade secret infringement cases tends to be
lower than in other jurisdictions (as mentioned
above), partly because punitive damages are
not awarded, leading to some parties’ hesita-
tion in taking legal action against trade secret
infringement in Japan. In this respect, the UCPA
provides for the presumption for the amount of
damage suffered by the plaintiff due to misap-
propriation of trade secrets.

Under the former UCPA, the portion exceeding
the production and sales capacity of the plain-
tiff was not presumed to be the plaintiff’'s dam-
ages, which was one reason why the amount
of awarded damages tended to be lower. The
2023 Amendment aims to increase the amount
of damages, and presumes that the amount
equivalent to reasonable licence fees is appro-
priate as the damages amount for the portion
exceeding the production and sales capacity of
the plaintiff.

Clarification of governing law and jurisdiction
As trade secret infringement cases are becom-
ing increasingly international, it is still unclear
whether or not owners of trade secrets can be
tried in a Japanese court under Japanese law
in cases where (for example) the trade secrets
managed in Japan are taken and misused out-
side Japan. This is another important reason
behind the reticence in taking legal proceedings.

In this respect, the 2023 Amendment clarifies
that if civil litigation is brought by the owner of
trade secrets conducting business in Japan,
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and if such civil litigation concerns trade secrets
managed under a control system in Japan, such
owners can utilise Japanese court proceedings
under Japanese law.

Thus, in the past, there were cases where own-
ers of trade secrets were hesitant about bringing
civil claims for misappropriation of trade secrets,
due to:

+ the onerous burden of proof;

+ the uncertainty of the applicable law and
jurisdiction; and

* the risk of the amount of damages awarded
being so insignificant that taking legal action
would be cost-prohibitive.

However, through use of the system introduced
by the 2023 Amendment and the criminal pro-
ceedings described below, there is now a sys-
tem in place that facilitates instituting civil claims
for trade secret infringement cases.

Approaches Through Both Criminal and Civil
Proceedings

It has been pointed out that, in Japan, civil
liability is the main form of protection for trade
secrets, while criminal penalties are expected to
play a complementary role in malicious cases.
However, in recent practice, the use of criminal
proceedings in relation to the misappropriation
of trade secrets has not only played a comple-
mentary role but has also gained importance
in terms of efficient evidence collection for civil
proceedings against malicious acts.

Japanese civil proceedings do not offer a robust
method for evidence collection (such as discov-
ery) and it is particularly difficult to collect evi-
dence relating to the misappropriation of trade
secrets by the defendant in trade secret infringe-
ment cases. As a result, in practice, there are
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many cases where the plaintiff fails to prove the
defendant’s misappropriation of trade secrets
and decides against continuing legal proceed-
ings, or loses the case.

Therefore, in recent years, a rising humber of
cases have been observed where owners of
trade secrets adopt the approach of initiating
criminal proceedings first, followed by the civil
proceedings, to utilise the evidence gathered by
police and prosecutors through their compulsory
powers in the criminal proceedings. In the above-
mentioned dispute between the Japanese steel
manufacturer company and its Korean competi-
tor, it is suggested that the testimony of a for-
mer employee of the Korean competitor in the
Korean criminal trial contributed significantly to
the company’s substantial victory. The employ-
ee was prosecuted in South Korea for leaking
technical information of the Korean competitor
to China. In the course of the trial, the employee
stated that the technical information leaked to
China originally belonged to the Japanese steel
manufacturer company, which became impor-
tant evidence of misappropriation of technical
information of the Japanese company by the
Korean competitor, in the Japanese company’s
proceedings against such Korean competitor.

Criminal Case or Civil Case?

It is advisable for owners of trade secrets to
apply for criminal proceedings to be held first,
so that evidence collected in such criminal pro-
ceedings can be applied in civil proceedings
cases in which collection of evidence is com-
plex and difficult. However, the following points
should be noted when civil proceedings are pre-
ceded by criminal proceedings.

To initiate criminal proceedings, trade secret
owners are first required to file a complaint to
the police. Whether and when an investigation
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starts largely depends on the discretion of the
police, such as regards how serious the case is
considered to be, and the police availability at
the relevant time. Therefore, from the perspec-
tive of efficient use of criminal proceedings, it
is necessary to prepare a persuasive complaint
and to provide as much evidence as possible to
explain how serious the case is and how urgent
the investigation is. Otherwise, it may take a very
long time to initiate such investigation (in some
cases, more than six months or a year), or a case
may even fail to be established in the first place.

Therefore, in cases where records indicate that
misappropriation of trade secrets has taken
place but where no concrete damage has yet
arisen, or in cases where it is not clear that the
suspect’s use of trade secrets is evident, owners
of trade secrets should not overly rely on police
action and criminal proceedings. In such cases,
it is more efficient and beneficial to minimise the
damage through civil measures.

Dealing With Employees

A recent survey shows that most trade secret
infringements in recent years have been caused
by employees taking confidential information
out of the company. In particular, there are many
cases of employees illegally copying and tak-
ing information with them when they leave the
company. In Japan, employees are obliged to
maintain the confidentiality of company infor-
mation through employment regulations, non-
disclosure agreements (NDAs) or confidentiality
undertakings.
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The obligation to maintain the confidentiality
of company information after leaving the com-
pany is basically not recognised unless it is
clearly stated in the employment regulations or
NDA. It should be noted that, while disciplinary
action could be taken against the employees
for breaching confidentiality obligations, Japa-
nese labour law provides strong protection for
employees against employers, even in cases of
trade secret infringement. Therefore, the degree
of disciplinary action should be carefully con-
sidered, and it should be borne in mind that it
might not be permissible to summarily dismiss
the employees who have committed trade secret
infringement.

Strategy Against Trade Secret Infringement in
Japan

The 2023 Amendment strengthened legal pro-
tections for confidential information, leading
to an increase in both civil and criminal cases
involving trade secret infringement. However,
legal protection is not always available due to
issues related to confidentiality or evidence col-
lection.

Therefore, in order to protect trade secrets and
efficiently pursue civil or criminal actions against
trade secret infringement, it is crucial to review
security management practices to ensure that
the information is adequately treated as confi-
dential. In the event of breach of confidentiality,
it is imperative to verify the facts and gather as
much evidence as possible as the first step, and
the appropriate actions should then be contem-
plated in light of the legal protections available
for the trade secrets.
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1. Legal Framework

1.1 Sources of Legal Protection for Trade
Secrets

The Federal Law for the Protection of Industrial
Property (FLPIP or “the Law”) governs trade
secrets in Mexico. The FLPIP entered into force
on 1 July 2020 and replaced the former Indus-
trial Property Law that had been in force since
1994. The FLPIP seeks to grant greater protec-
tion to industrial property rights, and significantly
changes trade secrets protection.

The FLPIP is aligned with the provisions of Article
10bis of the Paris Convention and paragraphs 1
and 2 of Article 39 of the Agreement on Trade-
Related Aspects of Intellectual Property Rights
(TRIPS). Likewise, the Law is in compliance with
further obligations placed on Mexico as a result
of other international agreements, most notably
the United States, Mexico and Canada Agree-
ment (USMCA), which entered into force on 1
July 2020.

The FLPIP:

* provides greater clarity on what can be con-
sidered a trade secret;

« states the scope of misappropriation;

» modifies and increases penalties for misap-
propriation, use or disclosure of trade secrets;
and

« establishes new lines to enforce rights and
obtain damages.

1.2 What Is Protectable as a Trade
Secret

Under the FLPIP, a trade secret consists of any
confidential information of industrial or commer-
cial application that is kept by a person exercis-
ing legal control over it. This information must
enable a trade secret’s owner to obtain or main-
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tain a competitive or economic advantage over
third parties. It is also necessary that sufficient
means are adopted to maintain the confidential-
ity of the information.

This confidential information may be kept in doc-
uments, electronic or magnetic media, optical
discs, microfilms, films or in any other medium
known or to be known. Furthermore, the follow-
ing will not be considered a trade secret:

« information that is in the public domain;

+ information that is generally known or eas-
ily accessible to persons within the circles in
which said information is used; or

« information that must be disclosed by legal
provision or by court order — this excludes
information that is provided to any author-
ity by a person exercising legal control over
a trade secret, for the purpose of obtaining
licences, permits, authorisations, records, or
any other acts of authority.

1.3 Examples of Trade Secrets

There are no legal precedents yet regarding the
types of information that are protectable under
the FLPIP.

However, the definition in the new law of what
can be protectable subject matter is much
broader than in the previous law. Under the new
FLPIP, any confidential information of industrial
or commercial application can be considered a
trade secret.

In contrast, the previous law was restricted to
information related to specific categories:

« the nature or characteristics of products;

« their production methods or processes; and

+ the means for commercialising products or
services.
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In addition, it was required that the information
was not obvious to a technician in the field, simi-
lar to the inventive step requirement for patents.
All these limitations were eliminated in the new
FLPIP to allow for a broader definition.

1.4 Elements of Trade Secret Protection
The following elements have to be met for infor-
mation to be protected as a trade secret:

« the information shall be confidential;

+ the information shall be related to a commer-
cial or industrial application;

+ a person must be exercising legal control
over the confidential information;

« the information must serve to obtain or main-
tain a competitive or economic advantage
for its owner over third parties in carrying out
economic activities; and

+ the owner must adopt sufficient means or
systems to preserve the confidentiality of the
information and restrict access to it.

1.5 Reasonable Measures

In Mexico, a trade secret owner is required to
adopt sufficient means or systems to preserve
the confidentiality of the information and restrict-
ed access to it. Although there is no definitive
list, some measures required by law are:

+ the existence of a person exercising legal
control over the confidential information;

+ keeping the confidential information in docu-
ments, electronic or magnetic media, optical
discs, microfilms, films or in any other medi-
um known or to be known;

* entering into confidentiality agreements with
persons or employees who may have access
to trade secrets, specifying the aspects that
are considered confidential; and

« prior notice to the third parties that have
access to the trade secret informing them of
its existence and its confidential nature.
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In addition, some good practices may include:

« entering into confidentiality agreements with
all persons who may have access to the
industrial secrets;

* specifying in confidentiality clauses what
information is considered to be a trade secret
and what should be considered confidential;

+ conducting training with employees who have
access to trade secrets;

* marking as confidential all the information
that has that characteristic; and

* keeping confidential information in a restrict-
ed place.

1.6 Disclosure to Employees

Under the law, an employee who has access to
a trade secret and who has been warned about
its confidentiality, must refrain from disclosing
it without the consent of the person exercising
legal control over it, or its authorised user.

1.7 Independent Discovery
In accordance with the FLPIP, misappropriation
will not be considered in the following cases:

« the independent discovery or creation of the
information that is claimed as a trade secret;

* the observation, study, disassembly or testing
of a product or object that has been placed
on the market/made available to the public or
that is lawfully in the possession of the per-
son obtaining the information, as long as it is
not subject to any obligation of confidentiality
regarding the trade secret; or

+ the acquisition of information from another
person in a legitimate manner without an obli-
gation of confidentiality or without knowledge
that the information was a trade secret.

1.8 Computer Software and Technology
There is no specific trade secret protection for
computer software and/or technology. General
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trade secret rules apply to computer software
and technology.

1.9 Duration of Protection for Trade
Secrets

A trade secret will be valid for as long as the
requirements for its protection remain in force
and the information does not enter the public
domain. The law establishes that information
that is in the public domain or that turns out to
be generally known or easily accessible to per-
sons within the circles in which said information
is used will not be considered a trade secret.
The law does not distinguish between deliberate
disclosure by the person who has legal control of
the information or accidental disclosure.

1.10 Licensing

The person who exercises legal control over a
trade secret may transmit or authorise its use to
a third party. The authorised user will have the
obligation not to disclose the industrial secret
by any means.

In the agreements through which technical
knowledge, technical assistance, or provision
of basic or detailed engineering are transmit-
ted, confidentiality clauses may be established
to protect trade secrets. These clauses shall
specify the aspects that are to be confidential.

1.11 What Differentiates Trade Secrets
From Other IP Rights

One of the main differences between trade
secrets and other industrial property rights, such
as patents, is that it is not necessary to register
the trade secret before any authority to obtain
protection, reducing costs. In addition, trade
secrets are confidential and will not be made
public by the authority; however, a trade secret
cannot be enforced against a third person who
obtained the information by means of discovery
or reverse engineering.
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On the other hand, unlike other intellectual prop-
erty rights, a trade secret can protect commer-
cial information (not necessarily industrial, tech-
nical or aesthetic) that is confidential and that
represents a competitive advantage over third
parties for its owner.

1.12 Overlapping IP Rights

It is possible for a plaintiff to assert trade secret
rights in combination with other types of intellec-
tual property rights. Since the Mexican Institute
of Industrial Property (Instituto Mexicano de la
Propiedad Industrial or IMPI) is the authority in
charge of resolving, in the first instance, adminis-
trative offences related to trade secrets, patents,
utility models, industrial designs, trade marks,
and geographical indications, among others. It is
possible submit an infringement request to IMPI
involving these rights. In practice, it is common
to file separate lawsuits according to the type
of rights.

1.13 Other Legal Theories

The FLPIP imposes particular penalties for
breach of fiduciary duty against an employee
who steals a trade secret and for companies
who hire an individual, whether an employee, ex
employee, consultant or someone in a similar
position, with the purpose of obtaining indus-
trial secrets. In addition, the rightful owner of the
trade secret may sue for civil damages.

1.14 Criminal Liability
The FLPIP imposes criminal penalties in a num-
ber of different circumstances:

« disclosure of an industrial secret, which is
known by reason of one’s work, position,
performance of one’s profession, business
relationship or by virtue of the granting of a
licence for its use, without consent, having
been warned of its confidentiality, with the
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purpose of obtaining an economic benefit or
causing damage;

taking possession of an industrial secret
without right and without consent, with the
purpose of obtaining an economic benefit or
with the purpose of causing harm;

using an industrial secret, which one knows
by virtue of one’s work, office or position,
exercise of one’s profession or business rela-
tionship, without having the consent of the
person exercising their legal control over the
secret or of the authorised user of the secret,
or which has been disclosed to by a third par-
ty who did not have the consent of the person
exercising their legal control over the secret
or of the authorised user of the secret, for the
purpose of obtaining an economic benefit or
with the purpose of causing harm; and
appropriating, acquiring, using or unduly
disclosing an industrial secret through any
means, without consent, with the purpose

of causing harm or obtaining an economic
benefit for oneself or for a third party.

1.15 Extraterritoriality

The provisions of the FLPIP are of public order
and of general observance throughout Mexico;
therefore, they do not have extraterritorial appli-
cation. In addition, Mexican courts are only com-
petent to assess a claim based on misappropria-
tion that happens in Mexican territory.

2. Misappropriation of Trade
Secrets

2.1 The Definition of Misappropriation

In Mexico, misappropriation means the acqui-
sition, use or disclosure of a trade secret in a
manner contrary to good practices and industry
standards involving unfair competition, includ-
ing the acquisition, use or disclosure of a trade
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secret by a third party who knew, or had reason-
able grounds to know, that the trade secret was
acquired in a manner contrary to such practices
and standards. Therefore, the owner is required
to show that its trade secret was actually appro-
priated, used or disclosed, as it would not be
sufficient to show that the defendant accessed
the trade secret without permission. However,
taking possession of a trade secret without hav-
ing a right to do so and without consent, to use
it or disclose it to a third party, with the purpose
of obtaining an economic benefit for oneself or
for the third party or with the purpose of causing
harm to the owner, is considered a crime.

2.2 Employee Relationships

The FLPIP explicitly recognises an employee’s
obligation to protect trade secrets. However, it
is important that employees are notified of the
nature of the information and of their confiden-
tiality obligation. The burden of proof that the
employee was so-informed falls on the employer.

2.3 Joint Ventures

Similar to the obligations for employees, any
person who, in the course of their business
relationship, such as joint ventures, has access
to a trade secret of whose confidentiality they
have been warned, must refrain from disclosing
it without consent.

2.4 Industrial Espionage

Under the FLPIP, individuals or companies are
prevented from hiring an employee who is work-
ing or has worked — or a professional, advisor
or consultant who provides or has provided
services for — another person, with the purpose
of obtaining industrial secrets from the latter. In
addition, under the Criminal Code anyone who,
without just cause, to the detriment of another
and without the consent of the person who may
be harmed, discloses any secret or reserved
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communication that they know or have learned
because of their employment, office or position
would be responsible for the commission of a
crime. Increased penalties are available where
such disclosure is made by anyone rendering
professional or technical services or by a pub-
lic official or employee, or when the secret dis-
closed or published is of an industrial nature.

3. Preventing Trade Secret
Misappropriation

3.1 Best Practices for Safeguarding
Trade Secrets

Because, even in cases of compliance with the
legal nature of the trade secret (being secret,
confidential and providing a competitive advan-
tage), the burden of proof (that the recipient was
duly informed of the nature of the information
and its confidentiality) lies on the owner of the
trade secret, it is highly recommended to do the
following.

» Warn the recipient of the nature of the
information as a trade secret — this can be
achieved through the use of stamps in docu-
ments (eg, “confidential information” or “trade
secret”).

* Produce evidence of the receipt of the same
and an acknowledgement by the recipient of
the nature of the same — this can be achieved
through the execution of a receipt, signed by
both the owner of the trade secret and the
recipient.

* Maintain the confidentiality and secret nature
of the information - in this respect, the owner
should:

(a) have the necessary mechanisms, techno-
logical or not, to maintain the secrecy and
confidentiality (eg, passwords, locks or
vaults); and
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(b) execute non-disclosure or confidentiality
agreements with the recipients.

It is worth mentioning that because the nature
of the trade secret requires the owner to have
control over its disclosure, the legal obligation
to maintain the confidentiality of a trade secret
must not be term-limited and should be effec-
tive indefinitely or for as long as the trade secret
remains secret. Otherwise, at the end of the term
of the confidentiality obligation, the owner of the
trade secret would be left with no control over
the information.

3.2 Exit Interviews

The nature of exit interviews and the assuranc-
es employers seek from departing employees
depends on the industry, the size of the compa-
ny and the position that the employee is leaving.
While it is common practice for employees to
sign a non-disclosure or confidentiality agree-
ment when they first join a company, this is not
the case when they leave. Nonetheless, employ-
ees in regulated industries, such as the financial
or pharmaceutical sectors, often execute agree-
ments with regard to their confidentiality obliga-
tions when they leave their employers. Consider-
ing that employees are often required to execute
non-disclosure or confidentiality agreements
when they first join a new job, it is also some-
what common that those documents include a
clause which provides that they must not reveal,
disclose, use or share any trade secrets from
their past employers.

4. Safeguarding Against
Allegations of Trade Secret
Misappropriation

4.1 Pre-existing Skills and Expertise
Considering the legal definition of “trade secret”
under the FLPIP, trivial information and the
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experience and skills gained by employees in
the normal course of their work is likely to be
excluded from the scope of trade secret protec-
tion, as is information that is generally known
among, or readily accessible to, persons within
the circles that normally deal with the kind of
information in question and information that is
not likely to help obtain or maintain a competi-
tive or economic advantage over third parties in
the conduct of economic activities. In addition,
there is no relevant Mexican case law or juris-
prudence addressing the doctrine of “inevitable
disclosure”.

4.2 New Employees

Considering that the individual or legal entity that
hires an employee, with the purpose of obtaining
industrial secrets is considered liable under the
FLPIP, it is common for companies to include
wording in the employment agreement, or exe-
cute a non-disclosure or confidentiality agree-
ment with the employee, that specifically obliges
the employee not to disclose or use any trade
secrets of their previous employers.

5. Trade Secret Litigation

5.1 Prerequisites to Filing a Lawsuit
Under the Mexican legal framework, and subject
to the contractual framework available, a trade
secret owner having standing to initiate a trade
secret misappropriation administrative infringe-
ment action before IMPI, which has jurisdiction
over trade secrets disputes, will need to demon-
strate the following factors through appropriate
supporting evidence:

- ownership and legal control over confidential

information, through deploying appropriate
measures;
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« information which has a commercial or indus-
trial application;

« legal control over the confidential information;
« the existence of confidentiality and the meas-
ures taken to preserve it, such as confiden-
tiality policies, non-disclosure agreements
and clauses, and mechanisms and training

intended to preserve confidentiality;

« competitive advantage obtained or main-
tained through the confidential information;

* prior notice or notices given to the third party
who had access to the trade secret, inform-
ing that party of the trade secrets and their
confidential nature;

+ evidence showing, to a reasonable standard,
the likelihood of trade secret misappropriation
or unauthorised disclosure; and

+ evidence showing the potential damage
caused as a result of the misappropriation or
unauthorised disclosure.

Formally speaking, it is not necessary to take
any prior steps to filing a trade secret infringe-
ment action. In the event of potential misap-
propriation, unauthorised disclosure, or other
kinds of detected infringing activity, prior to fil-
ing the claim, it is advisable to deliver notice to
the infringing party, informing the latter of the
alleged infringement, as well as requesting that
the party in question attend a meeting to remedy
the situation, before engaging in formal litigation.

5.2 Limitations Period

There is no applicable statute of limitations for
raising a claim derived from a trade secret mis-
appropriation or unauthorised disclosure. How-
ever, IMPI has a five-year limitation on enforc-
ing administrative infringement claims, and the
sooner the claim is brought the better, especially
when seeking injunctive relief to prevent further
disclosure or unauthorised dissemination.



MEXICO [ AW AND PRACTICE

Contributed by: Marina Hurtado Cruz, Carlos Davila Peniche and Daniel Vilanueva Plasencia, Baker McKenzie

5.3 Initiating a Lawsuit

Pre-litigation

Preparation and protection prior to allowing
access to the trade secret is of the utmost
importance to have sufficiently strong evidence
to bring a successful claim. Generally speak-
ing, vagueness and isolated elements, such as
generic non-disclosure agreements or clauses,
will be deemed insufficient to reach the reason-
able standard requested or sought by IMPI, as
it is a fact and evidence-intensive claim. Con-
sequently, the trade secret owner should have
as many supporting documents as possible to
enhance their chances of success in the event
of a potential litigation action. Examples of such
documents include:

+ detailed and to-the-point non-disclosure
agreements or clauses, specifying the trade
secret and its confidential nature;

« periodic policies and training for handling,
managing, and preserving confidential infor-
mation, including trade secrets;

* prior notices provided to the authorised users
concerning the trade secret protection, its
scope, and the necessary training and poli-
cies to be followed for protecting and manag-
ing the confidential information; and

* supporting documents showing the imple-
mented measures to protect trade secrets,
such as training, encryption, passwords, two-
step identification authentication and moni-
toring access logs.

While it is possible to start a claim without these
documents, an owner should consider that the
claim’s chances of success are likely to be
directly related to the amount and quality of the
documents that the owner can use to provide
evidence of preparedness, protective measures
taken, and training/education efforts concerning
the awareness of the trade secret’s users when
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they were handling the owner’s trade secrets
and confidential information.

Litigation

As mentioned, the trade secret owner will need
to demonstrate the following factors through
appropriate supporting evidence, in a written
claim to be filed before IMPI:

+ the detailed arguments supporting the trade
secret misappropriation, misuse, or unauthor-
ised disclosure, including the date and time at
which the infringement occurred;

+ ownership and legal control over the confi-
dential information, through deployed appro-
priate measures;

« information which has a commercial or indus-
trial application;

» the existence of confidentiality and the meas-
ures taken to preserve it, such as confidenti-
ality policies, non-disclosure agreements and
clauses, mechanisms and training intended to
preserve confidentiality;

+ the competitive advantage granted or
obtained through the confidential information;

* prior notice or notices given to the third party
who had access to the trade secret, informing
them of the trade secrets and its confidential
nature;

+ evidence showing, to a reasonable standard,
the likelihood of trade secret misappropria-
tion or unauthorised disclosure — relevant
evidence could include expert appraisals,
forensic reviews, log records and prior notice;

+ evidence showing the potential damage
caused as a result of the misappropriation or
unauthorised disclosure — relevant evidence
could include expert appraisals, forensic
reviews and accounting reports; and

« payment of IMPI’s fees, which are around
USD150, plus any and all legal and expert
fees, which are the parties’ burden.
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Once the plaintiff files the claim, IMPI will review
its contents to determine whether to admit it, to
issue an official requirement for clarification pur-
poses or to comply with a formal requirement. If
IMPI admits the claim, the agency will order the
delivery of service to the defendant. IMPI serves
the defendant at the designated address, who
in turn will have ten business days to prepare
and file its written reply in a brief before IMPI.
The defendant has the right to present evidence,
including expert witnesses and appraisals, as
well as any forensic reviews or other technical
evidence as needed to defend its position.

5.4 Jurisdiction of the Courts

The competent authority for hearing trade secret
cases, from a purely administrative scope, is
IMPI, as trade secret enforcement is seen as
an administrative infringement action under
the applicable statute, the FLPIP. While it may
be theoretically possible to pursue a civil claim
before a local civil court, this will be subject to the
contractual framework specifying civil enforce-
ment, in addition to the administrative course of
action. Such a claim would likely allege viola-
tions of contractual obligations related to confi-
dential information’s protection, as opposed to
trade secret protection, which is the exclusive
jurisdiction of IMPI.

At the appellate level, the Federal Administrative
Court (Tribunal Federal de Justicia Administra-
tiva or TFJA) has a specialised jurisdiction for all
intellectual property-related matters, including
trade secrets.

5.5 Initial Pleading Standards

Having concrete evidence of misappropriation is
recommended before bringing a claim to increase
chances of successful enforcement, and lack of
evidence may affect the admissibility of a claim.
While it is possible to bring a claim based “on
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information and belief”, with the expectation of
obtaining the hard evidence through technical
evidence, such as an expert appraisal review of
the misappropriation obtained during trial, it is
necessary to meet a reasonable threshold con-
cerning the evidence of misappropriation. Simi-
larly, it is important to have relevant evidence
to demonstrate that the confidential information
grants the competitive advantage to its owner
to meet the “trade secret” standard, which is
assessed by IMPI upon reviewing the claim.

5.6 Seizure Mechanisms

The seizure of accused products or evidence,
directly related to the claim, can be requested,
granted, and executed by IMPI, as part of injunc-
tive relief, as it is foreseen as part of its prosecu-
tion powers. The seizure should be requested
before IMPI at the time when the claim is filed
and can last throughout the entire proceeding. In
considering such requests the IMPI will balance
different factors:

» whether the request is bona fide;
» whether it is in the public interest;
« the seriousness of the matter; and
+ the request’s nature.

The plaintiff must also demonstrate the trade
secret’s ownership through appropriate evi-
dence, as well as:

+ an infringement of the right;

« that the infringement or violation will be immi-
nent;

« the likelihood of suffering an irreparable harm;
and

+ a well-founded fear that the evidence could
be destroyed, hidden, lost or altered.

Further, they must provide the relevant and nec-
essary information to identify the goods, ser-
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vices, or physical or digital platforms where the
infringement takes place.

Additionally the applicant may need to file a
bond or certified deposit to compensate the
respondent for any harm suffered during the sei-
zure in the event that it is later determined that it
had been wrongly granted. The bond’s amount
will be set by IMPI after assessing the merits of
the case and the request’s scope. FLPIP also
foresees that defendant may file a counterbond
to respond for any potential harm against the
plaintiff. The counterbond, subject to IMPI’s dis-
cretionary decision, may be sufficient lift such
measures during the trial.

5.7 Obtaining Information and Evidence
FLPIP grants powers to IMPI to obtain certain
evidence from a third party for any type of claim,
including a trade secret infringement claim, sub-
ject to a written and reasonable request made by
a plaintiff. The available mechanisms are:

+ an information request from a third party,
which is materially linked to the claim; and
+ an on-site visit to an establishment to verify

compliance with FLPIP.

Generally speaking, while IMPI has reasonably
strong powers through these fact-gathering
mechanisms, which do not require court assis-
tance, these actions may not be sufficient to
support a trade secret claim by themselves.
Consequently, these activities should be consid-
ered to be ancillary to the evidence showing the
infringement, which the plaintiff needs to prepare
and have ready before filing the claim.

5.8 Maintaining Secrecy While Litigating

The parties can request measures to preserve
confidentiality of the trade secrets at issue
through the special structure available under
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the Federal Administrative Procedural Law (Ley
Federal Procedimiento Administrativo), through
which a party can request IMPI to designate the
documents and any other element related to
the trade secrets claim as confidential due to
its nature. In turn, IMPI’s officers will store the
specified documents in a private chamber, with
access restricted to the involved attorneys.

5.9 Defending Against Allegations of
Misappropriation

The following defences are available under
FLPIP:

« the information at issue is in the public
domain;

» the information is generally known or is easily
accessible for individuals within the circles in
which the information is regularly used;

+ the information must be disclosed due to a
statutory mandate or a judicial order;

+ the information at issue has been discovered
or created independently;

+ the information was obtained through the
observation, study or disassembly of — or the
experiment on — a product or object that has
been made available to the general public, or
that it is in the lawful possession of the indi-
vidual who obtains the information, as long as
they not been under a confidentiality obliga-
tion regarding the trade secret; and

+ lawfully acquiring information from a third
party, without a confidentiality obligation,
or unaware that the information was a trade
secret.

5.10 Dispositive Motions
Dispositive motions are not available under Mex-
ican Law.
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5.11 Cost of Litigation

The costs will vary depending on the case’s
complexity, the evidence prepared and filed,
as well as the duration. Typically, the cost of a
trade secret litigation case in the first instance
can vary from USD15,000 to USD25,000 plus
expert appraisals, notary public fees, and other
fees relating to evidence preparation, which can
vary from USD10,000 to USD30,000.

While theoretically it is possible to seek to
fund litigation on a contingency basis, includ-
ing through law firms, in practice this is seldom
used, due to a trial’s extensive duration, which
can be over five years in the administrative
phase, as the Mexican damages system is still
being developed, especially where it concerns
IP rights.

6. Trial

6.1 Bench or Jury Trial

Trade secret trials are decided by IMPI only,
which functions akin to a judge, in the first
instance. Subsequently, the federal courts will
have jurisdiction over the case.

6.2 Trial Process

In Mexico, trade secret litigation cases are
decided by the papers filed, including expert
appraisals. The plaintiff has the burden of proof
to demonstrate the facts of the case, with IMPI
issuing a determination in the first instance. Both
parties have the right to present evidence and
arguments during the trial to defend their posi-
tions. Testimonies can be brought to the case,
as long as the testimony is presented in writing,
as there are no depositions or in-person witness
testimony available under the applicable statute.
Typically, a trade secret trial can take anywhere
from one year to three years, subject to IMPI’s
workload.
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6.3 Use of Expert Witnesses

Expert witness testimony or appraisals are
allowed in Mexico and can be regularly used to
demonstrate facts and technical issues during
the litigation to bolster the chance of success.
Each party is entitled to name its expert witness,
which should be done at the time of presenting
the initial brief, for the plaintiff; or at the time
of filing the reply brief, for the defendant. The
Federal Rules of Civil Procedure foresee certain
limitations regarding expert testimony, such as
that it cannot be on a question of law, as this will
be the judge’s role.

When offering the written testimony, the party
presenting the evidence must present a ques-
tionnaire and name the expert. Following this, in
its reply brief, the defendant will have the right
to add questions to the proposed questionnaire,
as well as naming its own expert. IMPI will have
the right to name a third expert from a list of
pre-approved experts. IMPI will then provide the
experts with a reasonable term to render their
expert appraisals, which will be considered by
IMPI in its final resolution. Concerning costs, it
is difficult to ascertain potential costs involved in
these activities, as they vary widely depending
on the field.

7. Remedies

7.1 Preliminary Injunctive Relief

The requirements for obtaining injunctive relief
are the same as those for seizing accused
products and other evidence (see 5.6 Seizure
Mechanisms).

7.2 Measures of Damages

Damages are calculated starting at 40% of the
legitimate value indicator, as presented by the
affected owner. An award of damages can be
sought through a damages incident with IMPI or
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before a civil court, after the administrative pro-
cedure, including both rounds of appeal, con-
cludes. IMPI’s recent powers to grant a damages
award are yet to be constitutionally tested before
the Mexican Supreme Court, so until a decision
is taken, it is advisable to file the damages inci-
dent before a civil court.

To prove damages, it is necessary for the plaintiff
seeking such a remedy to prove the following
elements, through appropriate documents:

+ that an IP infringement occurred, which can
be proven through IMPI’s resolution declaring
an infringement;

« that the infringement resulted in economic
damage to the plaintiff’s interest, which can
be proven through financial appraisals and
expert witnesses on accounting; and

* the factual/causal link between the infringe-
ment and the economic effect or loss.

To interpret the legitimate value indicator on
which to base the 40% damages compensa-
tion, the plaintiff will propose that IMPI or the
civil court assess it based on the following:

« the infringed product or service value, calcu-
lated through market price, or the suggested
retail price;

* lost profits of the plaintiff as a result of the
infringement;

+ gained profits of the defendant as a result of
the infringement; and

+ the price that the infringer would have paid
the legitimate titleholder for granting a
licence, considering the commercial value of
the infringed right, as well as the granted and
existing licences.
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As of today, an owner can only seek the
described statutory damages, as punitive dam-
ages are not expressly foreseen in the FLPIP,
and have not been widely accepted in Mexican
case law.

7.3 Permanent Injunction

Typically, IMPI has the powers to order a third
party to refrain from continuing to violate intel-
lectual property rights after the claim has been
definitively resolved. Such orders may include a
product recall or destruction of the seized goods,
through IMPI, as well as an order to refrain from
conducting certain activities. On the other hand,
orders restraining individuals from employment
opportunities are rare, as the general rule priori-
ties an individual’s right to seek and obtain future
employment opportunities. This rule may allow
for specific exceptions that can be tied or related
to unfair competition practices, but it is unlikely
to be enforced in practice, as Mexico tends to
prioritise the rights of individuals over those of
companies in employment issues.

7.4 Attorneys’ Fees

Under the previous statute, IMPI did not have
such the authority to award attorney’s fees.
Although there has not been a change in this
situation since the FLPIP’s enactment, as the
FLPIP foresees a new damages system, it could
be possible to claim attorney’s fees through a
quantification of damages, as is foreseen under
the Federal Rules of Civil Procedure. However,
this remains merely a theoretical possibility.

7.5 Costs

In administrative litigation, each party bears
its own costs for litigation and cannot seek an
award for costs.
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8. Appeal

8.1 Appellate Procedure

The Mexican legal system has two different
appeals before a decision is final: ordinary
appeal and constitutional appeal.

Ordinary Appeal

The first appeal level is with the TJFA, which has
a Specialised IP Court with federal jurisdiction
over IMPI’s activities, as the latter is a federal
authority and IP rights, including trade secrets
are regulated at the federal level.

Once IMPI issues a final decision, the affected
party will have a non-extendable term of 30 busi-
ness days to prepare and file an appeal. IMPI
and the winning party will have the right to file
a reply brief with the appellate court. At this
instance, only the affected party has the right to
appeal an unfavourable decision. The appeal’s
arguments should challenge all the issues raised
in the decision, including formal prosecution
mistakes or errors that have affected the los-
ing party’s position. Generally speaking, it is not
possible to challenge non-final judgments and
orders.

Typically, an ordinary appeal lasts from 10-18
months.

Constitutional Appeal

The constitutional appeal is prosecuted before
the Federal Circuit Courts (Tribunales Colegia-
dos de Circuito en Materia Administrativa), part
of the Federal Judiciary Power in Mexico. These
courts regularly hear administrative litigation
cases, including intellectual property disputes,
but lack a specialised IP court.

The affected party has a non-extendable
15-business-day term after service of the TFJA's
adverse resolution to challenge it through an
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amparo, or a constitutional appeal, which will
review the constitutional and legal grounds of
the ruling, without any admission of new evi-
dence. Contrary to the ordinary appeal rules,
the prevailing party has the right to present a
recourse against a favourable ruling in the parts
that are adverse to its interests, or to present
additional, stronger arguments to prevail in the
new ruling.

Typically, a constitutional appeal lasts from
10-12 months.

8.2 Factual or Legal Review

Generally speaking, both appellate courts can
only review legal issues, as any and all evidence
related to the merits of the case should have
been presented and rendered during the trial
phase, for the trial authority (IMPI) to hear, ana-
lyse, and assess the evidence. Under the appli-
cable statute and case law, the appeal court
cannot receive any additional evidence which
should have been presented to try the case. It is
possible to present evidence intended to chal-
lenge what is claimed to be IMPI’s erroneous
interpretation or appreciation in the resolution,
but not evidence which was meant to demon-
strate the facts of the case.

The appellate phase is mostly a written proceed-
ing. Parties can present oral arguments before
the court, but this is not a formally recognised
hearing in the procedure, so it is an informal
practice.

9. Criminal Offences

9.1 Prosecution Process, Penalties and
Defences

Like its predecessor statute, the FLPIP recog-
nises criminal offences of trade secret theft,
misappropriation, unauthorised disclosure,
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and unauthorised use — requiring the presence
of an additional element: that the illicit activity
took place with ill-intent, which must be proven
beyond any reasonable doubt. This evidentiary
burden makes it more difficult to sustain crimi-
nal charges against trade secret defendants in
practice. Additionally, the success of any crimi-
nal action depends on the prosecutor’s expertise
and skill set to prepare the case; unfortunately
for victims of trade secret violation, federal pros-
ecutors tend to prioritise prosecuting other kinds
of criminal complaints having a larger impact on
society. Consequently, criminal enforcement is
rarely used in practice.

It is likely that these same defences and argu-
ments available in civil trade secret actions may
apply in practice to criminal claims. From an
evidence preparation perspective, the National
Code of Criminal Procedure foresees a broad
array of investigation techniques that can be
devised and implemented through the federal
prosecutor, with and without court orders, to
investigate trade secret misappropriation or eco-
nomic espionage offences. However, for more
sophisticated and invasive techniques — such as
wiretapping and data extraction from platforms,
servers and devices, electronic apparatus, com-
puters and storage devices - it is necessary to
obtain a court order, which will be very limited in
scope and time.

Finally, for criminal trade secret violations, the
FLPIP imposes penalties, from two to six years;
as well as economic penalties, from the equiva-
lent of USD5,460 to USD1.638 million, in addi-
tion to compensatory damages.
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10. Alternative Dispute Resolution
(ADR)

10.1 Dispute Resolution Mechanisms

To date, while the possibility of encouraging the
use of ADR mechanisms through contractual
clauses is anticipated in Mexico, this option is
seldom used for intellectual property cases, as
it was not expressly authorised under the former
statute. However, this changed recently due to
the FLPIP’s enactment, which now foresees the
parties’ right to open a conciliation procedure,
before IMPI, to explore the possibility of reach-
ing a settlement in infringement cases. This right
is available to both parties until IMPI reaches a
decision in the first instance.

FLPIP also contemplates a conciliation proce-
dure in which IMPI will be conciliator, holding
the infringement proceeding in abeyance while
the conciliation is ongoing. The party requesting
the conciliation must present a written proposal
to settle the claim. The other party will have the
right to accept it, present a written counterpro-
posal, or reject it. If a counterproposal exists, an
IMPI officer will summon the parties to in-person
meetings at IMPI’s premises to discuss poten-
tial settlements. Due to statutory restrictions, the
conciliation procedure is limited to two meet-
ings. If the parties do not reach a settlement,
IMPI will resume the infringement proceeding.
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Trade Secrets, Opportunities and Trends
From a Business Perspective

Introduction

Challenging times give rise to new opportuni-
ties. There are currently significant and turbulent
changes and challenges in the global economy,
political alliances and with respect to the envi-
ronment. Such changes impact and concern us
all. In a maritime conference in Norway earlier
this year, one of the questions to the US chargé
d’affaires (diplomat) was about how the US is
dealing with risks related to these uncertain
times. The reply was, in part, to take steps to
identify and protect intellectual property.

It is expected that Al will continue to move into
our daily lives during 2024. The rapid prolifera-
tion of Al along with Al-driven innovation cre-
ates new business models, changes our lives in
unexpected ways and illustrates that legislators
did not have Al in mind when the legislation was
created, although in relation to legal protection
for inventions, most countries have concluded
that Al cannot be the inventor.

In addition to Al, the UN’s ESG reporting will also
have a great impact on our lives. A consequence
of ESG is the creation of new untraditional co-
operations between companies to develop new
solutions to fulfil ESG requirements. Yara, a well-
known global company developing and offering
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fertiliser, now owns Yara Birkeland, the world’s
first fully electric and autonomous container
vessel with zero emissions. With this container
vessel set on water in 2023, Yara will reduce
diesel-powered truck haulage by 40,000 jour-
neys a yeatr.

Furthermore, according to statistical research at
Statistics Norway, in 2022 the number of patent
filings in Norway decreased by 11% since 2021,
and slightly lower in 2023. Independent of the
reasons for this decrease, the trends in patent
filing should be taken into account when con-
sidering the increasing focus on trade secrets.

All of this has an impact on the role of trade
secrets in IP strategies, aiming for a robust IP
protection for companies’ competitive edge.
In the US, trade secret litigation has increased,
whilst this has not been the case in Norway
after the Trade Secret Act 2020 came into force
(nor before), as there have been just a handful
of court cases relating to trade secrets for Nor-
wegian courts. However, Norwegian companies
and IP practitioners have an increased focus on
identifying and protecting trade secrets along-
side other forms of confidential information, with
this being a particular focus for companies with
current or potential foreign investors.
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The key question within an IP policy has often
been if an invention should be patented or kept
as a trade secret, or alternatively if there should
be a publication of the invention. However, a
more nuanced question is how to combine pat-
ents and trade secrets to create an even strong-
er barrier around the invention, which will make it
even more difficult for others to enter the market.

What is the difference between trade secrets
and patents?

To acknowledge the interplay between trade
secrets and patents, we need to understand
what trade secrets are and the difference
between trade secrets and patents.

What is the subject for patents and trade
secrets?

A granted patent gives the inventor legal own-
ership of the invention (technical solution) — the
product itself (product patent), how a product is
made (process patent) and how it works.

Trade secrets are not limited to inventions with
a technical solution, but embrace most kinds of
information. In particular, information such as:

« know-how - a deep understanding of how to
perform specific tasks, in-house processes
for making the right business decision, meth-
ods to utilise and maintain machines, technol-
ogies and data, processes for management of
people, and knowledge of failure/what does
not work;

» technical information — drawings, production
processes, software, recipes, and chemical
compounds; and

» commercial information — client lists, supplier
lists, prices and costs market studies, market
intelligence, and launching date.
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Legal requirements

For an invention to be patentable it must be new;
ie, the invention cannot be published before the
filing date of the patent application, and it must
have an inventive step (ie, not be obvious to
someone in that field), and have an industrial
use.

For information to qualify as a trade secret, it
needs to be of “commercial advantage” and it
is required to take “reasonable steps” to keep
the secrecy. If a competitor uses another com-
pany’s trade secrets and this damages the com-
pany’s competitive edge, it is regarded to be of
“commercial advantage”. “Reasonable steps” to
keep the secrecy involves digital and/or physical
access restrictions, internal guidelines on how
to handle trade secrets, and a contractual duty
of confidentiality, both for employers and third
parties. In Norway there may also be an implied
duty of confidentiality in certain circumstances.

Establishing patents and trade secrets

In order to achieve a patent, it is needed to draft,
file and prosecute the patent application in the
relevant jurisdictions, whilst a trade secret needs
to be identified by the company and handled
in accordance with the company’s guidelines/
policies on how to keep the secrecy. It is not
possible to register a trade secret in Norway.

Publication

The patent application is published (18 months
after the priority filing), and after the patent has
expired, anyone, including competitors, can, in
principle, legally produce a similar product. Pub-
lication is the trade-off by getting the exclusive
right for 20 years, so others can use the inven-
tion for further innovation.
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If the trade secret is disclosed without no duty
of confidentiality, it will no longer be considered
as a trade secret. To maintain legal protection of
the trade secret, it must be kept secret.

Costs

Prosecution of a patent application may take
many years and can involve significant costs, in
addition to the annual renewal fees, especially if
it is required to obtain patents in multiple inter-
national jurisdictions.

At first glance, the initial cost of a trade secret
seems to be minimal compared with the costs of
a patent. However, trade secrets need a system
and a strategy to ensure that they are identified
and correctly handled. This may include internal
polices giving guidelines on how to handle them
from a legal and technical point of view, educa-
tional awareness programmes for employers and
employees, and confidentiality agreements. The
cost for protection via trade secrets should still
be significantly lower than filing a patent family
and securing granted patent rights in multiple
countries.

Lifetime

A patent typically expires after a maximum of 20
years, whilst trade secrets have no time limit as
they can persist forever if they are not disclosed
to the public or others, without an obligation of
confidentiality. Trade secret protection will last
as long as they stay secret.

Licence

Licences are an essential tool for technology
transfer and exploitation of intellectual prop-
erty rights. Both patents and trade secrets
can be subject to a licence. Since patents pro-
tect technical solutions and trade secrets can
protect know-how, licences combining trade
secrets and patents can result in robust protec-
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tion. Licence terms should be carefully drafted
in order to control the handling of information
that is protected as a trade secret, such as by
restricting access to a specific set of employees
of a licensee company and/or by setting mini-
mum security requirements for IT systems.

Legal basis for litigation

Patents provide the owner with a right to exclude
others from making, using, selling, offering to
sell, or importing the invention. The patent owner
can use the patent as a legal basis for claiming
infringement of the owner’s patent rights.

Trade secrets can be the basis for preventing
others from misappropriating (ie, stealing) the
trade secret. In other words, the ownership to
a trade secret is not violated by someone who
independently invented or reverse engineered
the same technology.

The right to a trade secret can also be asserted
against someone who illegally obtained or dis-
closed the trade secrets. Typically, breach of a
contractual duty of confidentiality can result in
trade secret infringement.

Trade secret or patent?

When deciding on filing a patent application or
keeping a trade secret, it is important to take
into account the commercial goals and context
of the company.

A relevant factor to take into consideration
before filing a patent application, is how easy
it is for others to reverse engineer the invention
once it is placed on sale. If reverse engineering is
easy, it may be wise to file the patent application
to avoid others having a free ride on your inno-
vation, and, in the worst-case scenario, filing a
patent application which may cause problems
for your freedom to operate.
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It may also be important to consider the ability
to identify an infringement. For example, inno-
vative products/services implemented using Al
are often operated at least partly in the cloud,
or otherwise remotely located from the user. In
that case there are difficulties for reverse engi-
neering and it may not be possible to detect if a
third party is using a patented invention, since
the relevant technical details are often not avail-
able for inspection.

For products that have a longer lifespan and
cannot be reverse engineered, and/or for situ-
ations where an inability to detect infringement
could reduce the benefit of patent protection, a
well-guarded trade secret can provide protec-
tion without competition even after 20 years and
at minimal cost.

If a new innovation is not regarded as inventive
then it may not be worth drafting and filing a pat-
ent application, but rather consideration should
be given to keeping it as a trade secret instead.

However, trade secrets protection requires that
employees or third parties to whom the informa-
tion is disclosed, can be trusted to understand
and fulfil the duty of confidentiality. In principle,
breach of confidentiality can be more difficult
to prove than patent infringement as the initial
source of the breach may be unclear. For this
reason it is highly important to have a strong set
of internal policies supported by suitably worded
contracts/agreements.

Publication

An alternative and opposite option to trade
secrets is publication of the information to pre-
vent competitors gaining an exclusive patent
right or trade secret. In this way a company can
try to ensure freedom to operate, whilst avoid-
ing any significant expense. The published infor-

142  CHAMBERS.COM

mation will be available for competitors to use
freely on the market, but the publication blocks
later filed patent applications that may bar oth-
ers from the market. However, there is a risk that
a Patent Examiner could overlook the publica-
tion or that a competitor may develop the initial
innovation in a way that is unexpected, but gives
them a commercial advantage.

Publishing can be achieved in several ways and
through specific databases and online com-
panies that Patent Examiners search through.
Details of an invention on a public database that
registers the time and date of publication can
be used as an independent source of evidence
against patent applications.

If a patent application is filed then the application
can be withdrawn before the publication and the
invention kept as a trade secret or abandoned
to save costs. Or it may be allowed to publish
since once published this will be a hindrance for
other similar inventions submitted at a later date.

How can trade secrets and patents
supplement each other?

In the early stages of R&D, before a patent appli-
cation is filed and published, invention disclo-
sure forms and all related know-how, including
test results, and blind alleys, should be strictly
confidential and are subjects for trade secret
protection until it is decided to file a patent appli-
cation, to keep it as a trade secret, or to use a
defensive publication.

A relevant question is how much information
should be disclosed in a patent application?
The rule of thumb when it comes to disclosing
trade secrets internally or externally, under the
obligation of confidentiality, is to only disclose
to a limited number of persons and only on a
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need-to-know basis. The same applies for pat-
ent applications.

To achieve a granted patent, it is required to dis-
close a claimed invention in sufficient detail so
that the person skilled in the art can carry out
that claimed invention. However, it is not neces-
sary to provide additional information about test
results that are not necessary with regard to the
sufficiency requirement. When drafting a patent
application, it should be carefully considered if
parts of the information can be kept as a trade
secret or if it is necessary to include the infor-
mation in the patent application, for example, to
fulfil the requirement for sufficiency.

If it is necessary to disclose trade secrets to third
parties, such as investors, risks should be con-
sidered before disclosure, and a non-disclosure
agreement should be signed. The right to a pat-
ent can be lost by disclosing too much informa-
tion before the application is filed. Trade secrets
can be totally devoid if they are improperly (or
accidentally) made public, including in discus-
sions with investors. A suitable confidentiality
agreement is therefore needed, taking account
of relevant legal systems (eg, being drafted spe-
cifically for use under Norwegian law if Norwe-
gian trade secrets are involved). It can also be
important to consider other forms of protection
in some cases, such as allowing third parties to
inspect confidential material only on a restricted
basis and limiting the ability to make or send
copies.

Not all types of invention are capable of patent-
ing, and so for some inventions, a trade secret
will be the only option. Business methods, com-
puter games and software implemented innova-
tions (using Al or otherwise) that do not create
technical effect, may be difficult to patent whilst
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also creating challenges for detecting infringe-
ments.

Trade secrets in the digital age

The digital age has made it possible to digitally
store unlimited amounts of information within
systems with shared, controlled and limited
access to specific persons, passwords and sur-
veillance, and details of when the information
is accessed. Innovations such as blockchain,
artificial intelligence and quantum cryptography
contribute to enhanced trade secret security.
However, cloud computing, remote work and
the home office environment, and interconnect-
ed systems across borders create new practi-
cal, legislative and technological challenges in
securing trade secrets against cyber-attacks,
industrial espionage, and inadvertent leaks.

Open innovation with traditional and untradi-
tional collaborations, licensed technology, loT,
big data, and machine learning enables rapidly
developed and complex technology, requiring a
comprehensive and multidisciplinary approach
on how to protect trade secrets.

There are, in particular, two topics in which there
is an increased focus when it comes to digital
innovation and trade secrets.

loT and sensor technology enables big data,
which has revolutionised machine learning and
related Al-based products/services. Selection of
such input and output data can be patentable
if it is related to solving a problem, and cloud-
based solutions and quantum-computing-based
solutions may be patentable. What can be deci-
sive is if the patent applications can adequately
describe the inner workings of the technology
for which protection is being sought.
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However, the input and output data may be bet-
ter suited for trade secret protection instead, in
particular if they are not protected by the data-
base protection or similar legislation.

The digital wave of technology is still flushing
over us, and trade secret protection needs to
be dynamic with a proactive and adaptable
approach in the light of patents, contracts, legal,
technical and organisational measures.

Trade secrets from a company perspective
On- and off-boarding

When joining a new company, HR plays an
important role in communicating values and
priorities within the company and regarding the
new job/position to new employees, and often
plays the central role in the onboarding process.

At this stage, general awareness regarding the
importance of IP and trade secrets and the role
they play in the company should be communi-
cated to new employees.

Also, the company policy on how to handle trade
secrets and confidential information should be
presented and communicated as part of the
onboarding process.

Working from home represents a security risk
and specific details regarding information data
security when working from home should be a
part of the onboarding programme. This could
also represent a potential threat to preserving
trade secrets and confidential information.

In this connection it should also be noted that
junior employees generally have higher job
mobility and therefore the company policy and
associated training should make sure to properly
define where to draw the line regarding informa-
tion that belongs to the company, and, as such,
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that it should not be shared with others after the
employee leaves, as well as specifying informa-
tion the employee is free to share when moving
on. Defining the boundaries and identifying the
company’s confidential information should be a
general part of the off-boarding programme.

An explicitly defined duty of confidentiality along
with non-compete clauses and other restrictive
covenants must be a part of employment con-
tracts to reduce the risk that confidential infor-
mation and/or trade secrets could be spilled.

When an employee is leaving, it is important to
check their computer/s for any stored data.

IP and trade secrets awareness training

It is important to work with IT on how to secure
trade secrets and to prepare a restriction policy
that limits access to all types of confidential and
privileged information including trade secrets. In
limiting the accessibility, the IT department plays
a vital role.

IP awareness training should be conducted at
regular intervals throughout the different parts of
the organisation as it is essential that all employ-
ees understand the importance of handling trade
secrets and other forms of IP in accordance with
company guidelines. The IP awareness pro-
gramme should be specifically designed for the
different parts of the organisation.

It is especially important to understand which
parts of the organisation have a role when it
comes to IP, innovation and the handling of trade
secrets — the “IP Triggers” in the organisation.

Product developments are generally potential
IP Triggers and could also trigger the creation
of trade secrets. Accordingly, it is particularly
important that the parts of the organisation
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where product development is occurring have a
general IP and trade secrets awareness training
programme.

The same is the case where it comes to adapta-
tions, optimisations of production processes, or
other product developments. Quite often these
adjustments or optimisations could be protected
as trade secrets.

Also, when working with third parties and enter-
ing into co-operation agreements, the chance of
spilling a trade secret could be high. It is there-
fore important that descriptions of trade secrets
are very precise and that descriptions and defini-
tions in agreements are similarly narrow so that
no unnecessary information is shared.

Many companies find that C-level (chief level)
and senior level are more demanding to train and
here it is important to stress that a signed NDA
(non-disclosure agreement) does not mean that
all information can be disclosed.

When it comes to an IP awareness programme
for scientists, it is important to know that scien-
tists need to know why the relevant IP policies
are important. Emphasis should therefore be put
on explaining the relevance of trade secrets to
the business. In this connection it is also neces-
sary to explain that extra diligence should be
exerted when working with the trade secrets of
third parties.

Also important is the handling of negative know-
how which is information on what did not work.
That can be very relevant information to a com-
peting company.

Additionally, risk of contamination is imperative

to consider. Contamination is when a third party
shares information that has not been requested
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by the receiving party. Such information could
prevent the possibilities of validly obtaining a
patent or retaining a trade secret.

With regard to awareness training of the IP
department and legal department, the extent of
protection that can be obtained from an NDA
or confidentiality agreement should be clarified.

A basic point is also that any innovation that is
going into a patent application as a general rule
is a trade secret and should be handled as such
even though it may be published later during the
patenting process.

When it comes to IP awareness training of the
department of procurement, it is important to
realise that this department often has extensive
knowledge of the parts, designs and require-
ments of the innovative parts of the organisation.
Ordering specially designed parts, fittings and
other items to the production line or otherwise
could result in the sharing of trade secrets and
IP with third parties.

Procurement often also negotiates supply and
delivery agreements with third parties and in
this connection may be involved in indemnifica-
tion clauses. Therefore, it is very important that
procurement understands the concept of IP and
trade secrets and what is required in order to
protect and secure them and also what to expect
in terms of indemnities and liabilities when
receiving products that are produced under a
licence from a third party.

Remuneration programme

Many innovative companies have remuneration
programmes to stimulate employee innovation.
Such stimulus generally drives innovation by
offering compensation or bonus programmes
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and is thereby designed to drive innovation in
accordance with company goals.

Many such employee reward/recognition pro-
grammes focus on innovation resulting in patent
applications, but as more companies learn more
about trade secrets and understand the value
and benefit of protecting innovation with trade
secrets, it seems to be worth considering linking
the remuneration programme to the innovation
itself and not to whether it results in a patent
application or not.

A trade secret can be a very valuable company
asset if kept strictly confidential and has the
very clear benefit that, contrary to patent appli-
cations which have to be published, a trade
secret must be kept secret to keep its status as
a trade secret. This means that other companies
cannot base their innovation on the information
in the trade secret. Arguably, a combination of
trade secrets and patent applications, managed
according to a strong IP strategy, can create a
stronger protection of innovation than patent
applications alone.

146 CHAMBERS.COM

Therefore, a remuneration programme that
focuses on the innovation itself, and not on
whether it results in a patent application, trade
secret, design protection or any other IP protec-
tion, is better designed to suit trends in business
today.

Conclusion

The authors’ experience shows that companies
need practical and straightforward advice on
how to handle trade secrets, along with regular
awareness training.

Disclaimer: This article is based on the authors’
experience from various in-house IP functions
and current roles as IP advisers, and it does not
constitute legal advice.
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1. Legal Framework

1.1 Sources of Legal Protection for Trade
Secrets

There is no specific law protecting trade secrets
(also known as undisclosed information) in the
Philippines, though there are different Philippine
statutes that apply to the protection of trade
secrets and that penalise the revelation of such
trade secrets.

Article 4(g) of the Republic Act 8293 as well as
the Intellectual Property Code of the Philippines
includes “protection of undisclosed informa-
tion” or trade secrets under the term “intellectual
property rights”.

Article 40(f) of the Republic Act 7394 as well as
the Consumer Act of the Philippines prohibit “the
using by any person to his own advantage, or
revealing, other than to the Department or to the
courts when relevant in any judicial proceeding
under this Act, any information concerning any
method or process which as a trade secret is
entitled to protection”.

Article 292 of the Revised Penal Code penal-
ises the revelation of industrial secrets, as fol-
lows: “The penalty of prision correccional in its
minimum and medium periods and a fine not
exceeding 500 pesos shall be imposed upon the
person in charge, employee or workman of any
manufacturing or industrial establishment who,
to the prejudice of the owner thereof, shall reveal
the secrets of the industry of the latter.”

Under Rule 27 of the Rules of Court, a court,
upon motion, may order the production or
inspection of documents or things which are not
privileged, and which constitute evidence mate-
rial to any matter involved in the action.
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In the case of Air Philippines Corp v Pennswell
(GR No 172835, 13 December 2007), the
Supreme Court had occasion to define what a
trade secret is: a plan or process, tool, mecha-
nism or compound known only to its owner and
those of their employees with whom it is neces-
sary to confide.

The definition also extends to a secret formula
or process not patented but known only to cer-
tain individuals using it in compounding some
article of trade having a commercial value. A
trade secret may consist of any formula, pat-
tern, device or compilation of information that:

*is used in one’s business; and

* gives the employer an opportunity to obtain
an advantage over competitors who do not
possess the information.

Generally, a trade secret is a process or device
intended for continuous use in the operation of
the business — for example, a machine or for-
mula — but can be a price list or catalogue, or a
specialised customer list.

In another case, the Supreme Court upheld the
validity of the policy of a pharmaceuticals com-
pany prohibiting its employees from marrying
employees of any competitor company, on the
rationalisation that the company had a right to
guard its trade secrets, manufacturing formu-
las, marketing strategies and other confidential
programmes and information from competitors
(Duncan Association of Detailman-PTGWO v
Glaxo Wellcome Philippines, Inc, GR No 162994,
17 September 2004).

1.2 What Is Protectable as a Trade
Secret

Based on existing Philippine laws and jurispru-
dence, any information that can fall within the
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definition of a trade secret can be protected. In
Air Philippines v Pennswell, the Supreme Court
adopted the following factors to determine
whether information is a trade secret:

* the extent to which the information is known
outside the employer’s business;

* the extent to which the information is known
by employees and others involved in the busi-
ness;

+ the extent of measures taken by the employer
and competitors;

» the value of the information to the employer
and competitors;

+ the amount of effort or money expended by
the company in developing the information;
and

* the extent to which the information could be
easily or readily obtained through an inde-
pendent source.

1.3 Examples of Trade Secrets

There is very little case law in the Philippines
involving trade secrets. The following are some
examples, including applicable statutes.

Air Philippines v Pennswell (GR No 172835, 13
December 2007): in this case, the composition,
formulation and ingredients of the subject lubri-
cant were declared by the Supreme Court as a
trade secret and therefore as privileged against
compulsory disclosure.

Universal Food Corporation (UFC) v Court of
Appeals, Magdalo Victoriano Francisco Sr (GR
L-29155, 13 May 1970): in this case, the Supreme
Court ordered UFC to return and restore to the
plaintiff (Magdalo Victoriano Francisco, Sr) the
right to the use of his Mafran sauce trade mark
and formula. UFC and all its assignees and
successors were permanently enjoined, effec-
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tive immediately, from using in any manner said
Mafran sauce trade mark and formula.

Tiu v Platinum Plans Phils (GR No 163512, 28
February 2007). The petitioner Tiu was re-hired
by the respondent Platinum (which was engaged
in the pre-need business) as senior assistant
vice-president. The employment contract car-
ried a non-involvement clause which prevented
her from being employed or engaged in the pre-
need business, whether directly or indirectly, for
a period of two years from separation of employ-
ment, and breaching this rendered the employee
liable for PHP100,000 (about USD1,800).

In 1995, Tiu stopped reporting for work, and it
turned out that she had become vice-president
of a corporation that was also in the pre-need
industry. Platinum sued Tiu for damages for
violating the non-involvement clause. Tiu coun-
tered that the non-involvement clause was unen-
forceable as being against public order or public
policy. Platinum argued that the inclusion of the
two-year non-involvement clause in the contract
of employment was reasonable and necessary
since her job gave her access to the company’s
confidential marketing strategies.

The Supreme Court held that a non-involve-
ment clause is not necessarily void for being in
restraint of trade, as long as there are reason-
able limitations as to time, trade and place. In
this case, the non-involvement clause had a
time limit (two years from the time employment
ended) and was also limiting as to trade since it
only prohibited the petitioner from engaging in
any pre-need business similar to Platinum.

More significantly, since Tiu was the senior ass-
tistant vice-president and territorial operations
head in charge of Platinum’s Hong Kong and
ASEAN operations, she had been privy to con-
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fidential and highly sensitive marketing strate-
gies of the respondent’s business. To allow her
to engage in a rival business soon after she left
would make Platinum’s trade secrets vulner-
able, especially in a highly competitive market-
ing environment. In summary, the authors find
the non-involvement clause to be not contrary
to public welfare and not greater than affordably
necessary.

As mentioned previously, in Duncan Association
of Detailman-PTGWO v Glaxo Wellcome Philip-
pines, Inc, GR No 162994, 17 September 2004,
the Supreme Court upheld the validity of the
policy of a pharmaceuticals company prohibit-
ing its employees from marrying employees of
any competitor company, on the rationalisation
that the company had a right to guard its trade
secrets, manufacturing formulas, marketing
strategies and other confidential programmes
and information from competitors.

Section 12 of the Republic Act No 6969 and the
Toxic Substances and Hazardous and Nuclear
Waste Control Act of 1990 provide for the follow-
ing as confidential subject matter: “production
or sales figures or methods, production or pro-
cesses unique to such manufacturer, processor
or distributor, or [that] would otherwise tend to
adversely affect the competitive position of such
manufacturer, processor or distributor.”

The Securities Regulations Code Rule 66.3.2 -
Amended Implementing Rules and Regulations
states that confidential information includes:

* trade secrets;

» commercial or financial information prepared
by analysts within or outside a company for
strategic purposes; and

« similar information that raises concerns
regarding business confidentiality.
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1.4 Elements of Trade Secret Protection
See 1.2 What Is Protectable as a Trade Secret.

1.5 Reasonable Measures

As stated previously, in Duncan v Glaxo (GR
No 162994, 17 September 2004), the Supreme
Court upheld the validity of the policy of a phar-
maceuticals company prohibiting its employees
from marrying employees of any competitor
company, on the rationalisation that the com-
pany had a right to guard its trade secrets, man-
ufacturing formulas, marketing strategies and
other confidential programmes and information
from competitors. In its decision, the Court held
the following:

“The prohibition against personal or marital rela-
tionships with employees of competitor com-
panies upon Glaxo’s employees is reasonable
under the circumstances because relationships
of that nature might compromise the interests
of the company. In laying down the assailed
company policy, Glaxo only aims to protect its
interests against the possibility that a competi-
tor company will gain access to its secrets and
procedures. That Glaxo possesses the right to
protect its economic interests cannot be denied.
No less than the Constitution recognises the
right of enterprises to adopt and enforce such a
policy to protect its right to reasonable returns
on investments and to expansion and growth.
Indeed, while our laws endeavour to give life to
the constitutional policy on social justice and the
protection of labour, it does not mean that every
labour dispute will be decided in favour of the
workers. The law also recognises that manage-
ment has rights which are also entitled to respect
and enforcement in the interest of fair play.”

1.6 Disclosure to Employees
The availability of protection for trade secrets is
not affected if the information was disclosed to



PHILIPPINES [ AW AND PRACTICE

Contributed by: Editha R. Hechanova, Chrissie Ann L. Barredo and Yazmine A. Bajamundi-Pura,

Hechanova Bugay Vilchez & Andaya-Racadio

the employee in the course of their employment,
and if the employee was made aware that it was
a trade secret and needed to be protected. Arti-
cle 292 of the Revised Penal Code penalises the
revelation of the employee to other persons of
the secrets of their employer.

1.7 Independent Discovery

In Cocoland v National Labour Relations Com-
mission (GR No 98458, 17 July 1996), the
Supreme Court disregarded the claim of the
employer Cocoland that its technology was a
trade secret. Here, it was actually the dismissed
employee who established in the course of the
proceedings that the purported secret propaga-
tion technique was no longer a secret, as it had
attained wide currency via government publica-
tions and leaflets. As such, the Court declared
that the employee’s termination on the grounds
of unauthorised disclosure of trade secrets was
unfounded and without valid cause.

1.8 Computer Software and Technology
No specific law in the Philippines provides pro-
tection for trade secrets unique to computer
software and/or technology. However, offences
against the confidentiality, integrity and avail-
ability of computer data and systems may be
penalised under the Republic Act 10175 or the
Cybercrime Prevention Act of 2012.

1.9 Duration of Protection for Trade
Secrets

Trade secrets may be protected through non-
disclosure agreements (NDAs) or confidential-
ity agreements. These are basically contractual
in nature, and as such, the period of validity or
protection will depend on the period stated in
the NDA. Such NDA may also indicate that the
confidentiality be maintained even after the ter-
mination of an employee.
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1.10 Licensing

In the Philippines, trade secrets do not require
registration or licensing. An owner that granted
a licence to use such trade secret may utilise an
NDA or a confidentiality agreement to maintain
or protect its trade secret.

1.11 What Differentiates Trade Secrets
From Other IP Rights

Certain types of intellectual property (IP) rights,
such as patents and trade marks, may be pro-
tected through registration with the Intellectual
Property Office of the Philippines (IPOPHL).
However, trade secrets cannot be registered.

Complaints concerning violation of IP rights may
be filed either with the IPOPHL or the regional tri-
al court. Conversely, breach of an NDA covering
trade secrets may result in claims for damages,
monetary claims, termination from employment
or even criminal complaints, which should be
filed with the regular courts.

1.12 Overlapping IP Rights

It is possible for a plaintiff to assert their rights
over trade secrets along with other IP rights — for
example, regarding patent or copyright infringe-
ment.

1.13 Other Legal Theories

A claim for damages for breach of fiduciary duty
or tortious interference may be filed against the
obligor if such acts resulted in pecuniary loss
to the obligee (Article 2199 of the Civil Code). If
there is no proof of pecuniary loss, a claim for
other types of damages such as moral (Article
2217 of the Civil Code) or nominal (Article 2221
of the Civil Code) damages may be filed against
the obligor.
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1.14 Criminal Liability

Revelation of industrial secrets is penalised
under Article 292 of the Revised Penal Code,
which states as follows:

“The penalty of prision correccional (six months
and one day to six years) in its minimum and
medium periods and a fine not exceeding 500
pesos shall be imposed upon the person in
charge, employee or workman of any manufac-
turing or industrial establishment who, to the
prejudice of the owner thereof, shall reveal the
secrets of the industry of the latter.”

Since every person criminally liable for a felony
is also civilly liable (Article 100, Revised Penal
Code), a trade secret owner may pursue both
civil and criminal claims.

Violation of Article 40(f) of the Consumer Act
(revelation of trade secrets) is penalised as fol-
lows:

“Any person who violates any of the provisions
of Article 40 hereof shall, upon conviction, be
subject to imprisonment of not less than one
year but not more than five years, or a fine of not
less than five thousand pesos but not more than
ten thousand pesos, or both such imprisonment
and fine, in the discretion of the court.”

1.15 Extraterritoriality

If the trade secret owner can prove pecuniary
loss due to misappropriation that happened in
another country, they can still file a claim for
damages here as long as they can prove that
they have a juridical personality for filing a case
in the Philippines (eg, a natural person — a Fili-
pino citizen, or a corporation with Philippine
nationality).
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2. Misappropriation of Trade
Secrets

2.1 The Definition of Misappropriation

Although there is no available jurisprudence or
statutes which cover trade secret misappropria-
tion in the Philippines, the required elements can
be based on the elements of claims for damages
and the crime of revelation of industrial secrets.

The elements for a claim of actual damages are:

« the fact of the injury or loss; and

« the actual amount of loss, with a reasonable
degree of certainty premised on competent
proof and the best evidence available.

The elements of Article 292 on revelation of
industrial secrets include that:

« the offender is an employee or officer in
charge of the industrial establishment;

+ the industrial establishment has a secret
which the offender has learned;

« the offender reveals the secret; and

« prejudice was caused to the owner.

It is important to prove that there was loss, injury
or prejudice caused to the owner of the trade
secret.

2.2 Employee Relationships

If the trade secret misappropriation involves an
employee of the owner, provisions of the Labour
Code may also apply, such as regards:

« termination of an employee on the grounds of
serious misconduct;

» wilful disobedience with the lawful orders of
the employer (Article 297(a)); or

« fraud or wilful breach by the employee of the
trust reposed in them by the employer (Article
297(c)).
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There is no particular obligation owed by the
employee to the employer in such case, aside
from the damages that may be caused to the
employer/trade secret owner.

2.3 Joint Ventures

A joint venture was defined by the Supreme
Court (see Valdes v La Colina Development, GR
No 208140, 12 July 2021) as akin to a partner-
ship — the essential elements of which are as
follows:

+ an agreement to contribute money, property
or industry to a common fund; and

+ an intention to divide the profits among the
contracting parties.

Thus, the laws on partnerships will apply to joint
ventures. Although there is no specific reference
to trade secrets in laws governing partnerships
or joint ventures, or in jurisprudence, it can be
assumed that laws governing obligations and
property involving joint ventures/partnerships
will also govern obligations between joint ven-
turers with respect to trade secrets.

2.4 Industrial Espionage

There is no specific statue that covers industrial
espionage involving trade secrets in the Philip-
pines. Thus, any damages incurred from such
espionage may be filed under claims for dam-
ages or criminal complaints such as theft, and
may be filed with the regular courts.

3. Preventing Trade Secret
Misappropriation

3.1 Best Practices for Safeguarding
Trade Secrets

There are currently no recognised best practices
in the Philippines for safeguarding trade secrets.
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3.2 Exit Interviews

Employees usually sign a non-compete or con-
fidentiality agreement during the onboarding
process. It is not common for them to sign such
confidentiality agreement during an exit process.
Many employers would also enquire as to the
nature of the new position that the departing
employee will undertake.

4. Safeguarding Against
Allegations of Trade Secret
Misappropriation

4.1 Pre-existing Skills and Expertise
Courts may or may not recognise the doctrine of
“inevitable disclosure” (more commonly known
as the “non-compete clause” in the Philippines)
in employment contracts, depending on the
reasonableness of such clause. This issue was
discussed by the Supreme Court in Rivera v
Solidbank (GR No 163269, 19 April 2006), where
the Court explained that, in determining whether
the contract is reasonable or not, the trial court
should consider the following factors:

» whether the covenant protects a legitimate
business interest of the employer;

» whether the covenant creates an undue bur-
den on the employee;

» whether the covenant is injurious to the public
welfare;

» whether the time and territorial limitations
contained in the covenant are reasonable;
and

» whether the restraint is reasonable from the
standpoint of public policy.

4.2 New Employees

In the Philippines, there is currently no recog-
nised best practice for onboarding programmes
that involve minimising trade secret misappro-
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priation. An approach taken by some employers
is to ask the potential employee whether they
have signed any NDA, and if so whether it is still
in force.

5. Trade Secret Litigation

5.1 Prerequisites to Filing a Lawsuit

Since theft is a crime in the Philippines, civil
liability arising from such crime is deemed as
instituted with the criminal action for the theft
(Rule 111, Rules of Court). As such, to initiate
a criminal/civil action for theft of trade secrets,
a formal complaint with the police is necessary.
The blotter issued by the police, along with other
pieces of evidence related to the theft, must be
gathered and preserved.

A complaint should thereafter be filed with the
prosecutor’s office which has jurisdiction over
the area where the theft took place. The pros-
ecutor will then conduct a preliminary investiga-
tion. If the prosecutor finds sufficient merits, it
shall then issue a resolution and file information
with the proper court.

5.2 Limitations Period

If the trade secret claim is based on claims of
damages, the prescription period for filing a
claim for damages is four years (Article 1146,
Civil Code).

5.3 Initiating a Lawsuit

The owner should gather all their evidence and
prepare a complaint with the assistance of a
counsel. The complaint for damages should
then be filed with the special commercial court
(if available) within the territory of the owner, or
with the proper courts, depending on the amount
being claimed by the owner.
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5.4 Jurisdiction of the Courts

Some regional trial courts exist that are desig-
nated as special commercial courts, and which
are empowered to hear and decide on IP rights
violations.

5.5 Initial Pleading Standards

Trade secrets claims are not common in the
Philippines. Like any other claim, there must be
concrete evidence of the loss or injury caused to
the owner by the misappropriation of the trade
secret before such a claim may be filed.

5.6 Seizure Mechanisms

Special commercial courts in Quezon City,
Maila, Makati and Pasig have the authority to
act on applications for the issuance of writs of
search and seizure in civil actions regarding vio-
lations of the IP Code, which will be enforceable
nationwide (Rule 2, Section 2, AM No 10-3-10-
SC, Rules of Procedure for Intellectual Property
Rights Cases).

5.7 Obtaining Information and Evidence
Modes of discovery — such as interrogatories,
requests for admission, and production or
inspection of documents or things — may be
availed of not later than 30 days from the join-
der of the issues of the case (Rule 5, AM No
10-3-10-SC, Rules of Procedure for Intellectual
Property Rights Cases).

5.8 Maintaining Secrecy While Litigating
Requests for closed-door hearings in cases
involving trade secrets or undisclosed infor-
mation may be set forth by the parties in their
pretrial brief (Rule 6, Section 1, AM No 10-3-10-
SC, Rules of Procedure for Intellectual Property
Rights Cases).
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5.9 Defending Against Allegations of
Misappropriation

Although there are no specific defences for trade
secret litigation, in one case the Supreme Court
held that the widespread knowledge of a sup-
posedly secret technology rendered the claim of
the petitioner without basis. See 1.7 Independ-
ent Discovery.

5.10 Dispositive Motions

Dispositive motion is not available in the Phil-
ippines. However, parties will need to undergo
mediation proceedings prior to the trial. If the
parties come to an amicable settlement during
mediation, they do not need to go through with
the trial.

5.11 Cost of Litigation

Contingent fee arrangement are valid in the Phil-
ippines (see Taganas v National Labour Rela-
tions Commission, GR No 118746, 7 Septem-
ber 1995). Aside from the professional fees of
lawyers, the filing fee for the complaint will also
need to be paid by the complainant. Such filing
fees vary depending on the amount of damages
being claimed.

6. Trial

6.1 Bench or Jury Trial

All actions filed before Philippine courts are
decided by a judge. Administrative actions
filed before administrative agencies performing
quasi-judicial functions (such as the IPOPHL for
instance) are decided by an adjudication or hear-
ing officer at the first level.

6.2 Trial Process

Civil Cases Before the Special Commercial
Courts

The Rules of Procedure for Intellectual Property
Rights Cases are observed by the regional trial
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courts designated by the Supreme Court as
special commercial courts. Said courts have
jurisdiction over commercial cases, including IP
violation cases, such as unfair competition.

Actions are initiated by the filing of a verified
complaint, which must contain a concise state-
ment of the ultimate facts constituting the com-
plainant’s cause or causes of action, and must
specify the relief(s) sought. Judicial affidavits
submitted with the complaint should state only
facts of direct personal knowledge of the affiants
which are admissible in evidence, and should
also show the competence of the affiants to tes-
tify to the matters stated therein.

The defendant must file their answer to the com-
plaint within 15 days from service of summons.

A party can avail of any of the modes of discov-
ery not later than 30 days from the joinder of
issues. Any mode of discovery may be objected
to on the ground that the matter requested is
undisclosed information or privileged informa-
tion, among other grounds provided by the law.

The case will then be set for pretrial and the par-
ties will be directed to submit their respective
pretrial briefs. In their pretrial briefs, the parties
may set forth requests for closed-door hearings
in cases involving trade secrets, undisclosed
information and patents, among other matters.

Upon the parties’ appearance at the pretrial,
the court shall order them to appear before the
Philippine Mediation Center in accordance with
mediation rules of the Supreme Court. If the par-
ties fail to settle the case after mediation, the
pairing court shall conduct judicial dispute res-
olution (JDR) conferences upon request of the
court handling the case. If either mediation or
JDR fails, the case will be returned to the court
for the pretrial.
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Where the case is submitted for decision imme-
diately after pretrial, the court shall render judg-
ment within 45 days.

If the court deems it necessary to hold trial, the
court shall include in the pretrial order the sched-
ule of hearings to be conducted expeditiously
and completed not later than 60 days from the
date of the initial trial. The judicial affidavits shall
serve as the direct testimonies of the witnesses
during trial, subject to cross-examination by the
adverse party.

Immediately after an oral ruling on the last offer
of evidence, the court shall order the parties
to simultaneously submit their respective draft
decisions within 30 days.

Within 60 days after receipt of the draft decision
of the parties, the court shall render judgment.

Unless restrained by a higher court, the judg-
ment of the court shall be executory, even pend-
ing appeal, under such terms and conditions as
the court may prescribe.

Administrative Actions Before the IPOPHL’s
Bureau of Legal Affairs (BLA)

Administrative actions for unfair competition
before the BLA follow a similar trial procedure.
However, since IP violation actions before the
BLA are administrative in nature, they are not
strictly governed by technical rules of procedure
and evidence.

6.3 Use of Expert Witnesses

Any party may present the testimony of an
expert witness. According to the Revised Rules
on Evidence, as amended by AM No 19-08-15
SC, the opinion of a witness may be received
in evidence when on a matter requiring special
knowledge, skill, experience, training or educa-
tion, which they are shown to possess.
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The testimony of an expert witness is presented
by the submission of said witness’s judicial affi-
davit as forming part of the verified complaint
or the defendant’s verified answer. The affidavit
must be in a question-and-answer format num-
bered consecutively, and must show the com-
petence of the witness to testify to the matters
stated therein. The judicial affidavit shall serve
as the direct testimony of the expert witness
during trial, subject to cross-examination by the
adverse party.

According to Rule 133, Section 5 of AM No
19-08-15 SC, in any case where the opinion of
an expert witness is received in evidence, the
court has a wide discretion in determining the
weight to be given to such opinion, and for that
purpose may consider the following:

+ whether the opinion is based upon sufficient
facts or data;

« whether it is the product of reliable principles
and methods;

+ whether the witness has applied the princi-
ples and methods reliably to the facts of the
case; and

+ such other factors as the court may deem
helpful for making the determination.

7. Remedies

7.1 Preliminary Injunctive Relief

A preliminary injunction may be granted by the
courts and the BLA of the IPOPHL at any stage
of an action or proceeding, prior to the judgment
or final order, requiring a party, court, agency or
person to refrain from a particular act or acts. It
may also require the performance of a particular
act or acts, in which case it shall be known as
a preliminary mandatory injunction. It persists
until it is dissolved or until the termination of the
action without the court issuing a final injunction.
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A preliminary injunction may be granted when it
is established that:

« the applicant is entitled to the relief demand-
ed, and the whole or part of such relief con-
sists in restraining the commission or continu-
ance of the act or acts complained of, or in
requiring the performance of an act or acts,
either for a limited period or perpetually;

+ the commission, continuance or non-per-
formance of the act or acts complained of
during the litigation would probably work
injustice to the applicant; or

+ a party or any person is doing or threatening,
is attempting to do, or is procuring or suffer-
ing to be done some act or acts probably in
violation of the rights of the applicant respect-
ing the subject of the action or proceeding,
and tending to render the judgment ineffec-
tual.

Unless exempted by the court, a preliminary
injunction or temporary restraining order may be
granted only when the applicant files with the
court (where the action or proceeding is pend-
ing) a bond executed to the party or person
enjoined, in an amount to be fixed by the court,
to the effect that the applicant will pay to such
party or person all damages which they may
sustain by reason of the injunction or temporary
restraining order if the court should finally decide
that the applicant was not entitled thereto. Upon
approval of the requisite bond, a writ of prelimi-
nary injunction shall be issued.

See Rule 58, 2019 Amendments to the 1997
Rules of Civil Procedure; Rule 5, IPOPHL Rules
and Regulations on Administrative Complaints
for Violation of Laws Involving Intellectual Prop-
erty Rights.
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7.2 Measures of Damages

Although the IP Code includes the protection of
undisclosed information as an IP right, it does
not provide for a relief or remedy in the case
of infringement of a trade secret or undisclosed
information. In the IP Code, civil actions for
infringement are available to:

* patentees;

* anyone possessing any right, title or interest
in and to the patented invention; and

» owners of a registered trade mark.

However, the unlawful use of trade secrets or
undisclosed information may fall within unfair
competition, which the IP Code defines as being
committed by any person who employs decep-
tion or any other means contrary to good faith
by which they pass off the goods manufactured
by them or in which they deal, or their business
or services, for those of the one having estab-
lished such goodwill, or who commits any acts
calculated to produce said result.

Since trade secrets are commonly protected by
contract, a party whose trade secrets have been
unlawfully disclosed in violation of contractual
stipulations may file a civil action for breach of
contract and damages. Damages may be:

+ actual or compensatory;
* moral;

* nominal;

» temperate or moderate;
* liquidated; or

« exemplary or corrective.

Since actual damages are awarded to compen-
sate for a pecuniary loss, the injured party is

required to prove two things:

« the fact of the injury or loss; and
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+ the actual amount of loss with a reasonable
degree of certainty premised upon competent
proof and on the best evidence available (see
Yamauchi v Sufiiga, GR No 199513, 18 April
2018).

Nominal damages are recoverable where a legal
right is technically violated, and must be vindi-
cated against an invasion that has produced no
actual present loss of any kind or where there
has been a breach of contract and no substantial
injury or actual damages whatsoever have been
or can be shown. See Seven Brothers Shipping
Corporation v DMC-Constructions Resources,
Inc, GR No 193914, 26 November 2014.

Temperate or moderate damages, which are
more than nominal but less than compensatory
damages, may be recovered when the court
finds that some pecuniary loss has been suf-
fered but its amount cannot, from the nature of
the case, be provided with certainty. Temperate
damages must be reasonable under the circum-
stances.

Liquidated damages are those agreed upon by
the parties to a contract, to be paid in the case of
breach thereof. When the breach of the contract
committed by the defendant is not the one con-
templated by the parties when agreeing upon
the liquidated damages, the law shall determine
the measure of damages, and not the stipula-
tion.

Moral damages are recoverable for breach of
contract where the breach was wanton, reck-
less, malicious or in bad faith, oppressive or abu-
sive. However, moral damages are improperly
awarded in the absence of a specific finding and
pronouncement from the trial court that a party
acted in such manner. See FAJ Construction and
Development Corp v Saulog, GR No 200759, 25
March 2015.
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Exemplary or corrective damages are imposed
by way of example or correction for the pub-
lic good, in addition to the moral, temperate,
liquidated or compensatory damages. In con-
tracts and quasi-contracts, the court may award
exemplary damages if the defendant acted in
a wanton, fraudulent, reckless, oppressive or
malevolent manner.

7.3 Permanent Injunction
A successful trade secret claimant may be grant-
ed an injunction.

The Supreme Court has held that the inventor,
discoverer or possessor of a trade secret or simi-
lar innovation has rights therein which may be
treated as property, and ordinarily an injunction
will be granted to prevent the disclosure of the
trade secret by one who obtained the informa-
tion “in confidence” or through a “confidential
relationship”. See Air Philippines Corporation v
Pennswell, Inc, GR No 172835, 13 December
2007.

To be entitled to the injunctive writ, the petitioner
must show that:

« there exists a clear and unmistakable right to
be protected;

+ this right is directly threatened by the act
sought to be enjoined;

+ the invasion of the right is material and sub-
stantial; and

« there is an urgent and paramount necessity
for the writ to prevent serious and irreparable
damage.

See AMA Land, Inc v Wack Wack Residents’
Association, Inc, GR No 202342, 19 July 2017.

7.4 Attorneys’ Fees
As a general rule, the parties may stipulate the
recovery of attorneys’ fees. In the absence on
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such stipulation, Article 2208 enumerates the
instances when attorneys’ fees and litigation
expenses (other than judicial costs) may be
recovered — ie:

+ when exemplary damages are awarded;

* when the defendant’s act or omission has
compelled the plaintiff to litigate with third
persons or to incur expenses to protect their
interest;

+in criminal cases of malicious prosecution
against the plaintiff;

+ in the case of a clearly unfounded civil action
or proceeding against the plaintiff;

» where the defendant acted in gross and
evident bad faith in refusing to satisfy the
plaintiff’s plainly valid, just and demandable
claim;

+ in actions for legal support;

+ in actions for the recovery of wages of house-
hold helpers, labourers and skilled workers;

« in actions for indemnity under workmen’s
compensation and employer’s liability laws;

+ in a separate civil action to recover civil liabil-
ity arising from a crime;

» when at least double judicial costs are
awarded; and

+ in any other case where the court deems it
just and equitable that attorneys’ fees and
litigation expenses should be recovered.

In all cases, the attorneys’ fees and litigation
expenses must be reasonable.

The Supreme Court has held that an award
of attorneys’ fees demands factual, legal and
equitable justification to avoid speculation and
conjecture surrounding the granting thereof.
Owing to the special nature of the awarding of
attorneys’ fees, a rigid standard is imposed on
the courts before these fees can be granted. As
such, it is imperative that the court’s decisions
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clearly and distinctly set forth the basis for the
awarding thereof, and it is not enough that they
merely state the amount of the grant in the dis-
positive portion of their decisions.

Since the award of attorneys’ fees is an excep-
tion rather than the general rule, there must be
compelling legal reasons for bringing the case
within the exceptions provided under Article
2208 of the Civil Code to justify the award. See
Philippine National Construction Corporation v
APAC Marketing Corporation, GR No 190957, 5
June 2013.

7.5 Costs

As described in 7.4 Attorneys’ Fees and similar
thereto, in the absence of stipulation, litigation
expenses cannot be recovered except under the
circumstances enumerated in Section 2208 of
the Civil Code. In all cases, litigation expenses
must be reasonable.

8. Appeal

8.1 Appellate Procedure
Any party may appeal a judgment or final order
of the courts and of the BLA.

Actions With the BLA

Decisions or final orders rendered by the Direc-
tor of the BLA may be appealed to the Director
General, and this is effected by filing an appeal
memorandum within 30 days from notice of an
appealed decision or final order. The appeal shall
be perfected by:

« filing the appeal memorandum in the ODG;

« proof of service of a copy on the appellee and
the BLA’s Director; and

« proof of payment of the appeal fee and other
applicable fees.
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Interlocutory orders shall not be appealable to
the Director General.

The Director General’s decision or order shall be
final and executory 15 days after receipt of a
copy thereof by the parties, unless appealed to
the Court of Appeals in the case of appeals of
BLA decisions or final orders. No motion for con-
sideration of the decision or order of the Director
General shall be allowed.

Actions With the Special Commercial Court
All decisions and final orders rendered by the
special commercial court shall be appealable
to the Court of Appeals through a petition for
review under Rule 43 of the Rules of Court. The
petition for review shall be taken within 15 cal-
endar days from notice of the decision or final
order of the regional trial court designated by the
Supreme Court as a special commercial court.

Upon proper motion and the payment of the full
amount of the legal fees prescribed, and before
the expiry of the reglementary period, the Court
of Appeals may grant an additional period of 15
calendar days within which to file the petition
for review. No further extension shall be granted
except for the most compelling reasons, and
shall in no case exceed 15 calendar days.

No appeal may be taken from an interlocutory
order. In such an instance, the aggrieved party
may file an appropriate special civil action under
Rule 65 (certiorari, prohibition and mandamus).
For example, when any tribunal, board or officer
exercising judicial or quasi-judicial functions has
acted without or in excess of their jurisdiction,
or with grave abuse of discretion amounting to
lack or excess of jurisdiction, and when there is
no appeal or any plain, speedy and adequate
remedy in the ordinary course of law, a person
aggrieved thereby may file a verified petition for
certiorari (under Rule 65) in the proper court.
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The petition should be filed not later than 60 days
from notice of the judgment, order or resolution.
If a motion for reconsideration or new trial is filed
timely, whether such motion is required or not,
the petition should be filed not later than 60 days
counting from the notice of denial of the motion.

Appealing a Judgment, Final Order or
Resolution of the Court of Appeals

A party desiring to appeal a judgment, final order
or resolution of the Court of Appeals, the regional
trial court or other courts, may file a verified peti-
tion for review on certiorari under Rule 45 with
the Supreme Court. The petition may include an
application for a writ of preliminary injunction or
other provisional remedies, and should raise only
questions of law, which must be distinctly set
forth.

The petition should be filed within 15 days from
notice of the appealed judgment, final order or
resolution, or of the denial of the petitioner’s
motion for new trial or reconsideration filed in
due time after notice of the judgment. Follow-
ing a motion duly filed and served, with full pay-
ment of the docket and other lawful fees and
the deposit for costs before the expiry of the
reglementary period, the Supreme Court may,
for justifiable reasons, grant an extension of 30
days only within which to file the petition.

8.2 Factual or Legal Review

Court of Appeals

The Court of Appeals has the power to try cas-
es and conduct hearings, receive evidence and
perform any and all acts necessary to resolve
factual issues raised in cases falling within its
original and appellate jurisdiction, including the
power to grant and conduct new trials or further
proceedings.

The Court of Appeals, acting as an appellate
court, is still a trier of facts. Parties can raise
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questions of fact before the Court of Appeals,
and it will have jurisdiction to rule on these mat-
ters. Otherwise, if only questions of law are
raised, the appeal should be filed directly before
the Supreme Court. This is not to say that the
trial court’s findings of fact are of little weight. It
is a time-honoured rule that the trial court’s find-
ings of fact are given much weight because of
the trial court judges’ first-hand knowledge and
familiarity with the disposition of the witnesses
who testified before them, and this is important
in certain cases. However, this doctrine does
not diminish the Court of Appeals’ jurisdiction
in reviewing the factual findings of the trial court.
See Pascual v Burgos et al, GR No 171722, 11
January 2016.

Supreme Court

Appeal by certiorari

In all cases where only questions of law are
raised or involved, the appeal shall be to the
Supreme Court by petition for review on certio-
rari in accordance with Rule 45.

Certiorari, prohibition and mandamus under
Rule 65
See 8.1 Appellate Procedure.

9. Criminal Offences

9.1 Prosecution Process, Penalties and
Defences

The law does not provide for criminal prosecu-
tion of trade secret theft. However, the following
provisions in the Revised Penal Code (RPC) and
National Internal Revenue Code provide protec-
tion to trade secrets.

Revised Penal Code

Revealing secrets with abuse of office — Article
291 of the RPC imposes the penalty of arresto
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mayor and a fine not exceeding PHP500 on any
manager, employee or servant who, in such
capacity, learns the secrets of their principal or
master and reveals such secrets.

Revelation of industrial secrets — Article 292 of
the RPC imposes the penalty of prision correc-
cional in its minimum and medium periods and
a fine not exceeding PHP500 on the person in
charge, employee or workman of any manu-
facturing or industrial establishment who, to
the prejudice of the owner thereof, reveals the
secrets of the industry of the latter.

National Internal Revenue Code (NIRC)
Section 278 of the NIRC imposes the penalty
of imprisonment of not less than six months
and not more than five years, or a fine of not
more than PHP2,000, or both, on any person
who causes or procures an officer or employee
of the Bureau of Internal Revenue to divulge any
confidential information regarding the business,
income or inheritance of any taxpayer, knowl-
edge of which was acquired by them in the
discharging of their official duties and which it
is unlawful for them to reveal. The penalty also
applies to any person who publishes or prints, in
any manner whatsoever not provided by law, any
income, profit, loss or expenditure appearing in
any income tax return.

10. Alternative Dispute Resolution
(ADR)

10.1 Dispute Resolution Mechanisms
Mediation as a mode of alternative dispute reso-
lution (ADR) is mandatory at the IPOPHL and
at the regular trial courts, including the special
commercial courts.
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While there are no considerations that are unique
to the use of ADR for trade secrets, the Alter-
native Dispute Resolution Act of 2004 (RA No
9285) protects the confidentiality of information
obtained through mediation proceedings by set-
ting forth the following guidelines, subject to cer-
tain exceptions.

« Information obtained through mediation shall
be privileged and confidential.

* A party, mediator or non-party participant
may refuse to disclose and may prevent any
other person from disclosing a mediation
communication.

+ Confidential information shall not be subject
to discovery and shall be inadmissible in any
adversarial proceeding, whether judicial or
quasi-judicial. However, evidence or informa-
tion that is otherwise admissible or subject to
discovery does not become inadmissible or
protected from discovery solely by reason of
its use in a mediation.

* In such an adversarial proceeding, the follow-
ing persons involved or previously involved in
a mediation may not be compelled to dis-
close confidential information obtained during
the mediation:

(a) the parties to the dispute;

(b) the mediator or mediators;

(c) the counsel for the parties;

(d) the non-party participants;

(e) any persons hired or engaged in con-
nection with the mediation as secretary,
stenographer, clerk or assistant; and

(f) any other person who obtains or pos-
sesses confidential information by reason
of their profession.

* The protections of this Act shall continue
to apply even if a mediator is found to have
failed to act impartially.

+ A mediator may not be called to testify to
provide information gathered in mediation. A
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mediator who is wrongfully subpoenaed shall
be reimbursed the full cost of their attorney’s
fees and related expenses.

Administrative Actions With the IPOPHL

All administrative complaints for violation of IP
rights and/or unfair competition undergo man-
datory mediation, which is carried out by the
Alternative Dispute Resolution Services (ADRS)
under the BLA. A case filed with the BLA is sub-
mitted to the BLA-ADRS for mediation immedi-
ately after filing of the answer.

Each party must pay a non-refundable fee of
PHP4,000, which entitles the parties to four
sessions at a maximum of one hour per ses-
sion. Additional sessions may be held subject
to payment of an extension fee of PHP2,000 for
each party, which entitles the parties to two one-
hour sessions. These fees cover the mediator’s
compensation, administrative costs and other
related expenses.

The failure or refusal of the party who initiated
the case to participate in the mediation and/or to
pay the fees shall be grounds for the dismissal
of the case. However, if the respondent fails or
refuses to participate and/or to pay the fees, the
respondent shall be declared in default.

If parties are unable to settle their dispute within
60 days from submission of the case to media-
tion, the mediation shall terminate the proceed-
ings and issue a Notice of Non-settlement
of Dispute. This period may be extended for
another 30 days upon joint written request of the
parties. If mediation fails and/or is terminated,
the BLA-ADRS will again inform the parties of
their option to submit the dispute to arbitration in
accordance with the existing IPOPHL arbitration
rules and guidelines. Otherwise, the BLA-ADRS
shall furnish the BLA with a copy of the Notice of
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Non-settlement of Dispute, and the adjudication
proceedings will immediately resume.

If the mediation is successful, the BLA-ADRS
shall, within five days from the parties’ submis-
sion of their compromise agreement, refer the
agreement to the BLA, which shall, within three
days from receipt of the draft decision based
on the compromise agreement, approve the
agreement — unless the terms or parts thereof
are contrary to law, public policy, morals or good
customs, in which case the agreement shall be
sent back to the parties, through the ADRS, for
revision or modification.

Upon the parties’ revision or amendment of
the agreement, it shall again be returned to the
BLA. An approved compromise agreement shall
have the effect of a decision or judgment on the
merits, and shall be immediately executory and
enforced in accordance with the pertinent rules
of the IPOPHL and the Rules of Court.

Civil Actions Filed With the Special
Commercial Courts

As previously described, on the day of termi-
nation of the pretrial, the court shall refer the
parties for mandatory court-annexed mediation,
which shall not exceed 30 calendar days and is
non-extendible.

If the court-annexed mediation fails, and if the
judge is convinced that settlement is possible,
the case may be referred to another court for
judicial dispute resolution (JDR). JDR shall be
conducted within a non-extendible period of 15
calendar days.

If JDR fails, the trial before the original court shall
proceed on the dates agreed upon.

All proceedings during the court-annexed medi-
ation and the JDR shall be confidential.
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Alternative Dispute Resolution Act of 2004
(RA No 9285)

An agreement to submit a dispute to mediation
by an institution must include an agreement to
be bound by the internal mediation and admin-
istrative policies of such institution. Further,
an agreement to submit a dispute to media-
tion under institutional mediation rules shall be
deemed to include an agreement to have such
rules govern the mediation of the dispute, and
for the mediator, the parties, their respective
counsel and non-party participants to abide by
such rules. In the case of conflict between the
institutional mediation rules and the provisions
of the Alternative Dispute Resolution Act, the lat-
ter shall prevail.

The parties may agree to refer one or more (or
all) issues arising in a dispute or during its pen-
dency to other forms of ADR, such as (but not
limited to):

* the evaluation of a third person;
* a mini-trial;

» mediation-arbitration; or

« a combination thereof.
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Yoon & Yang LLC is a full-service law firm with
more than 520 attorneys and other profession-
als based in Seoul, South Korea, and in over-
seas offices in Tashkent, Uzbekistan and Ho
Chi Minh City and Hanoi, Vietnam. The firm’s
trade secrets practice team has over 25 attor-
neys and other professionals, including intel-
lectual property, antitrust, criminal defence and
labour attorneys, who demonstrate world-class
professionalism and expertise for providing top-
notch legal services based on clients’ needs.
The trade secrets practice team has accumu-
lated considerable litigation expertise, with
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strength in developing logical arguments and
submitting relevant evidence with
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clients such as SK Innovation Co, Ltd, SK
Chemicals and Hanmi Pharma.
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Korean companies having been increasingly
initiated or subject to litigation in US court and
ITC proceedings. The team successfully repre-
sented SK Innovation in a trade secret infringe-
ment lawsuit brought by its competitor before
the US courts, ITC and Korean courts. It also
represented SK Hynix against its competitor in
trade secret infringement cases in the USA and
Japan, and OTO Melara in ICC arbitration pro-
ceedings regarding trade secret infringement.
In particular, the intellectual property group ad-
vised in cases of trade secret infringement liti-
gation regarding Medytox’s botulinum strains.

Changkwon Kim is a partner of
Yoon & Yang LLC. He has
considerable strength in matters
related to intellectual property,
product liability, bankruptcy,
corporate rehabilitation and
healthcare disputes. Starting his career in the
public sector, he held various positions before
retiring from public office as a presiding judge
at the Seoul Bankruptcy Court. He has actively
participated in publications related to trade
secrets, intellectual property rights and
copyright.
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1. Legal Framework

1.1 Sources of Legal Protection for Trade
Secrets

In Korea, trade secrets are protected under the
Unfair Competition Prevention and Trade Secret
Protection Act (UCPA). The UCPA defines trade
secrets and trade secret misappropriation,
among others, and provides remedies for trade
secret misappropriation, including:

* injunction;

+ damages;

« restoration of reputation of a trade secret
owner/holder; and

+ criminal penalties.

If a trade secret constitutes “industrial technol-
ogy” under the Act on Prevention of Divulgence
and Protection of Industrial Technology (ITPA), it
would additionally be protected under such Act.
Further, other laws may apply to trade secrets
depending on the nature and relations between
a trade secret owner and misappropriator, and
on the form of misappropriation, including:

+ the Act on Support for Protection of Tech-
nologies of SMEs;

+ the Monopoly Regulation and Fair Trade Act;

« the Fair Transactions in Subcontracting Act;

* the Act on the Promotion of Mutually Benefi-
cial Co-operation Between Large Enterprises
and SMEs; and

+ the Act on the Investigation of Unfair Interna-
tional Trade Practices and Remedy Against
Injury to Industry.

The UCPA does not distinguish between national
and local levels for regulation.
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1.2 What Is Protectable as a Trade
Secret

The UCPA defines a trade secret as “a produc-
tion method, sales method or any other useful
technical or business information in other busi-
ness activities which is unknown to the public,
has independent economic value and has been
managed as a secret” (Article 2(ii)).

Any type of useful technical or business informa-
tion may be protected as a trade secret as long
as it satisfies the foregoing requirements under
the UCPA.

1.3 Examples of Trade Secrets

Examples of technical information include meth-
ods of manufacturing objects (such as methods
for mixing raw materials) and methods of using
objects for new uses. Examples of business
information include:

» customer lists;

* business plans, such as investment plans;
and

+ organisational management techniques, such
as personnel management techniques.

1.4 Elements of Trade Secret Protection
For trade secret protection under Article 2(ii) of
the UCPA, information should:

* be unknown to the public;
 have independent economic value; and
* be managed as a secret.

Information is unknown to the public if it can-
not normally be obtained without acquiring it
from the information owner as the information is
not widely known to many unspecified persons
— which would be the case if, for example, the
information had been published.
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Information has independent economic value if
the information owner can gain a competitive
advantage over competitors by using the infor-
mation, or if significant cost or effort is required
to obtain or independently develop the informa-
tion.

Information has been managed as a secret if it
is objectively recognised that the secrecy of the
information is maintained or managed, such as
by:

+ indicating or notifying the information so that
it could be recognised as a secret;

« restricting who can access it or the method of
access; or

* imposing a confidentiality obligation on those
who access such information.

1.5 Reasonable Measures

With respect to the “secrecy” requirement, in
2019 the UCPA amended the “maintain secrecy
by reasonable efforts” clause to “manage the
information as secret”, to lower the bar for the
secrecy requirement for trade secrets. Therefore,
under the amended UCPA, a trade secret owner
is not required to show that it took reasonable
measures to protect its trade secrets, and the
“secrecy” requirement would still be met if infor-
mation was managed as a secret even without
reasonable efforts.

Although under the amended UCPA, the term
“reasonable efforts” was removed from the
“secrecy” requirement and the term “maintain”
was changed to “manage”, the current UCPA
still requires the “secrecy” of information. Since
the trade secret owner needs to exert efforts in
whatever form to satisfy this requirement, the
prevailing view in academia is that even under
the current UCPA, a certain level of effort is
required to meet the “secrecy” requirement
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(Sang Jo Jong, Annotation to Unfair Competition
Prevention Act, Pakyoungsa 2020 at 315-316).

1.6 Disclosure to Employees

The disclosure of a trade secret to employees
could undermine the possibility of protection for
the trade secret, since it could increase the risk
of making the information known to the public
and/or undermining the “secrecy” requirement.
To maintain trade secret protection, it would be
recommendable for the employer to:

+ advise employees that the information is
confidential and proprietary and constitutes a
trade secret;

« regularly hold education for employees; and

+ obtain confidentiality or non-disclosure agree-
ments from the employees.

1.7 Independent Discovery

Trade secrecy of the information cannot be
denied merely because independent discovery
or reverse engineering is possible. However,
independent discovery or reverse engineering
of a publicly available product does not consti-
tute trade secret misappropriation. The entity
engaged in independent discovery or reverse
engineering actually bears the burden of pre-
senting concrete proof that it obtained the rel-
evant information by independent discovery or
reverse engineering as a defence in the trade
secret misappropriation lawsuit.

1.8 Computer Software and Technology
In Korea, there are no protections for trade
secrets that are unique to computer software or
technology.

1.9 Duration of Protection for Trade
Secrets

Theoretically, information is protectable as
a trade secret for an unlimited period as long
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as the requirements of a trade secret are met.
However, in practice, courts limit the time period
for trade secret protection by comprehensively
considering various factors (see Supreme Court
Decision No 2018Ma7100), including:

+ the content and difficulty of technical informa-
tion;

+ whether misappropriators or other fair com-
petitors were able to obtain trade secrets in
a legitimate way, such as by independent
development or reverse engineering;

« the time taken for the owner to acquire tech-
nical information;

+ the speed of development of relevant tech-
nologies;

+ the personnel/physical facilities of the misap-
propriator; and

* the former employee’s freedom of job selec-
tion and business.

Meanwhile, once the information becomes
known to the public, it is no longer protectable
as a trade secret, and this also applies to the
case of accidental disclosure.

However, in the case of controlled disclosure of
a trade secret, it remains protectable as a trade
secret as long it meets the requirements of a
trade secret, and this has no impact on the pro-
tection period.

1.10 Licensing

A trade secret owner is entitled to grant a licence
to use its trade secret. As long as the person
with the proper licence to use the trade secret
maintains/manages the relevant information as a
secret, the “secrecy” requirement would contin-
ue to be met. Therefore, when granting a licence
to a third party to use the relevant information,
the trade secret owner should require that the
third party maintain or manage the information
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as a trade secret by imposing a non-disclosure
or confidentiality obligation (or similar).

1.11 What Differentiates Trade Secrets
From Other IP Rights

Most industrial property rights, including patent,
design, trade mark and variety protection rights,
are registered after a deliberation process. The
registration presumes the existence, scope and
ownership of these rights, and the infringer’s
intention or negligence. However, the subject of
industrial property rights and their requirements
are strictly limited by law, and significant costs
are incurred in the application, registration and
maintenance of these rights.

That said, trade secrets do not involve a registra-
tion process requiring the disclosure of informa-
tion. A disadvantage of this is that, to receive
protection, the entity protecting trade secrets
must prove:

+ the existence and characteristics of the rel-
evant information;

+ the fact that the information meets trade
secret protection requirements; and

« the existence of trade secret misappropria-
tion.

However, an advantage is that a wide range of
information that meets the trade secret protec-
tion requirements are protectable, and smaller
costs are incurred for maintaining and protect-
ing trade secrets relative to industrial property
rights.

1.12 Overlapping IP Rights

Industrial property rights, including patent rights,
are triggered after an application submission to
the Korean Intellectual Property Office, disclo-
sure of information and a deliberation process.
As such, trade secret protection rights, requiring
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information to be “unknown to the public”, can-
not, in principle, be asserted in combination with
industrial property rights for the misappropria-
tion/infringement of the same information.

However, for patent rights, there are many cases
where additional information managed as trade
secrets (aside from the information disclosed
in the patent specifications) is necessary for
the specific and actual practice of the relevant
invention. Therefore, a plaintiff could assert trade
secret rights in combination with patent rights
for the misappropriation/infringement.

1.13 Other Legal Theories

Where a corporate employee divulges a trade
secret or major business asset during their
employment to the employer’s competitor, or
removes this without authorisation for the pur-
pose of exploiting it for personal interest, such
act constitutes unauthorised divulgence or
removal in violation of their occupational duties
as a person administering another’s business.
Thus, the crime of occupational breach of trust
is consummated at the time of such unauthor-
ised divulgence or removal (see Supreme Court
Decision No 2017Do3808).

A third party who is privy to and actively con-
spires in or assists with the corporate employee’s
occupational breach of trust may be recognised
as having committed a breach of trust. Further,
the third party may be subject to tortious liability
under Article 750 of the Korean Civil Code for
their inducement of the employee’s violation.

1.14 Criminal Liability

A trade secret owner can pursue both civil and
criminal claims. The UCPA provides criminal
penalties for trade secret misappropriation.

Under the UCPA, any person who commits any
of the following may be punished by imprison-
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ment of no more than ten years and/or a criminal
fine not exceeding KRW500 million:

« For the purpose of obtaining improper ben-
efits or damaging the trade secret owner:
(@) acquiring or using trade secrets, or leak-
ing them to any third party;
(b) leaking trade secrets out of a designated
place without authorisation; or
(c) continuing to possess another’s trade
secret even after the trade secret owner’s
request to delete or return it.
+ Acquiring trade secrets through theft, decep-
tion, threat or other improper means.
+ Acquiring or using trade secrets while know-
ing that an act set forth in the preceding
points is involved (Article 18(2)).

Any person who commits the above acts with
knowledge of the fact that the trade secret will
be used overseas may be punished by imprison-
ment of no more than 15 years and/or a criminal
fine not exceeding KRW1.5 billion (Article 18(1)).

Further, the UCPA provides penalties for attempt-
ed crime, criminal intent, conspiracy, consent or
abetting with respect to the crime of trade secret
misappropriation (Articles 18-2 and 18-3).

Additionally, the UCPA has a joint penalty pro-
vision providing that, if the representative of a
company, etc, commits the crime of trade secret
misappropriation, the company (in addition to
the violator) may be subject to a criminal fine
(Article 19).

1.15 Extraterritoriality

If a trade secret owner is a Korean entity (wheth-
er a company or person), the trade secret owner
can bring a civil claim in Korea based on misap-
propriation that happened overseas.
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Moreover, if a Korean commits the crime of trade
secret misappropriation overseas, they may be
subject to criminal proceedings in Korea.

In addition, if a foreigner commits such a crime
against any Korean entity overseas, they may
be subject to criminal proceedings in Korea,
unless the act is not subject to criminal penal-
ties according to the law of the place of misap-
propriation.

2. Misappropriation of Trade
Secrets

2.1 The Definition of Misappropriation
The UCPA prohibits each of the various acts in
the acquisition and use or disclosure of trade
secrets. The UCPA defines trade secret misap-
propriation as any of the following six acts (Arti-
cle 2(iii)):

* acquiring trade secrets by theft, deception,
coercion, or other improper means (“improp-
er acquisition”) or subsequently using or
disclosing such trade secrets improperly
acquired (including informing any specific
person of the trade secrets while maintaining
secrecy);

* acquiring trade secrets with knowledge of
the fact that an improper acquisition of trade
secrets has occurred or without such knowl-
edge due to gross negligence, or thereafter
using or disclosing the trade secrets so
acquired;

+ using or disclosing trade secrets, with the
knowledge of the fact that an improper acqui-
sition of the trade secrets has occurred or
without such knowledge due to gross negli-
gence, after acquiring them;

+ using or disclosing trade secrets to obtain
improper benefits or to damage the trade

175 CHAMBERS.COM

secret owner while under a contractual or
other duty to maintain secrecy of the trade
secrets;

+ acquiring trade secrets with the knowledge
of the fact that they have been disclosed in
the manner provided in the preceding point
or that such disclosure has been involved, or
without such knowledge due to gross negli-
gence or, thereafter, using or disclosing the
trade secrets so acquired; and

* using or disclosing trade secrets, with the
knowledge of the fact that they have been
disclosed in the manner provided in the fourth
bullet point above or that such disclosure has
been involved, or without such knowledge
due to gross negligence, after acquiring them.

To claim trade secret misappropriation under
the UCPA, a trade secret owner should argue
or prove that the alleged act meets the requisite
elements of the relevant trade secret misappro-
priation.

2.2 Employee Relationships

No separate requirement is necessary to estab-
lish a claim of trade secret misappropriation by
or involving an employee. The applicable law
also does not impose any particular obligations
on an employee with respect to trade secrets.

However, an employee generally signs agree-
ments with their employer in which they bear
obligations of non-disclosure, confidentiality or
non-competition, and the employee, in princi-
ple, bears such obligations to the extent stated
in the relevant agreement. Consequently, where
a claim of trade secret misappropriation is by
or involves an employee, the acts of misappro-
priation related to the violations of confidentiality
obligations in Article 2(jii) of the UCPA (see the
final three points in 2.1 The Definition of Misap-
propriation) may particularly pose issues.
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Meanwhile, if the information to be maintained
under such agreements is deemed unworthy
of protection, the court may determine that
the employee’s confidentiality obligation under
such agreements is null and void. In addition,
the court may shorten the term of the obliga-
tion provided in the agreement if it considers this
to be unreasonably long given the employee’s
freedom to select jobs and transfer to another
employer.

2.3 Joint Ventures

The applicable laws, including the UCPA, do
not separately stipulate rights or obligations
between parties to a joint venture with respect
to trade secrets. However, parties may sign an
agreement that includes confidentiality obliga-
tions with respect to trade secrets.

2.4 Industrial Espionage

As mentioned in 1.14 Criminal Liability, the
UCPA imposes criminal penalties for trade
secret misappropriation.

Moreover, industrial espionage is strictly pun-
ished, as exemplified in the case where the
relevant information constitutes “national core
technology” under the ITPA. Any entity that
divulges and misappropriates national core
technology for the purpose of using the national
core technology or having it used abroad may be
punished by a limited penal servitude for at least
three years and by a criminal fine not exceeding
KRW1.5 billion (Article 36(1)).

If the relevant information constitutes “industrial
technology” under the ITPA, the violator may
be punished by imprisonment of no more than
15 years and/or a criminal fine not exceeding
KRW1.5 billion (Article 36(2)).
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3. Preventing Trade Secret
Misappropriation

3.1 Best Practices for Safeguarding
Trade Secrets

Safeguarding

To safeguard trade secrets, it is advisable to
develop and implement security procedures
that would reduce the risk of improper disclo-
sure of trade secrets, and to provide evidentiary
support for remedies for trade secret misappro-
priation. For example, a company may identify
and classify trade secrets, and mark them as
confidential.

Also, a company may limit access to confidential
information by:

+ controlling information on a need-to-know
basis;

+ keeping electronic information secure by
using methods that prevent unauthorised
access to trade secrets (including firewalls,
passwords, encryption and digital signatures);
and

» tracking or keeping logs of access to the
information.

It is also important to conduct regular educa-
tion for employees and to secure agreements on
non-disclosure and confidentiality from employ-
ees, vendors and independent contractors.

The Original Certificate System

The UCPA introduced the original certificate
system for electronic documents containing
trade secrets, to ease the trade secret owner’s
burden of proof regarding ownership in a trade
secret misappropriation lawsuit. When the origi-
nal electronic document including trade secrets
is registered, and once the original certificate is
issued, the recipient of the original certificate is
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presumed to have possessed the information as
stated in the relevant electronic document at the
time of registration.

However, receiving the original certificate for a
certain technology or data merely means that
the recipient is presumed to possess the reg-
istered information at such time, and does not
necessarily mean that the electronic document
is automatically recognised as a trade secret.

The original certificate system for trade secrets:

* reduces and eases the burden of proof on the
trade secret owner that it “owns the relevant
trade secret at a certain point in time”;

- forestalls trade secret misappropriation by
systematically placing a time stamp on an
R&D outcome, so that employees recognise
that the information is being managed as a
trade secret;

» may positively influence the court in recog-
nising that the relevant information has been
managed as a secret when a legal dispute
occurred; and

* may be used to prove prior use rights or prior
invention with respect to another person’s
patent rights.

3.2 Exit Interviews

During exit interviews, an employer reminds
departing employees of confidentiality or post-
employment restrictive covenants, and demands
the return of all proprietary information. An
employer commonly has departing employ-
ees sign a certification during the exit interview
acknowledging that they received copies of exe-
cuted post-employment restrictive covenants,
and certifying that all confidential or proprietary
company information and property have been
returned.
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Departing employees often execute written
confidentiality agreements with respect to trade
secrets acquired or used during the employment
period, normally together with non-compete
agreements prohibiting the employment of the
departing employees in the same industry for a
certain time period.

The non-compete agreement goes beyond
merely imposing a confidentiality obligation on
an employee, and prohibits the employee from
engaging in any competitive acts, such as join-
ing the employer’s competitor or establishing
and operating a competing company on their
own. Therefore, a concern is that such agree-
ment could harm general consumer welfare by
directly restricting the employee’s freedom of job
selection and restraining free competition, espe-
cially by being directly linked to the employee’s
livelihood. Thus, courts basically view the non-
compete agreement as unacceptable.

However, a court may accept the employer’s
claim prohibiting an employee’s transfer to
another employer in the exceptional case where
the content and term of the non-compete agree-
ment is found to be reasonable, or where it is
recognised that a company’s trade secrets can-
not be protected without such prohibition.

4. Safeguarding Against
Allegations of Trade Secret
Misappropriation

4.1 Pre-existing Skills and Expertise
Confidential information created, developed
or accumulated in the course of employment
under the employer’s supervision may include
the employee’s general knowledge, skills and
experience that should be treated as belonging
to the employee.
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In Korea, courts distinguish between an
employee’s general knowledge, skills or expe-
rience and protectable trade secrets. Utilising
the employee’s “general” knowledge, skills or
experience gained in their employment with the
prior employer is not construed as trade secret
misappropriation. However, using the “special”
knowledge, skills or experience gained by the
employee in their employment with the prior
employer, while bearing the confidentiality obli-
gation, at the subsequent employer would con-
stitute trade secret misappropriation.

Further, courts have ruled to the effect that using
the information and know-how acquired in the
employee’s professional line of work in a simi-
lar line of work does not violate the UCPA (see
Supreme Court Decision No 2008Ma701). This
suggests that the doctrine of inevitable disclo-
sure does not appear to be broadly accepted
in Korea.

4.2 New Employees

When a company hires employees from compet-
itors (prior employers), it would be recommend-
able for the company to ensure that the employ-
ees are aware of the actions that should not be
taken (such as copying the prior employer’s files)
before being hired, and to request them to pro-
vide a written pledge to confirm that they neither
possess, nor will disclose, any trade secret infor-
mation they learned in their prior employment.
Additionally, it would be recommendable for the
company to require the new employees to sign a
statement that they are not violating the terms of
any restrictive covenants signed with their prior
employers by taking on the new job.

Further, it would be advisable for the company
to take physical/technical measures to prevent
the inflow of the prior employer’s confidential
information within the company, if possible. It
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would also be recommendable to prevent the
employee from engaging in the same type of
work as their work with the prior employer for a
reasonable non-compete period - ie, usually six
months to two years. The foregoing efforts will
help minimise the likelihood that the company
will be subject to a trade secret misappropria-
tion claim.

5. Trade Secret Litigation

5.1 Prerequisites to Filing a Lawsuit
There are no prerequisite or preliminary steps
that must be taken before a trade secret misap-
propriation lawsuit can be filed.

5.2 Limitations Period

Claims for trade secret misappropriation are
subject to the statute of limitations. Under the
UCPA, when the trade secret misappropriation
continues, the right to claim injunction against
or prevention of the misappropriation expires,
unless the right is exercised within three years
from the date on which the trade secret owner
becomes aware of the misappropriator’s iden-
tity and of the fact that business interests were
infringed or threatened to be infringed due to
such misappropriation. Such right also expires
when ten years have elapsed after the date on
which the misappropriation first occurred (Article
14).

Furthermore, under the Civil Act, the right to
claim for damages resulting from a trade secret
misappropriation is also subject to three-year
and ten-year statutes of limitations. The three-
year period begins to run when the trade secret
owner becomes aware of such damage and
the misappropriator’s identity, and the ten-year
period begins to run when the misappropriation
occurs (Article 766).
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5.3 Initiating a Lawsuit

The applicable laws do not provide any steps
that a trade secret owner must take to initiate a
trade secret lawsuit.

5.4 Jurisdiction of the Courts

There are no limitations on the courts in which a
trade secret owner may bring a claim for trade
secret misappropriation. There are no special-
ised courts handling civil or criminal trade secret
lawsuits.

Under the Civil Procedure Act (CPA), a trade
secret owner (plaintiffy may file a trade secret
misappropriation lawsuit in a court having juris-
diction over the place where the defendant has
a domicile, where the misappropriation occurred
or where the plaintiff has a domicile (Articles 3,
8, 18 and 25).

5.5 Initial Pleading Standards

The CPA and other applicable laws and regula-
tions do not provide initial pleading standards
for civil trade secret lawsuits. In this regard, the
trade secret owner may choose to file such law-
suits by alleging facts on “information and belief”
as in other civil lawsuits, and may additionally
submit concrete evidence of misappropriation
in the later stages of litigation.

However, a party’s filing of the civil lawsuit would
constitute a tort if it were filed in order to infringe
on the counterparty’s rights or interests or to
inflict harm on the counterparty without reason-
able cause, and where the filing contravenes
public order and morality (see Supreme Court
Decision No 2011Da91876).

5.6 Seizure Mechanisms

By successfully obtaining the preliminary injunc-
tion and executing the preliminary injunctive
relief, the trade secret owner may obtain ex par-
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te civil seizure of accused products in a trade
secret case. The court may order necessary
measures to prohibit or prevent misappropria-
tion, and such necessary measures include a
seizure order ex parte. For the execution of the
order, the bailiff would be dispatched to seize
the accused products and/or the equipment
provided in such misappropriation. The require-
ments for preliminary injunction are explained in
7.1 Preliminary Injunctive Relief.

5.7 Obtaining Information and Evidence
Korea does not have a discovery process where
parties are subject to the general document
preservation and provision (production) require-
ments. The party bearing the burden of proof in
the adversarial system is responsible for fact-
gathering, including evidence collection and
submission. Parties may collect evidence even
before the lawsuit’s filing and submit evidence
to the court until the end of hearings.

The CPA has a principle of free evaluation of
evidence. In this regard, there is no limit on
the admissibility of evidence for all evidentiary
methods. For example, documents prepared to
prove the disputed issues after filing the lawsuit,
hearsay evidence and written unconfirmed judg-
ments are admissible.

Examining Evidence in Advance

Under the CPA, even before the lawsuit’s filing,
a party may request the court to conduct the
examination of evidence in advance, if using
such evidence would be difficult unless the
examination of evidence is conducted (Article
375). All types of evidentiary methods (includ-
ing witness examination, expert examination,
appraisal, documentary evidence, inspection
and examination of parties) are subject to such
examination in advance —ie, preservation of evi-
dence.
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Document Production

Under the CPA, a party may apply to the court
for an order for document production. The appli-
cation should specify the document label and
its purport, the document holder and the facts
to be proven, as well as the reason why such
document should be submitted (Articles 345 and
347). Further, upon the party’s application, the
court may order the document holder to state
the document label and purport, etc (Article
346). The document holder should only submit
documents under court order in any of the fol-
lowing cases (Article 344):

* when the holder has the documents cited in
the lawsuit;

* when the applicant holds a judicial right to
demand the document holder to send or
show such documents; and

+ when the documents have been prepared for
the benefit of the applicant or prepared with
respect to a legal relationship between the
applicant and the document holder.

Moreover, the UCPA stipulates that the court
may, at a party’s request, order the other party to
submit materials necessary for the assessment
of damage caused by the infringement of busi-
ness interests in trade secret misappropriation
lawsuits (Article 14-3).

5.8 Maintaining Secrecy While Litigating

Under the UCPA, in trade secret misappro-
priation lawsuits related to the infringement of
business interests, the court may, at a party’s
request, order the other party, its legal counsel
or any other entity that has acquired the trade
secrets due to such lawsuit to not use such trade
secrets for purposes other than for continuing
the lawsuit nor to disclose these trade secrets
to others, provided that the applicant shows or
vindicates that the evidence contains or would
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contain trade secrets, and there is a risk of
business disruption without such confidentiality
order (Article 14-4).

Furthermore, under the CPA, if the court record
contains trade secrets owned by a party, the
court may, at the party’s request, restrict others’
access to the portions containing these trade
secrets among the court records (Article 163).

5.9 Defending Against Allegations of
Misappropriation

Many defences are available against a claim for
trade secret misappropriation.

Specificity

The defendant may argue that the alleged trade
secret lacks specificity. Since trade secrets are
not disclosed to the public, the exact contents
thereof are often not specific, and the alleged
trade secrets are fundamentally broad and
ambiguous. However, trade secrets should be
as specific as possible to the extent that secrecy
is not lost, so that this does not interfere with
the court hearing and the defendant’s exercise
of defence rights.

The extent of specificity of a trade secret should
be determined by considering various factors,
including:

+ the content and nature of the individual infor-
mation alleged as a trade secret;

« the content of information known in the rel-
evant field;

« specific aspects of trade secret misappropria-
tion and the content of the claim for injunc-
tion; and

* the relationship between the trade secret
owner and the other party.
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If the trade secret is not specific enough, the
court will dismiss the plaintiffs claim (see
Supreme Court Decision No 2011Ma1624).

Information Not Protectable

The defendant may argue that the alleged infor-
mation does not qualify as a protectable trade
secret. Possible arguments would be that the
alleged information has been disclosed or avail-
able to the public or that the plaintiff failed to
manage the information as a secret.

Misappropriation

The defendant may target the misappropriation
element. It may raise a defence contending that
it independently developed or reverse-engi-
neered the information, or obtained the informa-
tion under licences, among others.

Accidental Acquisition

The defendant may argue and prove that it
acquired trade secrets without the knowledge
and without gross negligence that trade secrets
were improperly disclosed, or that an act of
improper acquisition or improper disclosure of
trade secrets occurred when it acquired such
trade secrets. In such case, the defendant may
be exempt from liability for the plaintiff’s claims
for injunction, damages or restoration of reputa-
tion (Article 13 of the UCPA).

Statute of Limitations
The defendant should check whether the statute
of limitations has expired before the lawsuit’s fil-

ing.

5.10 Dispositive Motions

Under the CPA, in the case of a deficient law-
suit whose deficiencies are not rectifiable, such
lawsuit may be dismissed by a judgment with-
out holding any pleadings (Article 219). This is
exemplified in the case where a lawsuit is filed
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even though the parties have an agreement not
to file one. Furthermore, the court may render a
judgment without holding any pleadings when
a defendant fails to submit a written defence
before the judgment has been rendered (Article
257). However, this is at the court’s discretion
and the CPA does not provide any application
procedure for parties to demand that the court
render such judgment.

5.11 Cost of Litigation

It is difficult to provide a general estimate of the
costs for trade secret litigation, as such costs are
dependent on various factors, including the con-
tent, type and complexity of alleged information
and relevant technology, and on the complexity
of the relevant case at hand.

Most costs for trade secret litigation would be
attorneys’ fees and technical expert fees. Con-
tingency-based fees are permitted in civil cases.

Litigation financing is not prohibited, but is rarely
used in Korea. However, applicable laws pro-
hibit a voluntary litigation trust, where an entity
entitled to be a party to a lawsuit or to dispose
of legal matters entrusts such lawsuit to a third
party for litigation financing.

6. Trial

6.1 Bench or Jury Trial
In Korea, judges decide trade secret trials and
there is no jury trial system for civil lawsuits.

6.2 Trial Process
In Korea, the trial proceeds through several hear-
ings designated by the court.
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First Hearing

At the first hearing, the plaintiff states its purpose
of claim and grounds of claim in the complaint.
Then, the defendant states its written answer/
defence or makes an oral response. In such
response, the defendant requests the dismissal
of the suit or claim and states whether it accepts
each of the claims provided in the complaint.
The plaintiff may respond regarding whether it
accepts the defendant’s answer and/or submits
a rebuttal brief to the defendant’s answer.

Each party commonly submits evidence sup-
porting its arguments together with the briefs.
In this regard, the relevant facts in the case are
argued based on the written and oral state-
ments of the plaintiff and defendant. The court
decides whether to accept the parties’ applica-
tions for examination of evidence, considering
the relevance of the evidence with the factum
probandum in the case. After the court notifies
the decision on such applications for examina-
tion of evidence to the parties, it designates a
subsequent hearing for pleadings and examina-
tion of evidence.

Examination of Evidence

Under the CPA, at the hearings for the examina-
tion of evidence, a witness should attend the
hearing, swear an oath and make testimonies
(Article 303). Further, the court may hold an
explanatory session at the hearing, which nor-
mally lasts for one to two hours, for understand-
ing the case, including as regards alleged trade
secrets and relevant technical information.

As such, the court holds several hearings where
it reviews and examines information/evidence to
render judgment; when it considers that it has
sufficiently examined these, hearings are closed
and the court schedules the date when it will
announce its judgment. The first-instance pro-
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ceedings usually last from around eight months
to a couple of years depending on the complex-
ity of the case (among other factors). Based on
2022 statistics, the average time for the issuance
of a first-instance judgment in civil cases was
14 months.

6.3 Use of Expert Witnesses

As explained in 5.7 Obtaining Information and
Evidence, the examination of evidence includes
the examination of expert withesses. Under the
CPA, parties may apply for expert witnesses who
report on facts obtained on the basis of special-
ised knowledge and experience, and where the
expert witness examination is based on the wit-
ness examination procedure (Article 340).

In principle, an expert witness should provide
oral testimony, and thus cannot testify by docu-
ments, unless permitted by the court. In other
words, in principle, the expert witness cannot
testify while looking at any notes or documents
prepared in advance, and thus such written
notes/documents cannot replace the witness’s
oral testimony (Article 331). If an expert wit-
ness has difficulty in appearing before the court
because they reside in a remote or barely acces-
sible area, or due to other circumstances, the
court may examine such witness through video
or other transmission system after hearing the
parties’ opinions (Article 327-2).

The expert witness examination differs for each
case, but usually lasts no more than an hour.

7. Remedies

7.1 Preliminary Injunctive Relief

Under the Civil Execution Act, a trade secret
owner may request a preliminary injunction
(aside from in a civil trade secret lawsuit) for
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establishing a temporary position on the dis-
puted rights in order to avoid potential material
damage to the rights, to prevent imminent harm,
or for another justifiable reason (Article 300).

In order to obtain a preliminary injunction, the
applicant should demonstrate that it is entitled
to claim for trade secret misappropriation and
that the preliminary injunction is necessary to
avoid significant harm or prevent imminent risk
to the applicant. Such necessity is determined
by comprehensively considering various factors,
including the likelihood of success on the merits
and the balance of hardships/benefits between
the parties.

The courts limit the duration of a permanent
injunction to the duration of trade secret pro-
tection, which is limited to the period explained
in 1.9 Duration of Protection for Trade Secrets.

The court may order collateral provision with
respect to the respondent’s damages that could
incur from the preliminary injunction (Articles 301
and 280 of the Civil Execution Act). The party
should either:

+ submit a copy of the deposit to the court after
depositing the collateral amount ordered by
the court; or

+ submit the original of the guarantee as col-
lateral after executing a payment guarantee
entrustment contract with a financial institu-
tion or insurance company.

The standard for calculating the collateral amount
differs for each court, but is usually equivalent to
between 10% and 20% of the amount or value
of the subject matter in the litigation.
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7.2 Measures of Damages

Under the UCPA, a misappropriator that dam-
ages the trade secret owner’s business inter-
ests through wilfulness, intention or negligence
is liable to compensate for such damages; if the
misappropriation is found to be wilful, the court
may award up to treble damages (Articles 11 and
14-2).

Actual Damages From the Misappropriation
As it is difficult for the claimant (owner) to prove
a causal relationship between the misappropria-
tion and actual damages, as well as the amount
of actual damages, the UCPA provides damage
calibration rules based on the following legal
presumptions.

Calculation of damages

As a formula for damages, the amount of dam-
ages may be calculated by the sum of the fol-
lowing.

* The amount calculated by multiplying the
volume of the goods transferred by the mis-
appropriator (the “Volume Transferred”) with
the claimant’s presumed profit per unit of the
goods that the claimant could have sold had
there been no misappropriation. The volume
of the goods that the claimant could not have
sold even in the absence of such misappro-
priation (the “Unsaleable Volume”) should be
deducted from the Volume Transferred. The
Volume Transferred should not exceed any
volume resulting from deducting the volume
of the goods actually sold by the claimant
from the volume of the goods that the claim-
ant had the capacity to produce (the excess
volume shall be referred to as “Volume
Exceeding Presumed Inventory”).

* The amount that the claimant could reason-
ably have received had there been no such
misappropriation from the Volume Exceed-
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ing Presumed Inventory or the Unsaleable
Volume.

Misappropriator’s profits gained by the
misappropriation

The profits gained by the misappropriator may
be presumed to be the amount of damages suf-
fered by the claimant.

Reasonable royalty

The claimant may choose the amount of rea-
sonable royalty as damages against misappro-
priation, and the reasonable royalty denotes the
objective amount that would have been paid for
the trade secret if the misappropriator had gone
into a licence contract with the claimant. The
reasonable royalty is guaranteed as the base
amount of damages for every misappropriation,
and if the actual damages amount exceeds the
royalty amount, such excess amount may also
be claimed as compensation.

Calculation of Damages at Court’s Discretion
Further, under the UCPA, where the court rec-
ognises the extreme challenge of proving the
amount of damages incurred with respect to
the misappropriation in litigation owing to the
nature of the case, it may determine a reason-
able amount on the basis of the entire purpose of
oral proceedings and the outcome of examina-
tion of evidence (Article 14-2).

Punitive Damages

As explained above, punitive damages (treble
damages) are available and the UCPA provides
that the court should consider the following in
determining damages (Article 14-2):

+ whether the misappropriator has a superior
bargaining position;

* the degree of the misappropriator’s wilfulness
or the degree of the misappropriator’s knowl-
edge about the risk of damages;
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+ the scale of damages suffered by the owner
owing to the misappropriation;

« the economic benefits obtained by the misap-
propriator from the misappropriation;

+ the period and frequency of the misappro-
priation;

* the penalties pursuant to the misappropria-
tion;

+ the misappropriator’s asset status; and

« the degree of efforts by the misappropriator
for damage relief.

Submission of Materials

In trade secret misappropriation lawsuits relat-
ed to the infringement of business interests,
the court may, at a party’s request, order the
other party to submit materials necessary for the
assessment of damage caused by the misap-
propriation (Article 14-3).

7.3 Permanent Injunction

Under the UCPA, the trade secret owner (claim-
ant) is entitled to claim for injunction against or
prevention of misappropriation by the entity that
misappropriated or that is intending to misap-
propriate trade secrets, as well as for necessary
measures to prohibit or prevent misappropria-
tion, such as:

« the destruction of the object that created the
act of misappropriation;

+ the removal of equipment provided in such
misappropriation; or

+ any other such necessary measures (Article
10).

Courts have ruled that a permanent injunc-
tion in a trade secret misappropriation case is
unacceptable, as it not only has a sanctioning
effect but also runs contrary to the public inter-
est of promoting free competition and enabling
employees to extract their knowledge and abili-
ties. Thus, courts impose a time limit on the per-
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manent injunction, as explained in 1.9 Duration
of Protection for Trade Secrets and 7.1 Prelimi-
nary Injunctive Relief.

Further, as explained in 3.2 Exit Interviews, in
exceptional cases where the parties have a non-
compete agreement, the agreement is construed
to be valid where the content and term of the
agreement is recognised as reasonable or where
it is found that a company’s trade secrets cannot
be protected without such agreement.

7.4 Attorneys’ Fees

In principle, the losing party should pay the
litigation costs. Under the CPA, attorneys’ fees
should be the costs of the lawsuit up to the limit
of the amount as determined by the Supreme
Court Rules (Article 109). Therefore, only a part
of the winning party’s attorneys’ fees should be
directly reimbursed by the losing party.

The litigation costs, including attorneys’ fees,
are determined in proportion to the amount in
controversy. For example, if the amount in con-
troversy is KRW100 million, the litigation costs
would be about KRW7 million.

7.5 Costs
Under the Costs of Civil Procedure Act, the los-
ing party bears all civil litigation costs, including:

+ daily and travel expenses for witnesses,
appraisers, etc;

« daily allowances required for the court clerk’s
evidentiary examination;

* special charges for appraisal;

« communication costs; and

+ notification costs.

This amount is not significant as it is limited by
the Supreme Court Rules.
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8. Appeal

8.1 Appellate Procedure

The appeal mechanism is available to the losing
(aggrieved) party in the first-instance trial that
has a legitimate interest in the appeal. Under the
CPA, an appeal should be filed within two weeks
from the date on which the written judgment was
served, and such period is invariable (Articles
390 and 396).

Although the appeal period differs by case based
on the complexity of the case, it usually takes
six months to two years to pursue an appeal. It
is impossible to appeal orders that are not final
judgments (Article 390). Since the same laws
apply to all appellate courts, the appeal process
does not differ depending on the first-instance
court where the case was filed.

8.2 Factual or Legal Review

The appellate proceeding is a continuation of the
first-instance trial where there is a substantive
review of the claim. The appellate proceeding is
a second factual trial, and the case is decided
again by reviewing both factual and legal issues.
As a continuation of the first-instance trial rath-
er than a repetition of the content and process
thereof, new allegations or submissions in the
appellate proceeding should be considered.
Therefore, the parties have a right to renewal in
the appellate proceeding.

As this is a continuation, the parties do not
need to separately take measures to preserve
issues for appeal. However, considering that the
appeal was initiated to reverse the judgment in
the first-instance court, the case is re-examined
to the extent of such appeal and is determined
as regards to whether the appeal has grounds.
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9. Criminal Offences

9.1 Prosecution Process, Penalties and
Defences

A trade secret owner can bring a criminal claim
for trade secret misappropriation. The law
enforcement authorities investigating trade
secret misappropriation can commence their
investigation when they have received such
criminal claim, or when they have become aware
of the trade secret misappropriation even with-
out such claim.

The types of trade secret misappropriation sub-
ject to criminal penalties and details of criminal
penalties have already been explained in 1.14
Criminal Liability and 2.4 Industrial Espionage.

The defendant’s defence methods in a criminal
trade secret lawsuit are similar to those in a civil
trade secret lawsuit.

The trade secret owner could be investigated
as a criminal complainant or witness by the law
enforcement authorities. Further, the trade secret
owner could be subject to a cross-examination
investigation interview alongside the suspected
misappropriator. The trade secret owner could
make statements during the investigation, such
as the fact that the information at issue consti-
tutes trade secrets or that the conduct at issue
constitutes trade secret misappropriation, and
could also submit written opinions to this effect.

10. Alternative Dispute Resolution
(ADR)

10.1 Dispute Resolution Mechanisms
Alternative dispute resolution (ADR) mecha-
nisms include settlement, mediation and arbi-
tration procedures.
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Settlement

Settlement procedures include court-led settle-
ments and out-of-court settlements. In an out-
of-court settlement, parties sign a settlement
agreement to make mutual concessions and
to end the dispute. The content and method of
settlement agreement follows the principles of
contractual freedom and is not subject to any
limits. However, a court-led settlement is under
the court’s supervision and carries the effect of
a final judgment, unlike an out-of-court settle-
ment.

Mediation

Mediation refers to the process by which a judge
or mediator intervenes between disputed par-
ties to prepare a forum for dialogue and com-
promise, and, ultimately, for settlement. Once
the mediation is established and the mediation
protocol is prepared, this would carry the same
effect as a court-led settlement.

Arbitration

Arbitration refers to the process whereby the
appointed arbitrator resolves the dispute by an
arbitral award, based on the parties’ agreement.
Under the Arbitration Act, the arbitral award
has the same effect as a court’s final judgment
(Article 35). However, the arbitral award may be
enforced only by the court’s decision to enforce
it upon the request of the parties (Article 37).

Carrying Out Proceedings

Contrary to judicial proceedings, ADR proceed-
ings are not open to the public. Thus, the risk of
losing the secrecy of the parties’ trade secrets
may be reduced. Aside from this, however, it is
difficult to find any particular advantages or dis-
advantages to using ADR in trade secret cases
relative to other cases.
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Under the Arbitration Act, a party to an arbitra-
tion agreement may request interim measures of
protection from a court, before the commence-
ment or during arbitral proceedings (Article 10).
In addition, unless otherwise agreed by the par-
ties, the arbitral tribunal may grant interim meas-
ures as found necessary at a party’s request,
whereby the tribunal orders a party to perform
any of the following (Article 18):

+ to maintain or restore the status quo pending
determination of the dispute;

« to take action that would prevent current or
imminent harm or prejudice to the arbitral
proceeding, or to prohibit action that may
cause such harm or prejudice;

+ to provide a means of preserving assets sub-
ject to the execution of an arbitral award; or

+ to preserve evidence that may be relevant
and material to the dispute resolution.
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The Protection of Trade Secrets in

Domestic and Cross-Border Proceedings,
Investigations and Employee Relationships in
Switzerland

The protection of trade secrets plays an impor-
tant role in the success of individual business
enterprises and for a functioning economy as a
whole. Swiss law recognises the importance of
protecting confidential business information and
provides robust legal remedies for the misap-
propriation of trade secrets.

In Switzerland, there is no legal act or framework
that specifically governs the protection of trade
secrets and the duties and liabilities of the par-
ties involved. Pertinent provisions are found in:

+ the Code of Obligations (CO);

+ the Criminal Code (SCC);

+ the Unfair Competition Act (UCA); and
+ the Civil Procedure Code (CPC).

The SCC and the UCA stipulate certain miscon-
duct regarding trade secrets as criminal offences

and as unfair competition, respectively.

The CO protects trade secrets particularly in the
context of employment relationships.

The CPC grants the owner of trade secrets
access to interim measures, while providing
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civil courts with the authority to take appropriate
measures to ensure that evidentiary proceedings
do not violate the legitimate confidentiality inter-
ests of the parties or third persons.

As Switzerland is not a member of the Europe-
an Union (EU), the EU Trade Secrets Directive
(Directive (EU) 2016/943) neither applies directly
nor has Switzerland implemented its contents
into Swiss national law.

The following overview focuses on two areas of
application of trade secrets protection that have
become increasingly important in Switzerland in
recent years. The first part highlights practical
considerations and recent legal trends in con-
nection with the protection of trade secrets in
domestic and cross-border proceedings and
investigations. The second part looks at the
options available to companies to protect their
trade secrets against unlawful disclosure and
exploitation by current or former employees.
Finally, an update is provided on the introduction
(by 2025) in the CPC of a new in-house counsel
privilege, and on its potential use for the protec-
tion of trade secrets.

Protecting Trade Secrets in Domestic and

Cross-Border Proceedings and Investigations
Handling trade secret protections in court pro-
ceedings means treading a fine line between the
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trade secret owner’s protection against unau-
thorised use or misappropriation on the one
hand, and safeguarding the right to a fair trial
on the other. In Switzerland, as a general rule,
all evidence must be disclosed to the opposing
party without restriction and in the same manner
as it is presented to the court. If, however, the
interest of the trade secret owner so requires,
civil courts must take appropriate measures to
safeguard trade secrets (Article 156 CPC).

In a recent decision, the Swiss Federal Supreme
Court (FSC) had the opportunity to revisit the
practice of anonymising published court judg-
ments (BGer 1C_642/2020). The case con-
cerned a ruling of the Federal Administrative
Court on the inclusion of medicinal products on
the Federal Office of Public Health’s specialties
list. While the FSC recognised that the general
interest in public justice and the individual inter-
est in confidentiality must be weighed against
each other, it held that the Federal Administrative
Court’s anonymisation of its judgment limits the
comprehensibility of — and may restrict access
to —justice. In particular, where the anonymised
information was publicly available elsewhere, the
FSC held that its re-publication could not repre-
sent a competitive disadvantage.

The FSC has also held that, as a procedural pro-
tective measure under Article 156 CPC - provid-
ed this proves to be the mildest means - it is also
possible to order a duty of confidentiality subject
to criminal sanctions, whereby such a duty can
only be ordered for the duration of the proceed-
ings (BGE 148 Il 84). In addition to the evidence
and the motions for evidence, procedural pro-
tective measures can only extend to information
in the legal documents in exceptional cases.

In another decision, the Federal Patent Court
laid out the general definition of a trade secret
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as knowledge that is not readily available, has
a commercial value and is intended to be kept
secret by its owner (02020_014). While it is not
required that the information cannot be obtained
legally, it should at least require a significant
effort to do so. The prevailing view is that relative
obscurity of information and subjective desire for
confidentiality alone are not enough to establish
a secret; a legitimate interest in confidentiality
is also required. Thereby, financial harm alone
does not establish a worthy interest in confiden-
tiality; the protection of confidentiality must be
necessary for the proper functioning of the com-
petition in the market. The Federal Patent Court
then went on to state that whether an interest is
worthy of protection ultimately depends on the
result of a balance-of-interest test between indi-
vidual confidentiality interests (and the constitu-
tional right to a fair hearing) and the procedural
interest in discovering the truth.

In cross-border proceedings and investigations,
any disclosure of a trade secret to a foreign
counterparty, court or authority may constitute
a criminal offence under Article 162 and/or Arti-
cle 273 SCC.

Any person who betrays a manufacturing or
trade secret that they are under a statutory or
contractual duty to not reveal, and any person
who exploits for themselves or another such a
betrayal, is criminally liable on complaint to a
custodial sentence not exceeding three years or
to a monetary penalty (Article 162 SCC). There-
by, it must be determined in each individual
case whether a piece of information constitutes
a trade secret. Generally, a fact or piece of infor-
mation is qualified as a trade secret if it is neither
generally known nor generally accessible. The
owner of the fact or information must further
have an objective, legitimate secrecy interest as
well as the subjective will to maintain secrecy.
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It is noteworthy that Article 162 SCC does not
require any specific result of the secrecy vio-
lation, such as damages, to establish criminal
liability. In recent years, there have been around
six convictions under Article 162 SCC per year.

If there is a sufficient connection to Switzerland,
the disclosure of a trade secret may equally con-
stitute the criminal offence of industrial espio-
nage (Article 273 SCC). Thereby, any person who
seeks to obtain a manufacturing or trade secret
in order to make it available to an external official
agency, a foreign organisation, a private enter-
prise or the agents of any of these, or any person
who makes a manufacturing or trade secret so
available, shall be liable to a custodial sentence
not exceeding three years or to a monetary pen-
alty, or in serious cases to a custodial sentence
of not less than one year. Notably, this provision
covers violations of a trade secret in Switzerland
as well as abroad (Article 4 paragraph 1 SCC;
BGE 141 IV 155). In the recent past, on aver-
age there has been around one conviction under
Article 273 SCC per year.

In any case, the criminal liability under Articles
162 and 273 SCC does not go further than the
scope of the trade secret under civil law. Accord-
ingly, there is no violation if:

+ there is a contractual arrangement with the
owner of the trade secret that permits disclo-
sure to foreign parties;

+ the owner of the trade secret has granted a
waiver in the individual case; or

» the foreign parties already had prior full
knowledge of the disclosed information.

There is also no criminal liability if the trade

secrets are completely redacted before the dis-
closure of respective documents or information.
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Regardless of the criminal liability, it is to be
noted that the violation of a trade secret usually
also constitutes a violation of the confidentiality
obligations that are normally contained in com-
mercial contracts. This may also lead to a viola-
tion of the personality and data protection rights
of the owner of the trade secret.

Protecting Trade Secrets in Employee
Relationships

For companies’ trade secrets, employees play
a major role as they often have insight into
confidential information and practices of their
employer. From the perspective of companies
and employers, the question thus arises as to
how to deal with the unlawful disclosure and
exploitation of trade secrets by current or for-
mer employees.

Measures under civil law

The main possibility an employer has under civil
law is to file an employment action against an
employee. Under Swiss employment law, as part
of their duty of loyalty and care, employees are
prohibited from disclosing facts that are meant
to be kept secret and that were obtained while
in the employer’s service, such as manufacturing
and business secrets (Article 321a CO). A secret
may be violated not only by communicating it to
unauthorised third parties but also by exploiting
it —ie, by using it for one’s own advantage. To the
extent necessary to safeguard the employer’s
interests, this protection my extend beyond the
end of an employment relationship.

In the case of an existing employment relation-
ship, the employer can terminate the employ-
ment relationship and may do so with immediate
effect if a serious violation occurs (Article 337
CO). The employer may also claim damages
incurred as a result of the violation of the trade
secret (Article 321e paragraph 1 CO). It should
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be noted, however, that such claims must be
made without delay in order to minimise the
risk of the court considering the damages as
waived by the employer. The FSC assumes that
any known, unclaimed damages at the end of an
employment relationship are waived. Unknown
damages can be claimed at a later point in time
if and when they come to light.

In two leading decisions, the FSC decided on the
disclosure of trade secrets by a current employ-
ee (BGer 6B_364/2021; BGer 6B_438/2021). In
its legal assessment, the FSC held that informa-
tion constitutes a trade secret if:

« it is neither generally known nor generally
accessible;

« it is intended by the owner of the information
to be known only to a limited group of people;
and

+ there is a legitimate interest in keeping it
secret.

Furthermore, the FSC ruled that employees act
intentionally if they are able to foresee the risk
for the employer and are nevertheless willing
to consciously take such risk, irrespective of
whether they intended to harm their employer
and whether they act in a refined, planned or
calculated manner.

Measures under criminal law

In addition to triggering potential criminal liabil-
ity under Article 162 and/or Article 273 SCC,
the violation of a trade secret may also amount
to the punishable offence of disloyal manage-
ment of a business (Article 158 SCC). This pro-
vision generally provides for sanctions against
any person who by law, an official order, a legal
act or authorisation granted to them has been
entrusted with the management of the property
of another person or with the supervision of such
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management, and who in the course of and in
breach of their duties causes or permits that
other person to sustain a financial loss.

The exploitation of an entrusted work product,
as well as the exploitation or disclosure of an
unlawfully obtained manufacturing or trade
secret, may further violate unfair competition
law (Articles 5 and 6 UCA). Thereby, the term
“work product” encompasses products of an
intellectual and material effort and expenditure
and, contrary to trade secrets, does not require
a legitimate interest in maintaining secrecy. It
therefore potentially has a broader scope of
application than the term “trade secret”.

The general time limit for filing a criminal com-
plaint is three months, beginning on the day on
which the complainant discovers the identity of
the suspect (Article 31 SCC). The prosecution of
a criminal complaint by the authorities requires
that the complaint be well founded and that the
alleged events have actually taken place with
a certain degree of probability. In particular, all
coercive measures, such as a house search,
require sufficient suspicion of a crime and level
of urgency. Any supplementary civil measures
(see below) will have to be co-ordinated with the
criminal measures.

Interim measures

For trade secrets, interim measures such as a
court injunction may be suitable — for instance,
to prevent further dissemination or even the ini-
tial disclosure of a trade secret at an early stage.

Swiss civil procedure law provides for interim
measures in situations in which applicants cred-
ibly demonstrate that their rights have been vio-
lated or that a violation of their rights is antici-
pated, and that the violation threatens to cause
not easily reparable harm to the applicant (Article
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261 CPC). Applicants must also credibly dem-
onstrate the urgency of the requested measure.
In particularly urgent cases, the court may even
order ex parte interim measures immediately
and without hearing the opposing party (Article
265 CPC). The civil courts enjoy broad discretion
as to the type of interim measure they consider
appropriate in an individual case. Interim meas-
ures are also available under unfair competition
law (Article 9 UCA).

New In-House Counsel Privilege

Under current Swiss law, only Swiss and EU/
EFTA attorneys (but not in-house counsels) are
subject to professional secrecy and therefore
have a special right to refuse to co-operate in
legal proceedings by invoking an attorney-client
privilege. This situation has been criticised in
Switzerland for years as Swiss companies may
suffer procedural disadvantages in foreign court
proceedings due to the lack of in-house counsel
privilege. In particular, Swiss companies may be
required to disclose correspondence with their
Swiss in-house counsel in US proceedings,
while at the same time the correspondence of
US companies and their in-house counsel is pro-
tected by the US attorney-client privilege.

Against this backdrop, a parliamentary initia-
tive was submitted in 2015 to introduce a right
of non-cooperation for in-house counsels, at
least in civil proceedings. On 17 March 2023,
the Swiss Parliament passed a new Article 167a
CPC providing for a right of non-cooperation in
civil proceedings as regards activities in an in-
house legal department. The new law will enter
into force on 1 January 2025.

Accordingly, to the extent that trade secrets can
be qualified as information that is profession-
specific for attorneys, and that in particular does
not relate to accessory activities of attorneys
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such as asset management, board of directors’
activities or business consulting, there will be a
right to refuse the disclosure of such informa-
tion. Note, however, that the wording of Article
167a CPC limits such right to refuse disclosure
to civil proceedings, and that many questions in
connection with the application of the new law
remain open to date.

Conclusion

Trade secret owners, such as litigants and
employers, can rely on strong protections of
their trade secrets under Swiss law. In practice,
however, the effective protection of trade secrets
is a demanding exercise that requires speed
and practical expertise in navigating the com-
plex legal landscape, and also requires strategic
experience in choosing the appropriate tools to
achieve the desired goal. In particular, it may be
difficult in the individual instance to clearly dis-
tinguish between the trade secrets of a company
on the one hand and the professional experience
and knowledge of its employees on the other.
Also, in order to prove that the disclosure or use
of a trade secret is a criminal offence, it must be
shown that an individual has acted intentionally.

Furthermore, the protection of trade secrets in
domestic proceedings is within the broad dis-
cretion of the courts. This adds a degree of
uncertainty to the fate of trade secrets in such
proceedings. In cross-border contexts, special
care must be taken to adequately protect trade
secrets from prohibited disclosure to foreign
counterparties, courts and authorities. Accord-
ingly, the production of documents and infor-
mation in cross-border proceedings and inves-
tigations regularly requires a careful strategic
consideration of the available options, as well as
tactical and operational legal advice in preparing
the information for production.
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Kirkland & Ellis International LLP is an inter-
national law firm with approximately 3,500 at-
torneys across the USA, Europe and Asia. Kirk-
land’s trade secrets litigation practice includes
approximately 75 attorneys with years of expe-
rience representing both plaintiffs and defend-
ants in trade secrets matters in diverse indus-
tries. They draw upon the depth of Kirkland’s
intellectual property, commercial litigation and
other practices to provide an approach tailored
to each individual case. Kirkland’s trade secrets
attorneys have litigated the broad spectrum
of trade secret disputes, ranging from outright
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theft to violation of various agreements, in-
cluding employment, R&D, joint development,
and technology transfer and know-how agree-
ments. They have won significant victories for
clients in these matters in UK courts, US fed-
eral and state courts, and in arbitrations, and
have worked collaboratively with law enforce-
ment agencies to protect clients’ IP. The prac-
tice’s success is grounded in extensive jury and
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pellate practice to protect clients’ successes at
the trial level.
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1. Legal Framework

1.1 Sources of Legal Protection for Trade
Secrets
In the UK, trade secrets are protected by:

« common law/equity that protects confidential
information;

* the implementation of the EU Trade Secrets
Directive ((EU) 2016/943) (the “Directive”)
through statute, the Trade Secrets (Enforce-
ment, etc) Regulations 2018 (SI 2018/597)
(the “Regulation”); and

+ contractual measures, typically in employ-
ment contracts or non-disclosure agree-
ments.

These sources are interlinked. For example, con-
tractual arrangements can support or be raised
in addition to claims under the Regulation or
under common law/equity.

The Directive/Regulation does not displace the
protection afforded by common law/equity. This
is acknowledged in, for example, Mulsanne
Insurance Company Ltd v Marshmallow Finan-
cial Services Ltd and another [2022] EWHC 276
(Ch).

Following the UK’s exit from the European Union
and the expiry of the Brexit transition period on
31 December 2020, CJEU case law continues
to apply to lower courts in the UK as a result
of the application of the European Union (With-
drawal) Act 2018. However, future CJEU deci-
sions, including in relation to the Directive, will
not apply. Given the Directive/Regulation did not
significantly change the position under common
law/equity, this is unlikely to cause significant
disruption to the law.
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1.2 What Is Protectable as a Trade
Secret

Trade secrets protect information with a high
degree of confidentiality that is of commercial
value by virtue of it being secret, in the sense of
not being generally known to the public. There
is no limit on the type of information that can be
classified as a trade secret.

Under common law, the court has given exam-
ples such as “secret processes of manufacture
such as chemical formulae, designs or special
methods of construction” and “other information
which is of a sufficiently high degree of confi-
dentiality as to amount to a trade secret”. This
is contrasted with confidential information that
is not a trade secret, to which there is a lower
degree of obligation and that an employee is free
to use and disclose once out of the employ of
their employer.

Under common law, the relevant factors to be
considered in determining whether information
held by employees falls into the former or latter
class of confidential information (or is not confi-
dential at all) include:

« the nature of the employment;

* the nature of the information;

» whether the employer impressed the confi-
dentiality of the information on the employee;
and

» whether the information can be isolated from
other information that the employee is free to
use.

(See, for example, Faccenda Chicken Ltd v
Fowler (1987) Ch 117.)

Under the Directive as implemented by the Reg-
ulation, a trade secret is defined as information
that:
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* is secret in the sense that it is not, as a body
or in the precise configuration and assembly
of its components, generally known among,
or readily accessible to, persons within the
circles that normally deal with the kind of
information in question;

+ has commercial value because it is secret;
and

* has been subject to reasonable steps under
the circumstances, by the person lawfully in
control of the information, to keep it secret.

In the Court of Appeal decision of Shenzhen
Senior Technology Material Co Ltd v Celgard,
LLC [2020] EWCA Civ 1293, LJ Arnold under-
lined that the doctrine of misuse of confidential
information is (i) all about control of information
and (i) a species of unfair competition. There is
no property in information, and the Trade Secrets
Directive does not create a (proprietary) species
of intellectual property right.

1.3 Examples of Trade Secrets
The first UK cases under the Directive/Regula-
tion were in 2020. Those cases related to:

« technical information regarding battery sepa-
rators (see Celgard, LLC v Shenzhen Senior
Technology Material Co Ltd [2020] EWHC
2072 (Ch), upheld on appeal [2020] EWCA Civ
1293), where the court considered there to
be a serious issue to be tried and that the bal-
ance of convenience favoured the granting of
an injunction against the defendant; and

« customer lists (see Trailfinders Limited v
Travel Counsellors Limited & Ors [2020]
EWHC 591 (IPEC)), where the court found the
defendants to have breached their obligations
of confidence owed to the claimant.

Some examples of types of information found to
constitute a trade secret under common law are:
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« products and methods (see Balston Ltd v
Headline Filters [1990] FSR 385);

« formulations (eg, formulation of inks, see
Johnson & Bloy (Holdings) Ltd v Wolstenholm
Rink plc [1989] FSR 135);

+ supplier or client lists (see PSM International
Ltd v Whitehouse [1992] FSR 489);

» sales and distribution methods (see PSM
International Ltd v Whitehouse [1992] FSR
489);

» marketing and advertising strategies (see
PSM International Ltd v Whitehouse [1992]
FSR 489);

» some databases (Vestergaard Frandsen A/S
and others v Bestnet Europe and others
[2009] EWHC 657 (Ch) cf Roger Bullivant Ltd
v Ellis [1987] ICR 464); and

+ design of the projects to be carried out under
the contract and the manner of performance
of the contract in the tender process (Antea
Polska S.A. v Panstwowe Gospodarstwo
Wodne Wody Polskie (ECJ Case C-54/21)).

However, there is no limit on the type of informa-
tion that can qualify for protection.

1.4 Elements of Trade Secret Protection
Under Common Law/Equity

The seminal test for an action in breach of confi-
dence is set out in Coco v AN Clark (Engineers)
Ltd [1968] FSR 215.

The following apply.

* The information must have the necessary
quality of confidence. The information must
therefore be sufficiently secret and valu-
able. It must have “the necessary quality of
confidence about it, namely it must not be
something which is public property or public
knowledge” (Saltman Engineering Co Ltd v
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Campbell Engineering Co Ltd [1948] 65 RPC
203 [1948] 65 RPC 203, at 215).

* The information must have been imparted in
circumstances importing an obligation of con-
fidence. Such circumstances could arise - eg,
through being imposed by contract, because
of the particular circumstances in which the
information was imparted, due to a special
relationship between the parties (eg, doctor-
patient, lawyer-client).

* Threatened or actual unauthorised use of
the information to the detriment of the per-
son communicating it. This can include use
outside the scope of authorisation — eg,
where the confidential information has been
disclosed for a specific purpose and it is used
for an ulterior purpose.

Under the Directive/Regulation
The following questions apply.

Is the information a “trade secret”?

Under Regulation 2, “trade secret” means infor-
mation that meets all of the following require-
ments:

+ it is secret in the sense that it is not, as a
body or in the precise configuration and
assembly of its components, generally known
among, or readily accessible to, persons
within the circles that normally deal with the
kind of information in question;

* it has commercial value because it is secret;
and

« it has been subject to reasonable steps under
the circumstances, by the person lawfully in
control of the information, to keep it secret.

Was there unlawful acquisition, use or disclo-
sure?
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The claimant must prove one or more of the fol-
lowing, in circumstances constituting a breach
of confidence in confidential information (Regu-
lation 3):

« unlawful acquisition;
* use; or
- disclosure.

1.5 Reasonable Measures

Under the statutory regime imposed by the
Directive/Regulation, for information to qualify
as a trade secret, it must have been subject to
“reasonable steps under the circumstances” to
keep it secret (Regulation 2(1)). As yet, the cas-
es decided since the statutory regime in the UK
came into force have not considered the inter-
pretation or practical consequences of this new
requirement in any detail.

It is expected that what constitutes “reasonable
steps” in any given case will depend on, among
other things, the type of information, its value,
how that information is required to be used in the
day-to-day operation of an undertaking’s busi-
ness, and the ordinary practices in the industry
sector in which the undertaking operates.

Under the common law/equitable regime for
breach of confidence, “reasonable steps” is
not a requirement for protection of information
as a trade secret. However, the information in
question must have “the necessary quality of
confidence” (which means it needs to be “suffi-
ciently secret”) as well as have been “imparted in
circumstances importing an obligation of confi-
dence”. In practice, and subject to how the case
law in the statutory regime develops, it seems
likely that establishing that certain “reasonable
steps” have been taken will assist in demon-
strating the “necessary quality of confidence”
test has been satisfied.
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Some good practice options include:

+ ensuring that dissemination of
the trade secret to employees is on a need-
to-know basis only;

+ implementing strict security measures
around employees who have access to
the trade secret;

* providing employees who have access to the
trade secret with appropriate training to raise
awareness of the key issue of confidentiality;

* implementing protective measures over the
storage of confidential information, includ-
ing any trade secrets where relevant, such
as keeping hard copies physically secure
and using passwords or encryptions if stored
electronically;

» marking confidential documents as confiden-
tial; and

» protecting electronic files with passwords and
considering the use of firewalls, automatic
intrusion detection systems and authentica-
tion measures.

Following the exit of the UK from the European
Union, it remains to be seen whether decisions
from European courts, including the CJEU, in
relation to the meaning of “reasonable steps”
under the Directive/Regulation will influence UK
judges.

1.6 Disclosure to Employees

Disclosure to employees does not impact the
availability of protection for a trade secret per
se. However, the manner (eg, breadth) with or
without accompanying confidentiality controls
and the extent of the disclosure are relevant in
so far as these factors will relate to the assess-
ment of whether reasonable steps were taken to
keep the information secret.

For example, if trade secrets are stored on the
company’s shared drive with no restrictions on
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which employees can access the information,
this may undermine statutory protection as it
could be perceived as a failure to take reason-
able steps and make it appear for common law
purposes as if the information did not have the
necessary quality of confidence.

1.7 Independent Discovery

Trade secret protection does not protect against
another party’s independent discovery of the
substance of the secret information or genuine
reverse engineering. An element of misappro-
priation is required — ie, unlawful acquisition, use
or disclosure that constitutes a breach of confi-
dence in confidential information.

1.8 Computer Software and Technology
There are no computer/software-specific protec-
tions for trade secrets in the UK.

1.9 Duration of Protection for Trade
Secrets

There is no limit on the duration of protection
of a trade secret. It will retain its protection as
long as it is kept sufficiently secret and, for statu-
tory protection, reasonable steps to protect its
secrecy have been, and continue to be, taken.

However, information can lose its trade secret
status by becoming out of date and/or ceasing
to have commercial value.

The controlled disclosure of trade secret infor-
mation in a confidential setting — eg, in accord-
ance with a non-disclosure agreement (NDA), or
appropriate confidentiality terms in an employ-
ee agreement — will not affect the existence or
duration of the trade secret per se. However, in
general, the more people to whom a secret is
disclosed, the higher the risk that the information
becomes generally known, with an accompany-
ing risk of loss of trade secret protection. As not-
ed above, limiting disclosure of trade secrets to
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a need-to-know basis is a potential reasonable
step that can be taken to protect the secrecy of
information.

In general, owners of trade secrets should
ensure all disclosure is accompanied by well-
defined trade secrets policies, appropriate NDAs
or other confidentiality terms, and clear param-
eters and protections surrounding use and
onward disclosure.

1.10 Licensing
The owner of a trade secret has a right to com-
mercialise the trade secret, including via licence.

The trade secret owner needs to take reasonable
steps to maintain the secrecy of the informa-
tion. For example, licences should include care-
fully crafted confidentiality provisions specific to
the relevant trade secret. Furthermore, practical
measures should be set up to ensure protection
of the trade secret within both the licensor and
licensee companies, including who has elec-
tronic and physical access to the information.

If there are a large number of non-exclusive
licences, it is possible that even with the pro-
tection of confidentiality clauses, the information
will no longer be sufficiently secret to qualify as
a trade secret.

1.11 What Differentiates Trade Secrets
From Other IP Rights

Trade secrets are more flexible and potentially
broader in scope/subject matter than other IP
rights. They can cover very commercially valu-
able information that it is not possible to pro-
tect (either at all, or effectively) by patents (eg,
algorithms) or copyright (eg, the recipe for Coca-
Cola). They are also not time limited, unlike pat-
ents, designs or copyright. The most significant
difference is that there is no public disclosure at
all, unlike for patents or trade marks of designs.
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Trade secrets can also be enforced through
equity and contractual bases.

1.12 Overlapping IP Rights

It is possible for trade secrets to co-exist with
other rights — eg, trade secrets in pre-clinical
data that accompanies an unpublished patent
application for a new chemical entity.

Alternatively, it is possible to have a trade secret
in relation to an algorithm that co-exists with
copyright rights.

However, a trade secret requires maintaining
information as confidential that is antithetical to
most (but not all) other IP rights that require dis-
closure as a condition of the right.

1.13 Other Legal Theories

Trade secrets misappropriation can also poten-
tially be litigated through the tort of inducing or
procuring a breach of contract, the tort of unlaw-
ful interference, breaches of fiduciary duty (eg,
where the misappropriation is by an employee)
or breach of contract (where there is an NDA in
place).

Tortious claims may be useful should a party
wish to bring an action against an ex-employ-
ee’s new employer who is a competitor. The
tort requires actual knowledge and intention to
cause economic loss.

1.14 Criminal Liability
There are no criminal offences specific to trade
secrets misappropriation.

However, there may be criminal laws that can
cover misappropriation. For example, “fraud by
abuse of position” under Section 4 of the Fraud
Act 2006 or offences under the Computer Mis-
use Act 1990.
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Civil trade secrets claims under common law/
equity and the Directive/Regulation can be pur-
sued in parallel.

1.15 Extraterritoriality

It is possible to bring a claim based on misap-
propriation that happens in another country. The
key question is whether the UK is an appropriate
forum in which to hear the dispute, considering
the totality of the dispute between the parties
(forum conveniens). The courts look for factors
connecting the dispute to the jurisdiction — eg,
damage suffered.

Celgard, LLC v Shenzhen Senior Technology
Material Co Ltd [2020] EWHC 2072 (Ch) con-
firmed the ability to bring a trade secrets claim
in the UK based on an extraterritorial misappro-
priation. This point was upheld on appeal ([2020]
EWCA Civ 1293). The facts in the Celgard case
were as follows: Celgard is based in the USA;
the relevant former employee signed an NDA
governed by the law of South Carolina, USA;
and any misappropriation of trade secrets was
likely to have taken place in the USA. The incor-
poration of those trade secrets into products by
the defendants would have taken place in China.
However, the UK was where Celgard would lose
a key customer and therefore the location where
the damage became irreversible.

A key point in relation to jurisdiction, which was
discussed in the Court of Appeal, was the effec-
tiveness of Article 4(5) of the Directive, which
prohibits unlawful use of a trade secret in the
context of goods “where the person carrying
out such activities knew, or ought, under the
circumstances, to have known that the trade
secret was used unlawfully within the meaning
of paragraph 3”. Paragraph 3 includes reference
to a person “having acquired the trade secret
unlawfully”, which leaves open the question
of which law should apply to the question of
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whether the acquisition was “unlawful”. This was
not resolved in the Court of Appeal and Arnold
LJ acknowledged that this was a very difficult
question that may, in due course, have to be
answered by the CJEU (at least for the remaining
member states of the EU).

2. Misappropriation of Trade
Secrets

2.1 The Definition of Misappropriation
Under Regulation 3(1), the claimant must prove
one or more of unlawful acquisition, use or dis-
closure, in circumstances constituting a breach
of confidence in confidential information. As the
claimant only needs to prove one of unlawful
acquisition, unlawful use or unlawful disclosure,
it is possible in a claim for misappropriation that
the information was gained lawfully but then
used or disclosed unlawfully. For example, the
trade secret may have been shared during a joint
venture and then misappropriated by the joint
venture partner by use of the trade secret out-
side the scope of the joint venture.

Under common law/equity the element of “mis-
appropriation” is captured by the third limb of
the common law test - ie, unauthorised use (or
threatened use) outside the scope of consent
will be a breach.

2.2 Employee Relationships

Trade secrets misappropriation under the Regu-
lation/Directive does not differ for an employee.
The same requirements of secrecy, commercial
value and reasonable steps apply.

Under common law/equity, employees are under
a general fiduciary duty to keep their employer’s
information confidential. This duty is qualified in
the case of ex-employees. For an ex-employee,
only trade secrets rather than “mere” confiden-
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tial information can be protected. This is the
main factor that distinguishes trade secrets from
confidential information under UK law.

The relevant factors to be considered in deter-
mining whether information held by employees
falls into the “mere confidential information”
class or the “trade secrets class” are set out in
1.2 What Is Protectable as a Trade Secret.

This distinction is particularly critical where there
is an absence of express restrictions.

However, employees also usually have express
terms in their employment agreements restrict-
ing use and disclosure of confidential information
and trade secrets, including post-employment.

2.3 Joint Ventures

Any joint venture is likely to have express confi-
dentiality provisions included in the agreement
forming the joint venture.

Furthermore, it is possible that a fiduciary rela-
tionship will in fact be found with respect to (eg,
the directors of) the joint venture, such that the
parties will owe each other fiduciary obligations,
including the duty of confidence.

In Ross River Limited v Waveley Commercial
Limited (2012) EWHC 81 (Ch), the High Court
set out two propositions for identifying the exist-
ence of a fiduciary relationship:

+ a fiduciary is someone who has undertaken to
act for, or on behalf of, another in a particular
matter in circumstances that give rise to a
relationship of trust and confidence; and

» this concept captures a situation where one
person is in a relationship with another that
gives rise to a legitimate expectation, which
equity will recognise that the fiduciary will not
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utilise their position in a way that is adverse
to the interests of the principal.

Therefore, it is likely to depend on the nature of
the joint venture and the way in which rights and
duties are divided and information disclosed as
to whether the relationship between the parties
engaged in a joint venture will be considered a
fiduciary one.

2.4 Industrial Espionage

Industrial espionage is a lay rather than legal
term in the UK. The type of additional claims
available will depend on the type of industrial
espionage and the type of actor (ie, state/foreign
private individual/domestic citizen). For exam-
ple, criminal claims may be possible in relation
to “fraud by abuse of provision” under Section
4 of the Fraud Act 2006 or offences under the
Computer Misuse Act 1990. Civil trade secrets
claims under common law/equity and the Direc-
tive/Regulation are also likely to be available.

3. Preventing Trade Secret
Misappropriation

3.1 Best Practices for Safeguarding
Trade Secrets

There are no specifically sanctioned “best prac-
tice” guidelines in the UK regarding safeguard-
ing trade secrets. The following are merely some
suggestions.

Implementation of best practices may include
the following.

Physical steps:

* building access controls;
+ ID security check; and

* security guard monitoring.
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Digital protection:

+ dedicated VPNs;

* printing logs;

« USB drive restriction;

* remote access restriction; and
» password protection.

Policies/agreements:

+ detailed pre-employment screening;
* regular training; and

« division of information.

3.2 Exit Interviews

Exit interviews are quite common in the UK.
Depending on the circumstances of the person’s
position and departure, a confirmatory confiden-
tiality agreement may be signed. Employers will
usually ask where the employee is going, but the
employee is under no obligation to provide that
information.

4. Safeguarding Against
Allegations of Trade Secret
Misappropriation

4.1 Pre-existing Skills and Expertise

The UK recognises the distinction between the
general knowledge and skills of an employee
and protectable trade secrets.

In general, types of employee “knowledge” can
be classified into the following categories:

« trade secrets, which are protectable (regard-
less of contractual provisions) both during
and after employment;

+ confidential information, which is protectable
during the term of employment;

« information that amounts to the skill and
knowledge of the employee, which belongs to
the employee; and
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* public information, which cannot be pro-
tected.

The Directive expressly provides that it will not
restrict employees’ use of “information that does
not constitute a trade secret as defined”, or of
“experience and skills honestly acquired in the
normal course of their employment”.

UK law recognises a distinction between mak-
ing use of information and skills acquired from
years of working in a job or industry and particu-
lar information that is specifically committed to
memory (see Printers and Finishers Ltd v Hol-
loway (1965) 1 WLR 1 and Faccenda Chicken
Ltd v Fowler (1987) Ch 117).

There is no specific doctrine of “inevitable dis-
closure” in the UK. However, a similar concept is
incorporated into breach of fiduciary duties. For
example, in Prince Jefri Bolkiah v KPMG (1998)
UKHL 52, the court held that once it was shown
that the firm (KPMG) was in possession of con-
fidential information due to employee knowl-
edge, the evidential burden shifted to the firm to
show that there was no risk that the information
would come into the possession of those act-
ing against the original holder of the confidential
information.

4.2 New Employees
When hiring an employee from a competitor,
best practices include:

* requiring the new employee to sign an affi-
davit or employment agreement confirming
they did not take their previous company’s
information and will not use it in their present
employment; and

» maintaining records of independent creation
of new concepts, ideas and/or customer lists.
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5. Trade Secret Litigation

5.1 Prerequisites to Filing a Lawsuit
There are no trade secrets-specific pre-action
procedural steps that must be satisfied before a
trade secrets action can be commenced in the
UK.

Under Civil Procedure Rule (CPR) 7, proceed-
ings commence when the court issues (ie, seals
and dates) a claim form at the request of the
claimant. A claim form is a brief document, set-
ting out key information about the claim and the
relief sought.

Once issued by the court, the claim form must
be served within four months (or six months
where it is to be served outside the jurisdiction).

A more detailed account of the factual elements
of the claim as alleged is set out in the particu-
lars of the claim, which must be contained in, or
served together with, the claim form, or served
on the defendant within 14 days of service of the
claim form (but no later than the latest day for
serving the claim form).

5.2 Limitations Period

Under the Directive/Regulations, the limitation
period is six years (Regulation 5). In Kieran Cor-
rigan & Co Ltd v OneE Group Ltd [2023] EWHC
649 (Ch) at [312] the court concluded that this
limitation period only applies to claims for the
application of measures, procedures and rem-
edies provided for under the Regulation. The
limitation period begins from the later of:

+ the day on which the unlawful acquisition, use
or disclosure that is the subject of the claim
ceases; or

+ the day of knowledge of the trade secret
holder (ie, when the owner becomes aware of
the breach).

206 CHAMBERS.COM

A breach of confidence/trade secrets under
equity does not have a limitation period - see
Limitation Act, Section 36(1) and Kieran Corrigan
& Co Ltd v OneE Group Ltd [2023] EWHC 649
(Ch) at [315] - [333].

In most cases, action will be taken immediately
on discovery of the breach so the relevance of
the limitation period is minimal.

5.3 Initiating a Lawsuit
See 5.1 Prerequisites to Filing a Lawsuit.

5.4 Jurisdiction of the Courts

There is no specialised trade secrets jurisdic-
tion. Claims under GBP100,000 are likely to be
brought in the County Court and claims over
GBP100,000 or claims that the claimant views as
complex or of particular importance are likely to
be brought in the High Court. In the High Court
they are likely to be heard in the Business and
Property Courts, which covers the specialist civil
courts of the Kings Bench Division, and all of the
lists of the Chancery Division. Which specific list
or Court (eg, Commercial Court or Intellectual
Property List etc), will depend on the broader
context of the trade secrets dispute — ie, whether
it will take place in the context of a contractual
dispute.

5.5 Initial Pleading Standards

The pleadings must contain all material facts
to make out the claim. The claimant is not
required to present its evidence of those facts
at the pleading stage. However, the claimant/
its solicitors are required to sign a statement of
truth in relation to their honest belief in the truth
of the matters pleaded. The statement of truth
acknowledges that proceedings for contempt
of court may be brought against anyone who
makes, or causes to be made, a false statement
in a document verified by a statement of truth.
Cases based on inference are also permitted,
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but are more liable to be struck out depending
on the strength of the inference.

Although there are no special requirements for
trade secrets, an area of difficulty for claim-
ants can be pleading what constitutes the trade
secret itself with the necessary specificity (see
Saltman Engineering Co Ltd v Campbell Engi-
neering Co Ltd (1948) 65 RPC 203) to avoid the
claim being struck out.

This point was re-emphasised in Mulsanne Insur-
ance Company Ltd v Marshmallow Financial
Services Ltd and another [2022] EWHC 276 (Ch)
where the court noted (citing Shenzhen Senior
Technology Material Co Ltd v Celgard LLC [2020
EWCA Civ 1293 at [32]) that “[i]t is well estab-
lished that, in a claim for misuse of trade secrets,
it is important for the claimant properly to par-
ticularise the information which is alleged to be
a trade secret and to have been misused” and
(citing Ocular Sciences Ltd v Aspect Vision Care
Ltd [1997] RPC 289 at 359) that “[t]he courts are
therefore careful to ensure that the plaintiff gives
full and proper particulars of all the confidential
information on which he intends to rely in the
proceedings. If the plaintiff fails to do this, the
court may infer that the purpose of the litigation
is harassment rather than the protection of the
plaintiff’s rights and may strike out the action as
an abuse of process.”

5.6 Seizure Mechanisms

In exceptional circumstances, a party may be
awarded a search order upon application to the
court, allowing their representatives to enter the
defendant’s premises and search for, remove
and detain any documents, information or mate-
rial pertinent to the case.

In the English courts, search orders are con-
sidered an extremely invasive measure, and
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will only be awarded (under the court’s power
derived from Section 7(1) of the Civil Procedure
Act 1997) for the purpose of preserving evidence
in the most extreme cases. The claimant must
show both that it has a strong case and that
there are good reasons for believing that the
defendant is likely to destroy evidence.

Seizures are also available as an interim measure
under Regulation 11(3). This provision is yet to
be tested in the UK courts.

5.7 Obtaining Information and Evidence
Parties can seek assistance from the court to
obtain evidence through the process of disclo-
sure (either pre-action or after proceedings have
started). The level of disclosure available is a
matter of juridical discretion.

The UK Business and Property Courts ran a dis-
closure pilot scheme, which became permanent
in October 2022. The guidelines for disclosure
under the scheme are now set out at Practice
Direction 57AD.

Parties may follow one of disclosure models A to
E, depending on the level of disclosure required
for the case. At one end of the spectrum, model
A only requires disclosure of any known adverse
documents; at the other end, model E requires
“wide search-based disclosure”, and is ordered
only in exceptional circumstances.

Disclosure of documents may also be ordered
under CPR 31.16 before proceedings are com-
menced, where such documents are desirable
in order to dispose fairly of anticipated proceed-
ings, assist resolution of the dispute without
proceedings, or to save costs. For instance, in
The Big Bus Company Ltd v Ticketogo Limited
(2015) EWHC 1094 (Pat), the court granted pre-
action disclosure of Ticketogo’s licences with
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third parties (for lawyers’ eyes only) on the basis
that it might dispose of the action.

In extreme circumstances, a party may be
awarded a search order upon application to the
court, allowing their representatives to enter the
defendant’s premises and search for, remove
and detain any documents, information or mate-
rial pertinent to the case. This is discussed in 5.6
Seizure Mechanisms.

5.8 Maintaining Secrecy While Litigating
In its inherent jurisdiction, the court is able to
close hearings and declare certain evidence
confidential and the parties and court can limit
information to “confidentiality clubs”. Parties
may also apply under CPR 5.4(c)(4) for an order
to keep statements of case confidential and out
of the public domain.

Furthermore, the Directive/Regulation specifical-
ly requires that trade secrets remain confidential
during and after legal proceedings. Regulation
10(1) prevents those who take part in trade secret
proceedings (including parties, lawyers, experts
and court officials) from using or disclosing the
trade secret or information alleged to be a trade
secret. This subsists until the court finds that the
information was not a trade secret or where it
enters the public domain (Regulation 10(3)). The
court may also restrict access to a document or
hearing, or redact its judgment under Regulation
10(5). These steps can be taken on the applica-
tion of a party or its own initiative (Regulation
10(4)). Parts of the judgment can be redacted in
accordance with Regulation 18.

5.9 Defending Against Allegations of
Misappropriation

Best practices for a defendant in a trade secret
litigation is to show that the alleged trade secret
does not meet the required standards of a trade
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secret. For example, to attack each of the ele-
ments to show that the alleged trade secret was
not secret, not commercially valuable or that rea-
sonable steps were not implemented to keep it
confidential or that the information was generally
known within the industry in question. If appli-
cable, the defendant can also attempt to show
that the use or disclosure was within the scope
of permitted use — for example, the alleged use
may be within the scope of the interpretation of
the joint venture contract.

There are limited defences available on public
interest and whistle-blower protection grounds,
but these are unlikely to be available to most
defendants in trade secrets litigation.

5.10 Dispositive Motions

The UK courts have case management powers
over their cases. While there are no specific dis-
positive motions in relation to trade secrets pro-
ceedings, UK courts routinely split the question
of liability (first) and relief/quantum (second) into
separate hearings.

Furthermore, parties can apply for a separate
question where the answer may dispose of the
action in its entirety. For example, the defendant
can apply for a strike out of the claimant’s plead-
ing and the claimant can apply for a summary
judgment. Ultimately, this is within the judge’s
discretion.

5.11 Cost of Litigation

The costs of a proceeding are widely variable
depending on the technology involved and the
experts and/or experiments required. Litigation
funding is available in the UK.

See also 7.5 Costs.
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6. Trial

6.1 Bench or Jury Trial
Trade secret proceedings are heard and decided
by a single judge in the first instance.

6.2 Trial Process

The claimant files its claim form and particulars
of the claim that pleads the cause of action and
states the requested relief. The defendant is then
required to file an acknowledgement of service
and a defence (and the claimant may reply). Usu-
ally, one to two months after the close of plead-
ings, there will be a case management confer-
ence (CMC), at which the court will direct how
the matter will progress to trial, including in rela-
tion to disclosure, factual and expert evidence,
the exchange of skeleton arguments and a trial
date.

Fact witnesses give their evidence in chief by
way of witness statement and are cross-exam-
ined during the hearing if required. Expert evi-
dence is given by way of written report, and
expert witnesses may also be cross-examined if
required during the hearing. The parties provide
written skeleton arguments ahead of the hearing,
and further opening and closing submissions are
made orally during the hearing (closing submis-
sions are also exchanged in writing). The judge
almost always reserves judgment and then pro-
vides a written judgment, usually within three
months.

6.3 Use of Expert Witnesses

The UK allows for expert evidence. There are
strict requirements to ensure the independence
of the expert testimony, which are set out in CPR
part 35. The expert’s ultimate duty is to assist the
court. Experts must prepare their own reports
and cannot be actively prepared for cross-exam-
ination by the lawyers.
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Experts must agree to be bound by the CPR 35
requirements.

The cost of experts varies depending on the
field, type of expert, time commitment required
and general complexity of the case.

7. Remedies

7.1 Preliminary Injunctive Relief

Interim injunctions are available by application
to the court and are a discretionary equitable
remedy. Injunction applications are usually heard
on an inter partes basis (notice is given to the
defendant) and can be heard urgently if required.
In order for an interim injunction to be granted,
under Section 37 of the Senior Courts Act 1981,
the court must be satisfied that it is “just and
convenient”. This is generally established by fol-
lowing the test developed in American Cyana-
mid Co (No 1) v Ethicon Ltd (1975) UKHL 1.

Requirements for Preliminary Injunctive Relief
Firstly, there must be a serious question to be
tried on the merits. This is generally regarded
as a low threshold to satisfy. What needs to be
shown is that the applicant’s cause of action has
substance (ie, some prospect of success).

Secondly, the court considers the “balance of
convenience”. Some key considerations relevant
to whether the balance of convenience favours
the granting of an interim injunction are the fol-
lowing.

+ Would damages be a sufficient remedy?
* Is there irreparable harm?

Delay in applying for an interim injunction will
reduce the likelihood of obtaining one.
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If an interim injunction is granted, the court
may require that the injunction applicant gives
an undertaking in damages - ie, agrees to pay
damages to the respondent for losses caused by
granting of the injunction if later it is held that the
injunction was wrongly granted (eg, if the court
finds that the information in question was not a
trade secret).

Ex Parte Injunctions

Ex parte injunctions (ie, without notice to the
other side) are available in very exceptional cas-
es, such as where the matter is so urgent that
there may not be time to notify the defendant, or
where there is real concern that the defendant
may seek to dispose of evidence.

In an ex parte hearing, the applicant must pro-
vide full and frank disclosure to the court and
disclose all matters that are material to the
court (including legal principles that are not in
its favour). If an ex parte injunction is granted,
the court will usually make provision for a return
date hearing, at which the respondent may con-
test the injunction.

Available Interim Measures
Regulation 11 of the Regulation outlines avail-
able interim measures, which include:

* the cessation of, or (as the case may be) the
prohibition of, the use or disclosure of the
trade secret on a provisional basis;

« the prohibition of the production, offering,
placing on the market or use of infringing
goods, or the importation, exportation or stor-
age of infringing goods for those purposes;
and

* the seizure or delivering up of the suspected
infringing goods, including imported goods,
so as to prevent the goods entering into, or
circulating on, the market.
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These provisions have not been tested in the
UK courts but would probably be interpreted in
a way that is consistent with the requirements of
those remedies at common law.

7.2 Measures of Damages
Under common law, the claimant may elect
between damages and an account of profits.

If the claimant elects an award of damages, it will
need to show on the balance of probability the
harm suffered by it. This may be by way of lost
sales, lost contracts, lost royalties or any other
compensatory measure. Punitive or exemplary
damages are extremely rare.

If the claimant elects an account of profits, the
substantial body of the evidence is likely to be
derived from the defendant’s disclosure.

Regulation 3 of the Regulation provides that
common law remedies available in an action for
breach of confidence remain available to claim-
ants where they provide wider protection to the
trade secret holder than provided under the Reg-
ulation. The Claimant can apply for relief both
under common law remedies and the remedies
under the Regulation.

Regulation 17(1) of the Regulation sets out the
mechanism for assessing damages. The damag-
es should be “appropriate to the actual prejudice
suffered as a result of the unlawful acquisition,
use or disclosure of the trade secret” — ie, com-
pensatory damages.

The court may take into account “appropriate
factors”, including:

* negative economic consequences, including
any lost profits that the trade secret holder
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has suffered, and any unfair profits made by
the infringer (Regulation 17(3)(i)); and

* non-economic factors, including moral preju-
dice (Regulation 17(3)(ii)).

The court may also award damages on the basis
of a hypothetical licence (Regulation 17(4)). This
is similar to under Article 13 of the IP Enforce-
ment Directive (Directive 2004/48/EC).

7.3 Permanent Injunction

Permanent injunctions are available as a com-
mon law and statutory remedy for trade secrets
misappropriation.

Regulation 14 provides for the following non-
financial corrective measures, which include
permanent injunctions and delivering up of
“infringing” goods:

+ the cessation of, or (as the case may be) the
prohibition of, the use or disclosure of the
trade secret;

+ the prohibition of the production, offering,
placing on the market or use of infringing
goods, or the importation, exportation or stor-
age of infringing goods for those purposes;

« the adoption of corrective measures with
regard to the infringing goods, including,
where appropriate:

(a) recall of the infringing goods from the
market;

(b) depriving the infringing goods of their
infringing quality;

(c) destruction of the infringing goods or their
withdrawal from the market, provided that
the withdrawal does not undermine the
protection of the trade secret in question;

« the destruction of all or part of any document,
object, material, substance or electronic file
containing or embodying the trade secret,
or, where appropriate, delivering up to the
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applicant all or part of that document, object,
material, substance or electronic file.

In making a Regulation 14 order, the court must
take into account the specific circumstances of
the case, including, where appropriate (Regula-
tion 15):

« the value or other specific features of the
trade secret;

+ the measures taken to protect the trade
secret;

+ the conduct of the infringer in acquiring, using
or disclosing the trade secret;

« the impact of the unlawful use or disclosure
of the trade secret;

* the legitimate interests of the parties and the
impact that the granting or rejection of the
measures could have on the parties;

+ the legitimate interests of third parties;

+ the public interest; and

« the safeguard of fundamental rights.

If the court places a time limit on its Regulation
14 order, that limit must be sufficient to elimi-
nate the commercial or economic advantage
obtained by the misappropriation (Regulation
15(2)). There are no limits on the length of a per-
manent injunction, however, the defendant can
apply to the court for the revocation of a Regula-
tion 14 measure on the basis that the information
no longer constitutes a trade secret (Regulation
15(3)).

As noted above, Regulation 3 of the Regulation
provides that common law remedies available in
an action for breach of confidence remain avail-
able to claimants. The claimant can apply for
relief both under common law remedies and the
remedies under the Regulation.
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In relation to former employees, an employer
may also be able to enforce a restraint of trade
against an employee moving to a competitor.
This will depend on the contractual background
as well as the reasonableness of those restric-
tions, and the ability of the employee to continue
to earn a living if so restrained.

7.4 Attorneys’ Fees
See 7.5 Costs.

7.5 Costs

The general rule is that the unsuccessful party
pays the successful party’s costs. The court has
the power to make whatever costs orders it finds
most appropriate (CPR 44). Costs awards can
be reduced or limited due to poor conduct, fail-
ing to comply with pre-action protocols or other
factors.

In making an order as to costs, the court must
consider the overriding objective that cases be
dealt with “justly and at proportionate cost”.
When considering whether costs incurred are
proportionate, the court will consider:

+ the amount in dispute;

« the value of any non-monetary relief sought;

+ the complexity of the case;

+ any additional costs relating to poor conduct
on behalf of the unsuccessful party; and

+ any other relevant factors in the circumstanc-
es.

The general rule is that costs will be assessed on
the standard basis, which allows for the recov-
ery of proportionate costs. This may mean that
some costs are not recoverable and others are
reduced. Parties should expect that if costs are
calculated on the standard basis, the success-
ful party will recover 60-75% of its costs. In
assessing the proportion of its costs that a suc-
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cessful party may be able to recover, the court
will typically consider the number of issues on
which that party succeeded, as well as the time
spent at trial on the issues raised by each of the
parties.

8. Appeal

8.1 Appellate Procedure

Applications for appeals need to be made with-
in 21 days of the decision of the lower court.
Appeals for trade secret cases require the per-
mission of the court.

The application can be made to the lower court
(High Court or County Court), or if they have
already refused leave to appeal, the prospective
appellant (claimant or defendant) may appeal to
the Court of Appeal (CPR 52.3(2)).

Permission will only be given where the court
believes that the appeal would have a real pros-
pect of success, or there is some other compel-
ling reason to allow the appeal to go ahead (CPR
52.6(1)). It usually takes six to 12 months for the
Court of Appeal hearing to be heard.

A further appeal from the Court of Appeal to the
Supreme Court is possible for matters of “gen-
eral public importance”. Permission is not usu-
ally granted. If it is, it usually takes a further one
to two years for the Supreme Court hearing to
be heard.

It is possible, although extremely difficult, to suc-
cessfully appeal an interim decision (see Wright
v Pyke and another (2012) EWCA Civ 931, Had-
mor Productions v Hamilton (1983) 1 AC 191,
stressing the limited function of the appellate
court).
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8.2 Factual or Legal Review

Appeals are limited to a review of the first-
instance decision on points of law and do not
usually involve reconsidering the evidence heard
and findings of fact made at first instance. Par-
ties have to apply to adduce fresh evidence and
it is rarely allowed.

If an issue has not been raised at first instance, it
is difficult to rely on it on appeal. Parties file writ-
ten outlines both at the initial grounds of appeal
stage and in submissions prior to the hearing.
The parties’ advocates will then have an oppor-
tunity for oral submissions.

9. Criminal Offences

9.1 Prosecution Process, Penalties and
Defences

There are no criminal offences specific to trade
secrets misappropriation.

However, there may be criminal laws that can
cover misappropriation — for example, “fraud by
abuse of position” under Section 4 of the Fraud
Act 2006, or offences under the Computer Mis-
use Act 1990. Directors and other officers can
also be prosecuted (together with the corpora-
tion) under the Fraud Act (Section 12). There are
no specific defences to these sections.

Given “trade secret misappropriation” is not a
specific offence, there are therefore not specific
mechanisms available for trade secret owners
to co-ordinate with law enforcement offences.
Depending on the circumstances of the misap-
propriation, it is likely to be dealt with by cyber-
crime units.
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10. Alternative Dispute Resolution
(ADR)

10.1 Dispute Resolution Mechanisms
There is no formal ADR mechanism; it is party-
led. The pre-action conduct can be taken into
account by the court. The court’s guidance is
generally that litigation should be a last resort
and that parties should consider whether nego-
tiation or some other form of ADR might enable
them to settle their dispute without commencing
proceedings. Parties are expected to exchange
sufficient information to understand the other’s
position and to attempt to settle the issues
between themselves without recourse to litiga-
tion.

Parties are encouraged to consider ADR (and
settlement) at the outset and generally through-
out the litigation timetable. Further, the Court
of Appeal recently held that courts have the
power to order parties to engage in non-court
based dispute resolution — eg, mediation (James
Churchill v Merthyr Tydfil County Borough Coun-
cil (the Council) [2023] EWCA Civ 1416).

The Practice Direction on Pre-Action Conduct
and Protocols explicitly refers to mediation, arbi-
tration, early neutral evaluation and Ombudsmen
schemes as ADR options available for resolution
of disputes.
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Kirkland & Ellis LLP is an international law firm
with approximately 3,500 attorneys across the
USA, Europe and Asia. Kirkland’s trade secrets
litigation practice includes approximately 85 at-
torneys with years of experience representing
both plaintiffs and defendants in trade secrets
matters in diverse industries. They draw upon
the formidable depth of Kirkland’s intellectual
property, commercial litigation and other prac-
tices to provide an approach tailored to the
intricacies of each individual case. Kirkland’s
trade secrets attorneys have litigated the broad
spectrum of trade secret disputes, ranging from
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1. Legal Framework

1.1 Sources of Legal Protection for Trade
Secrets
In the USA, trade secrets are protected by the
following:

- federal trade secret law, the Defend Trade
Secrets Act (DTSA);

« individual state laws modelled after the Uni-
form Trade Secrets Act (UTSA); and

« common law protection in New York, which is
the only state that has not yet adopted a ver-
sion of the UTSA.

Prior to adopting some variation of the UTSA,
most states had relied on common law trade
secret protection, which was summarised in
the Restatement of Torts Section 757. In 1979,
the UTSA was promulgated by the Uniform Law
Commission (ULC) as a model act that each
state could use as a template for enacting its
own trade secret legislation. In 1985, the UTSA
was significantly amended to resolve issues with
the 1979 version and better align it with the vari-
ations adopted by the states. In 2016, the DTSA
was passed to enhance federal protection of
trade secrets.

An individual or corporate entity may bring
claims under the DTSA and a state’s trade secret
law simultaneously because the DTSA does not
pre-empt state trade secret laws. The UTSA,
however, contains a pre-emption clause that
displaces common law trade secret causes of
action.

1.2 What Is Protectable as a Trade
Secret

In general, a trade secret consists of com-
mercially valuable information that is valuable
because of its secrecy. A trade secret also has to
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satisfy a minimum standard of novelty to avoid
being unprotected common knowledge.

Under the DTSA, a trade secret includes “all
forms and types of financial, business, scientific,
technical, economic, or engineering information”
(18 USC Section 1839(3)).

Under the UTSA, a trade secret is information in
the form of a “formula, pattern, compilation, pro-
gram, device, method, technique, or process”
(UTSA Section 1(4)).

Under the common law, a trade secret is “any
formula, pattern, device or compilation of infor-
mation which is used in one’s business, and
which gives [the business] an opportunity to
obtain an advantage over competitors who do
not know or use it” (Restatement of Torts Section
757, Comment b).

1.3 Examples of Trade Secrets

Examples of a trade secret under the DTSA and
state trade secret laws modelled after the UTSA
include:

» marketing and advertising research (Whyte
v Schlage Lock Co, 101 Cal App 4th 1443,
1455-56 (2002));

« process and manufacturing technologies (see
above reference);

« formulas and methods (see above reference);

« cost- and pricing-related information (Walker
Mfg, Inc v Hoffmann, Inc, 261 F Supp. 2d
1054, 1080 (N.D. lowa 2003));

* business plans and information, sales strate-
gies and financial information (Avery Denni-
son Corp v Kitsonas, 118 F Supp 2d 848, 854
(S.D. Ohio 2000y));

« source code (Wellogix, Inc v Accenture, LLP,
716 F 3d 867, 875 (5th Cir. 2013));



USA [ AW AND PRACTICE

Contributed by: Claudia Ray, Joseph Loy, Miriam Kontoh and Andrew (Keum Yong) Lee, Kirkland & Ellis LLP

« internal design and software architecture doc-
uments (TouchPoint Solutions, Inc v Eastman
Kodak Co, 345 F Supp 2d 23, 28 (D. Mass.
2004)); and

« customer lists (Fireworks Spectacular, Inc
v Premier Pyrotechnics, Inc, 86 F Supp 2d
1102, 1106 (D. Kan. 2000)).

Examples of a trade secret under the common
law, which is still the applicable law in New
York and continues to be persuasive precedent
in UTSA states, include “any formula, pattern,
device or compilation of information which is
used in one’s business”, such as pricing-relat-
ed information, customer lists, or source code
(Restatement of Torts Section 757, Comment b;
Laro Maint Corp v Culkin, 700 NYS 2d 490, 492
(1999); E Bus Sys, Inc v Specialty Bus Sols, LLC,
739 NYS 2d 177,179 (2002); MSCI Inc. v Jacob,
992 NYS 2d 224, 225 (2014)).

1.4 Elements of Trade Secret Protection
DTSA and UTSA

To prevail on a claim of trade secret misappro-
priation under the DTSA and state trade secret
laws, a claimant must prove the following three
elements:

- that the claimant owns a trade secret (see
discussion below on ownership of trade
secrets);

+ that the trade secret was misappropriated by
the defendant; and

+ that the claimant was damaged by the
defendant’s misappropriation.

With respect to the first element, a claimant has
to prove the existence of a trade secret by show-
ing the following:

- that the owner has taken reasonable meas-
ures to maintain the secrecy of the trade
secret; and
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- that the trade secret derives actual or poten-
tial economic value from not being generally
known or readily ascertainable through proper
means to another who can obtain economic
value from the information’s use or disclosure.

Additionally, some state trade secret laws explic-
itly state that the owner must have taken rea-
sonable measures under the circumstances to
maintain the secrecy of the trade secret — for
example, see Alta Devices, Inc v LG Electronics
Inc, 343 F Supp 3d 868, 877 (N.D. Cal. 2018).

New York

In New York, there are six factors that are gen-
erally considered when determining whether a
trade secret exists:

+ the extent to which the information is known
outside of an individual business;

+ the extent to which it is known by employees
and others involved in their business;

* the extent of measures taken to guard the
secrecy of the information;

+ the value of the information to the holder and
to their competitors;

+ the amount of effort or money expended in
divulging the information; and

+ the ease or difficulty with which the informa-
tion could be properly acquired or duplicated
by others.

Some courts in UTSA states continue to con-
sider these six common law factors in determin-
ing whether a trade secret exists, despite having
adopted a variation of the UTSA.

In order to prevail on a claim for trade secret
misappropriation in New York, a claimant must
prove that (i) they own a trade secret, and (ii) the
defendant used the trade secret by breaching an
agreement, confidential relationship or duty, or
through discovery by improper means.
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Although ownership is a common element to
most state and federal claims, recent trends sug-
gest a claimant may be able to bring a claim for
misappropriation under some state trade secret
laws where the claimant only demonstrates law-
ful possession of the trade secret — for example,
see Adv Fluid Sys, Inc v Huber, 958 F.3d 168,
177-78 (3d Cir. 2020).

Ownership

Who can “own” a trade secret

In order to bring a trade secret action, one must
be an “owner” of the trade secret. The DTSA
defines a trade secret owner as “the person or
entity in whom or in which rightful legal or equi-
table title to, or license in, the trade secret is
reposed”. 18 U.S.C. § 1839(4). Various states
that have adopted the UTSA similarly define
trade secret owners. Such a definition may ena-
ble both the creator of a trade secret and any
assignees or licensees that have rightful pos-
session of the trade secret to bring trade secret
misappropriation claims. See — eg, BladeRoom
Group Ltd v Facebook, Inc. 219 F. Supp. 3d 984,
990-91 (N.D. Cal. 2017).

Ownership issues may arise in the context of
employer-employee relationships where a trade
secret was developed by the employee. Many
employment contracts provide for the assign-
ment of such trade secrets to the employer
under the “work for hire” doctrine. However,
states vary in the presumption of assignability of
trade secrets developed by employees, and the
“work for hire doctrine” may be limited to cover
only those trade secrets that were developed
through work performed (i) by the employee for
the employer or (i) using the employer’s informa-
tion or equipment.

1.5 Reasonable Measures
Trade secret owners must generally show that
they took reasonable measures to protect their
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trade secrets. Examples of reasonable measures
include:

+ warning employees and third parties about
the confidential nature of the information
through, for example, confidentiality agree-
ments, confidentiality designations on docu-
ments, employee training or trade secret
policies in an employee handbook;

« password protections and electronic firewalls;

* physically locking confidential information;

» restricting access to physical and electronic
areas where trade secrets are stored; and

» minimising the number of people that learn
the trade secret.

1.6 Disclosure to Employees

An employee has an implied duty not to dis-
close an employer’s trade secret. Disclosing a
trade secret to an employee who cannot perform
their job without knowledge of the trade secret
does not destroy the trade secret. If, however,
the trade secret is further disclosed to employ-
ees who do not need to know it to perform their
jobs, and precautions are not taken to protect
the confidentiality of the trade secret, then there
may be a risk that trade secret protection will
be lost.

1.7 Independent Discovery

Trade secret protection cannot be used against
a party who independently discovered or reverse
engineered the alleged trade secret. In other
words, trade secret misappropriation, unlike pat-
ent infringement, is not a “strict liability” offence.
Misappropriation would not lie against an inde-
pendent developer, in part because there was
no acquisition from the trade secret owner (nor
from another party with an obligation to the trade
secret owner).

Similarly, reverse engineering the alleged trade
secret from a commercially available product
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would not be an “improper means” of acquiring
the information under trade secret laws (although
such activity could violate agreements, such as
those imposed by “shrink-wrap” or “click-wrap”
licences). Both independent development and
reverse engineering suggest that the alleged
trade secret is not difficult to properly acquire
or duplicate, a factor often considered in evalu-
ating whether trade secret protection is war-
ranted. Independent development and reverse
engineering can therefore be valuable defences
to a defendant faced with allegations of trade
secret misappropriation.

Two parties could conceivably develop the same
trade secret independently and without knowl-
edge of the other’s development, and both par-
ties would have independent causes of action
against third parties for misappropriation. For
the same reasons discussed above, however,
neither party would be able to successfully
recover against the other for trade secret mis-
appropriation.

1.8 Computer Software and Technology
Certain aspects of computer software and tech-
nology, such as proprietary source code and
internal software design and architecture mate-
rials, may be protectable trade secrets under the
DTSA and various state trade secret laws if the
ordinary standards for trade secret protection
are met. There are no specific protections that
are unique to computer software and/or tech-
nology.

Aspects of software that are apparent to an end
user, such as the software’s general functional-
ity or user interface, are unlikely to receive trade
secret protection unless the end user licence or
other agreement imposes an obligation to keep
this kind of information secret.
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The Computer Fraud and Abuse Act (CFAA) also
establishes civil and criminal penalties for know-
ingly or intentionally either accessing a protected
computer (without authorisation) or exceeding
the authorised level of access.

1.9 Duration of Protection for Trade
Secrets

Trade secrets may remain protected indefinitely,
so long as the trade secret owner maintains
the secrecy of the trade secret. Accidental or
intentional public disclosure may terminate trade
secret protection, but such considerations are
generally fact-based inquiries.

Controlled disclosure of a trade secret — eg,
for licensing or limited disclosure to third-party
vendors and employees for business purposes —
generally does not nullify trade secret protection.
Owners of trade secrets should accompany any
controlled disclosure of their trade secret with
non-disclosure agreements, company policies,
or alternative safeguards that maintain the con-
fidentiality of the trade secrets.

1.10 Licensing

A trade secret owner has a right to license the
trade secret to a licensee through a contract
or licensing agreement. The licensee may pay
the trade secret owner royalties in exchange for
using the trade secret.

The trade secret owner must still take reason-
able steps to maintain the secrecy of the trade
secret in order to retain trade secret protection.
See Turret Labs USA, Inc v CargoSprint, LLC,
2022 WL 701161, at *2-3 (2d Cir. Mar. 9, 2022).
For example, the licensing agreement may con-
tain a confidentiality restriction or a non-disclo-
sure provision.
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The licensing agreement may require the licen-
see to pay the trade secret owner royalties even
if the licensed information is no longer suffi-
ciently secret to qualify as a trade secret, unless
the agreement specifically states otherwise. See
Warner-Lambert Pharm Co v John J Reynolds,
Inc, 178 F Supp 655 (S.D.N.Y. 1959), aff’'d, 280
F 2d 197 (2d Cir. 1960).

1.11 What Differentiates Trade Secrets
From Other IP Rights

One primary difference between patent and
trade secret protection is public disclosure.
Unlike a trade secret, which does not have to
be registered and cannot be publicly disclosed,
patents can only be obtained by applying to
the United States Patent and Trademark Office.
During that process, the patent application and
granted patent will be disclosed publicly.

Once the individual’s patent application has
been granted, the patent provides a 20-year
monopoly right from the filing date of the earli-
est priority application, after which the patented
invention enters the public domain and may be
used by anyone.

Because of this mandatory disclosure, protecting
information as a trade secret may be preferred
to protecting it via patent. One disadvantage,
however, is that although they can theoretically
be protected indefinitely, trade secrets, unlike
patents, can be independently discovered or
reverse engineered, after which there may be
no further protection.

1.12 Overlapping IP Rights

In the USA, patent, trade mark, copyright, and
trade secret are separate and independent
forms of legal protection for intellectual property.
Plaintiffs can, and do, frequently assert claims
under more than one of these legal protections,
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simultaneously, based on the same or related
conduct.

An individual cannot seek both patent and trade
secret protection for the same information. They
may, however, obtain overlapping rights in a sin-
gle product, such as protecting the design of
the product with a patent, while protecting the
composition of the product as a trade secret.

Copyright and trade secret laws may overlap in
the computer software field since computer soft-
ware may receive protection from both.

1.13 Other Legal Theories

In addition to federal or state trade secret claims,
plaintiffs should consider whether other com-
mon law or statutory claims may apply to the
conduct at issue, including, for example, breach
of contract, tortious interference with contractual
relations, unfair competition, breach of fiduciary
duty, aiding and abetting a breach of fiduciary
duty, or unjust enrichment.

That said, many state trade secret laws pre-
empt common law and statutory claims to the
extent they are based on the same facts and/or
underlying conduct as the trade secret claims.

1.14 Criminal Liability

Responsibility for enforcing criminal laws direct-
ed to trade secret theft and related activity rests
with prosecutors at both the federal and state
levels. While trade secret owners cannot pursue
criminal claims as of right, they should consid-
er whether to refer suspected or known trade
secret theft to the Department of Justice or a
state agency for investigation. The EEA imposes
criminal liability, including substantial fines and
imprisonment, for intentional or knowing theft
of trade secrets. As with many federal criminal
statutes, attempts to commit trade secret mis-
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appropriation as well as conspiring with others
in furtherance of stealing trade secrets are them-
selves criminal activities, even if the theft is not
ultimately successful. Fines for organisations
that commit an offence under the EEA can reach
up to three times the value of the stolen trade
secrets to the organisation, including avoided
R&D expenses.

Defendants may avail themselves of defences
unique to trade secret law. For example, the
DTSA includes a “whistle-blower immunity” pro-
vision that shields a person from criminal liability
under trade secret laws for disclosing a trade
secret in confidence to a government official or
an attorney solely for the purpose of reporting or
investigating a suspected violation of law.

Separately, the CFAA establishes criminal penal-
ties for knowingly or intentionally either access-
ing a protected computer (without authorisation)
or exceeding an authorised level of access. Pen-
alties include fines and imprisonment, the sever-
ity of which may be enhanced if the offence is
committed for commercial advantage or finan-
cial gain.

1.15 Extraterritoriality

The DTSA appears to carry over the EEA’s appli-
cability to conduct outside the USA under cer-
tain circumstances. The simplest hook for extra-
territorial application is if the misappropriator is
a person who is a citizen or lawful permanent
resident of the USA or an organisation that is
organised under the laws of the USA or one of
its states.

The DTSA may also have extraterritorial reach
even if the misappropriator does not meet either
criteria, as long as an act in furtherance of the
offence was committed in the USA. Courts are
just beginning to grapple with the contours of
extraterritorial application of the DTSA, so the
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precise parameters are not entirely clear. So
far they have been willing to apply the DTSA to
misappropriation occurring overseas based on
“acts in furtherance” that occurred in the USA,
including marketing of products embodying the
stolen trade secrets at trade shows within the
USA and travel to the USA for the purpose of
hiring a competitor’s engineers. See Motorola
Solutions Inc v Hytera Communications Corp,
436 F Supp 3d 1150, 1157-66 (N.D. Ill. 2020);
Micron Technology Inc v United Microelectron-
ics Corp, 2019 WL 1959487, at *3-4 (N.D. Cal.
May 2, 2019).

On the other hand, loss of domestic revenues
from entirely extraterritorial activity may not be
alone sufficient to bring alleged misappropriation
within the reach of the DTSA. See Luminati Net-
works Ltd v BIScience Inc, 2019 WL 2084426,
at *9-10 (E.D. Tex. May 13, 2019). The ability of
domestic trade secret owners to redress theft
by foreign companies and those in their employ
will therefore depend greatly on the facts of each
particular case.

2. Misappropriation of Trade
Secrets

2.1 The Definition of Misappropriation
The DTSA and UTSA both define misappro-
priation as the “acquisition of a trade secret of
another by a person who knows or has reason
to know that the trade secret was acquired by
improper means or disclosure or use of a trade
secret of another without express or implied
consent” (18 USC Section 1839(5); Uniform
Trade Secrets Act Section 1(2)).

Improper means include “theft, bribery, misrep-
resentation, breach or inducement of a breach of
a duty to maintain secrecy, or espionage through
electronic or other means,” but do not include
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lawful means of acquisition such as reverse
engineering or independent discovery (18 USC
Section 1839(6); Uniform Trade Secrets Act Sec-
tion 1(1)).

2.2 Employee Relationships

There is an implied confidential relationship
between employers and employees, such that
the employee is obligated not to disclose the
employer’s confidential information (Restate-
ment (Third) of Unfair Competition Section 42,
Comment b (1995)).

Disclosing a trade secret to employees does
not typically constitute public disclosure result-
ing in the termination of the trade secret, given
that employees have a fiduciary duty to maintain
the secrecy of the trade secret. Even if there is
no express contractual term in an employment
agreement prohibiting the employee from dis-
closing the trade secret, the employee still has
an implied duty to maintain the secrecy of the
trade secret.

If, however, the trade secret is disclosed to
employees who do not need knowledge of it in
order to perform their jobs, and precautions are
not taken to prevent those employees from dis-
closing the trade secret, then the trade secret
protection may be terminated. Thus, it is a ben-
eficial precaution to require an employee, in
express contractual terms, not to disclose the
employer’s trade secrets.

2.3 Joint Ventures

Entities that participate in a joint venture owe
each other a fiduciary duty not to disclose their
trade secret during the joint venture. Never-
theless, it is best practice to create a contract
between the owners of the joint venture that
requires them to maintain the secrecy of the
trade secret both during the joint venture and
after its dissolution. Alternatively, a joint ven-
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ture might involve a company licensing its trade
secret to a third-party company. Again, in this
scenario, it is best practice for the company with
the trade secret to require the third party to sign
a contract stating that the third party will not dis-
close the company’s trade secret, rather than
relying on any implied duty of confidentiality.

2.4 Industrial Espionage

When a company possesses valuable confiden-
tial information, industrial espionage is a likely
threat. Companies should take as many secu-
rity measures as practically feasible to restrict
access to trade secrets and confidential infor-
mation. Even internally, the trade secrets should
only be available to a limited number of need-to-
know employees, and those employees should
frequently be reminded of the confidential nature
of the trade secret and be required to sign non-
disclosure agreements.

If an individual commits an act of industrial
espionage, they may be subject to criminal
prosecution under the EEA (18 USC Sections
1831-1839), which provides a cause of action
against domestic and foreign misappropriation
of trade secrets.

The Federal Bureau of Investigation’s Economic
Espionage Unit can investigate instances of
trade secret theft. There are dedicated units in
the US Attorney’s Offices that have the ability to
prosecute trade secret espionage.

3. Preventing Trade Secret
Misappropriation

3.1 Best Practices for Safeguarding
Trade Secrets

Common approaches for safeguarding trade
secrets include physical, technological and per-
sonnel-related means, as follows.
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* Physical steps:

(a) building access controls;
(b) ID security check;

(c) security guard monitoring;
(

(

- =

d) visitor logs;
e) supervised tours; and

(f) labelling confidential information.
* Technological protection:

(a) dedicated VPN networks;

(b) password protection;

(c) multi-factor authentication;
(d) access and security audits;
(
(

- =

e) penetration testing;

f) spam and phishing email filters; and

(9) mobile device management software.

* Personnel:

(@) pre-employment screening including
determining whether new hires are sub-
ject to any non-compete agreements;

(b) training;

(c) employee handbook that describes the
policies on confidentiality and trade se-
crets; and

(d) non-disclosure agreements for each new
hire, visitor and third-party vendor/con-
sultant.

3.2 Exit Interviews

It can be useful for an employer to conduct exit
interviews of departing employees. Such inter-
views often incorporate some or all of the fol-
lowing:

* reminding the employee not to disclose any
trade secret information;

 reminding the employee to return all company
property, including badges, access cards and
electronic devices such as laptops or cell
phones;

« asking the employee about the nature of their
new position, such as any responsibilities,
the name of the new employer, and the new
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employer’s address (although the employee
does not have to provide such information);

« asking the employee if they have returned or
destroyed electronic and physical copies of
company materials;

+ asking the employee to sign an affidavit
of compliance or a written statement that
they will not disclose confidential informa-
tion or company trade secrets and that they
have searched for, located and returned or
destroyed all company property; and

+ asking the employee if they have any ques-
tions regarding the confidentiality of any trade
secrets.

4. Safeguarding Against
Allegations of Trade Secret
Misappropriation

4.1 Pre-existing Skills and Expertise

An employee’s general knowledge and skills,
including those already possessed or learned
from a prior job, do not count as trade secrets
that the employee is prohibited from using at
a subsequent position. When an individual
accepts new employment with a competing
entity, however, the employee needs to ensure
that they only rely on such general knowledge
and skill, and do not disclose any trade secrets
or confidential information to the new employer.

In some situations, it may be difficult to separate
the trade secrets from an employee’s general
skills, experience and knowledge. To account
for those instances, the common law developed
an “inevitable disclosure” doctrine, which rec-
ognises that there may be scenarios where the
duties of the employee’s new position inevitably
require the disclosure of the trade secret from
the employee’s former employment. In such a
situation, the previous employer may seek an
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injunction to prevent the employee from work-
ing with a subsequent employer at all (or in a
directly competitive role) for a specified time (eg,
one year).

However, even if such a risk of inevitable dis-
closure exists, many courts will deny injunctive
relief on this basis alone, absent actual proof
of misappropriation, preferring a policy of free
employee mobility at the early stage of any liti-
gation. These same courts nevertheless often
entertain a cause of action for trade secret
misappropriation — and even grant permanent
injunctions — on a fully developed factual record
proving elements of the claim.

4.2 New Employees

When hiring a new employee, there are a number
of steps that an employer can take to minimise
the risk of a trade secret claim, including the fol-
lowing:

+ performing an analysis of the risk of litigation
before hiring the employee;

+ ensuring that the employee is not placed in a
position where they will inevitably rely on and
use a former employer’s trade secrets;

* requiring the new employee to sign a non-dis-
closure agreement and explaining the trade
secret confidentiality policy;

 reminding the employee not to disclose any
trade secrets or confidential information from
prior positions;

« training the employee on trade secret poli-
cies;

* requiring a new employee to sign a contract
preventing them from disclosing trade secrets
and/or confidential information from a previ-
ous employer; and

+ assessing whether the new employee is sub-
ject to a non-compete agreement.
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5. Trade Secret Litigation

5.1 Prerequisites to Filing a Lawsuit

There are no procedural prerequisites or require-
ments for filing a trade secret misappropriation
lawsuit, although a lawsuit may be preceded
by a cease-and-desist letter or a period of prior
communication between the parties. Whether in
anticipation of litigation or not, a trade secret
owner may find it useful to send notices to for-
mer employees that go on to work for the trade
secret owner’s competitors, reminding the for-
mer employee of their confidentiality obligations.

The trade secret owner may likewise benefit
from sending a notice to the former employee’s
new employer, to put the new employer on
notice that the former employee had access to
the trade secret owner’s confidential information
and remains under an obligation to maintain its
secrecy.

A complaint alleging trade secret misappropria-
tion under the DTSA, like any pleading in fed-
eral court, requires the submitting attorney to
conduct a reasonable inquiry before filing, and
courts may impose sanctions if the pleading is
found to have been presented for an improper
purpose, such as harassing the defendant, or if
the factual contentions are unlikely to have evi-
dentiary support after a reasonable opportunity
for further investigation or discovery; see FRCP
11(b). Most state courts impose similar obliga-
tions.

5.2 Limitations Period

According to both the DTSA and the UTSA, a
misappropriation claim must be brought within
three years after the misappropriation was dis-
covered or should reasonably have been discov-
ered. The particular facts that can put a trade
secret owner on notice of a trade secret mis-
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appropriation claim vary but, generally, a trade
secret owner should diligently investigate any
objectively reasonable suspicions that its trade
secrets have been disclosed improperly or used
without consent. Another factor to consider
when bringing DTSA claims is the timeline of the
misappropriation and use of the trade secrets
at issue.

Although there is uncertainty in this area, some
courts have found that pre-enactment misap-
propriation may still be redressed by the DTSA
if there are instances of use of the trade secrets
occurring after enactment. For example, the
DTSA is likely still available if the theft of a trade
secret occurred prior to 11 May 2016 but the use
or disclosure of the misappropriated trade secret
occurred after the effective date of the DTSA.
See Syntel Sterling Best Shores Mauritius Ltd
v TriZetto Grp, Inc, 2021 WL 1553926 (S.D.N.Y.
Apr. 20, 2021). If all of the activity constituting
the trade secret misappropriation occurred prior
to 11 May 2016, however, the trade secret plain-
tiff may be limited to bringing claims under the
UTSA.

5.3 Initiating a Lawsuit

An owner of a trade secret may file a complaint
under either the DTSA or state trade secret laws
(most of which conform to the UTSA) in federal
or state court. The DTSA’s jurisdictional element
requires the asserted trade secret to be related
to a product or service that is used or intended
for use in interstate or foreign commerce.

The DTSA and most forms of the UTSA permit
three theories of misappropriation: (i) uncon-
sented use, (ii) acquisition, or (iii) disclosure of
a trade secret by a party who used improper
means to acquire the trade secret, or who knows
or has reason to know that the trade secret was
acquired by improper means. New York law
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more narrowly requires that the defendant uses
the trade secret in order for a claim to be estab-
lished.

Another option is to bring a claim of trade
secret misappropriation in the United States
International Trade Commission (ITC) if prod-
ucts embodying a misappropriated trade secret
are imported into the USA. While the ITC can-
not award damages for trade secret misappro-
priation, it does have the authority to exclude
imported goods that are produced through the
exploitation of misappropriated trade secrets
as an “unfair method of competition” or “unfair
acts” in violation of the Tariff Act (19 USC Sec-
tion 1337).

ITC investigations often proceed much faster
than district court litigation, and trade secret
owners should consider whether the benefit
of securing a speedy remedy is offset by the
constrained timeline in which to develop the
evidence needed to support a finding of misap-
propriation.

5.4 Jurisdiction of the Courts

A trade secret claim may be initiated in federal
court under the DTSA if the court is capable of
exercising personal jurisdiction over the defend-
ant in the chosen forum, and if the venue is
proper. State law claims may be appended to a
DTSA claim, or brought on their own in federal
court if there is complete diversity of citizen-
ship between parties (ie, no plaintiff shares the
citizenship of any defendant and vice versa) and
the plaintiff alleges an amount in controversy of
more than USD75,000. State law claims may
also be brought in the state in which the claims
arose.

The choice of forum (either the state court or
federal courts within the forum state) available



USA [ AW AND PRACTICE

Contributed by: Claudia Ray, Joseph Loy, Miriam Kontoh and Andrew (Keum Yong) Lee, Kirkland & Ellis LLP

to a plaintiff will depend on factors such as
where the defendant lives, is incorporated or
has significant business operations, and where
the alleged acts of misappropriation occurred. A
trade secret owner faced with acts of misappro-
priation by a foreign corporation may need either
to sue a local subsidiary of the foreign corpora-
tion or to be prepared to show that the foreign
corporation has sufficient minimum contacts
with the chosen forum state, such as transact-
ing business within the state or competing with
the trade secret owner in that state.

Prospective trade secret claimants should also
analyse any relevant contracts in order to be
aware of any agreements related to specific
jurisdictional requirements or admissions or the
applicability of any arbitration clauses.

5.5 Initial Pleading Standards

In federal courts, the pleading standards for trade
secret misappropriation claims are expressly
governed by the notice pleading requirements
of the Federal Rules of Civil Procedure. Under
those pleading requirements, a trade secret
plaintiff will likely be able to survive a motion
to dismiss in federal court as long as it alleges
sufficient facts to plausibly demonstrate that the
information misappropriated constitutes a pro-
tectable trade secret, the information derives
value from being secret, and the owner took
reasonable measures to keep it secret.

An increasing number of state and federal courts
have imposed a heightened pleading stand-
ard, which requires that the plaintiff identify
the asserted trade secret with reasonable par-
ticularity before proceeding to discovery. See
Torsh, Inc v Audio Enhancement, Inc, 2023 WL
7688583 (E.D. La. 2023). While only California
and Massachusetts impose statutory reasonable
particularity requirements, the growing consen-
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sus among courts towards demanding greater
detail in pre-discovery pleadings may expose a
plaintiff to unique strategic challenges in terms
of articulating the trade secrets that it believes
have been misappropriated.

In the growing number of jurisdictions where the
plaintiff must identify the misappropriated trade
secrets with reasonable particularity before the
commencement of discovery, a defendant may
argue that the plaintiff’s identification is insuffi-
ciently particular, such that the defendant cannot
defend against the allegations of trade secret
misappropriation and the court will be unable to
determine the appropriate scope of discovery.

In such circumstances, a defendant may be able
to extract increasingly specific disclosures that
narrow the scope of the trade secrets asserted,
while staying discovery into the trade secret
claims as well as other causes of action based
on the same factual allegations. In some juris-
dictions a plaintiff may be able to proceed well
into discovery with a trade secret identification
that is more general, but courts that follow the
reasonable particularity standard will generally
require a narrative description that provides the
defendant sufficient detail to investigate how, if
at all, the alleged trade secret differs from infor-
mation that is publicly known or well-known
within the relevant industry. The degree of par-
ticularity required is highly context-specific and
fact-dependent, and courts have discretion to
require a more exacting level of particularity for
more complex technologies.

Parties should therefore be prepared to submit
sufficient evidence and, in some cases, declara-
tions by expert witnesses to support their con-
tentions as to the sufficiency of the description
of the claimed trade secrets.



USA [ AW AND PRACTICE

Contributed by: Claudia Ray, Joseph Loy, Miriam Kontoh and Andrew (Keum Yong) Lee, Kirkland & Ellis LLP

Although the reasonable particularity require-
ment is not meant to function as a mini-trial
on the merits, a plaintiff who is unable to ade-
quately describe the trade secrets at issue would
doubtless encounter difficulties at the summary
judgment stage, and therefore the process of
obtaining the court’s approval to proceed with
discovery can provide a useful stress test of the
plaintiff’'s misappropriation theories.

5.6 Seizure Mechanisms

The DTSA provides access to a new ex parte civil
seizure provision, which allows a court to order
seizure of property in order to prevent the further
dissemination of the trade secrets at issue (18
USC Section 1836(b)(2)). The movant must dem-
onstrate that extraordinary circumstances justify
the seizure, which requires showing — in addition
to the elements that ordinarily justify a prelimi-
nary injunction or temporary restraining order —
that an injunction or other equitable relief would
be inadequate to ensure compliance, and if the
enjoined party were provided notice it would
destroy or render inaccessible the property to
be seized.

As part of the merits of the application, the
movant must succeed in showing that the infor-
mation sought to be protected is a trade secret
and that the potential subject of the seizure order
misappropriated or conspired to misappropri-
ate the trade secret. Although the demanding
burden for an ex parte civil seizure under the
DTSA suggests this will be an infrequently used
tool, the scope of property that may be seized
is potentially quite broad compared to civil
seizures in other intellectual property enforce-
ment regimes, which are generally limited to the
infringing or counterfeit goods themselves.

If the movant succeeds in obtaining an ex parte
civil seizure order, the court should hold a hear-
ing within seven days after the order issues. The
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burden remains on the movant to prove the facts
necessary to support the seizure; if the movant
fails to meet its burden, the order will be dis-
solved or modified.

5.7 Obtaining Information and Evidence
In federal court, once litigation has commenced,
the parties can obtain discovery from each other
pursuant to the Federal Rules of Civil Procedure.
Each state also has its own rules governing dis-
covery. Discovery methods in both state and
federal courts typically include the following:

* interrogatories;

« requests for the production of documents and
other evidence;

* requests for admissions; and

« pre-trial depositions under oath, either of indi-
viduals or of employees designated to testify
on behalf of a corporate entity.

In trade secret litigation where the misappro-
priation of competitively sensitive documents or
source code is at issue, the trade secret owner
may wish to seek forensic inspection of devices
in the possession of the alleged misappropria-
tor or its employees. Moreover, as companies
embrace distributed workforces and increas-
ingly rely on novel tools for managing and dis-
tributing information, parties seeking discov-
ery should think creatively about information
repositories where proof of misappropriation
might exist. For example, discovery requests
may need to go beyond traditional email and
documents and consider cloud storage ser-
vices, “chat” or other synchronous communica-
tion tools such as Slack, collaboration tools or
“wikis” such as Confluence or Trello, issue and
project tracking tools such as Jira, source code
management tools such as GitHub, and virtual
meeting recordings such as those generated in
WebEx or Zoom.
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5.8 Maintaining Secrecy While Litigating
Plaintiffs will need to strike a careful balance
between under-disclosure and over-disclosure
regarding the claimed trade secrets. For exam-
ple, a plaintiff must provide sufficient detail in
its complaint to survive a motion to dismiss (see
5.5 Initial Pleading Standards) but must also
avoid disclosing trade secret information in a
publicly filed complaint or other pleading. Prior
to exchanging any sensitive business, technical
or financial information, the parties should stipu-
late to a protective order that limits disclosure of
such information to the attorneys of record for
each party as well as certain designated persons
(such as senior in-house counsel or expert wit-
nesses).

More stringent requirements may be sought for
particularly sensitive material, such as software
source code or technical schematics. In all cir-
cumstances, the trade secret owner should take
care to properly designate the material it deems
a trade secret, and any descriptions thereof,
under the appropriate degree of confidentiality
provided by the stipulated protective order. Liti-
gants should pay careful attention to jurisdiction
and judge-specific rules for filing materials under
seal or with redactions.

5.9 Defending Against Allegations of
Misappropriation

Defendants accused of trade secret misap-
propriation have several strategies available
to them, depending on the facts of the case.
One particularly strong defence is independent
development: if the defendant can show that it
relied entirely on its own information or publicly
available information in developing the relevant
product or service, the plaintiff will not be able
to establish that any use of its trade secrets
occurred. An advantage of this defence is that
the plaintiff’'s definition of its own trade secrets
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is largely immaterial to developing the defence,
giving the defendant greater control over the
themes and evidence it chooses to present at
trial.

In relation, defendants should investigate wheth-
er information claimed as part of the plaintiff's
trade secret is already in the public domain, as
such information is by definition not protectable
as a trade secret. Another possible defence is
to show that the plaintiff did not take proper
precautions to maintain the confidentiality of
the information alleged to be a trade secret. For
example, if the information was shared without
requiring entry into a non-disclosure agreement,
or if the information was widely dispersed with-
out adequate technological controls to keep it
secure, the information may not be entitled to
trade secret protection.

5.10 Dispositive Motions

Parties may bring dispositive motions at several
stages of the litigation, including prior to trial
and, in some cases, prior to engaging in dis-
covery. Defendants may wish to bring a motion
to dismiss at the outset of the litigation if the
plaintiff has not met the initial pleading stand-
ards (see 5.5 Initial Pleading Standards). If the
defect in the plaintiff’'s complaint is simply that
the trade secrets have not been identified with
the requisite degree of particularity, courts often
permit the plaintiff to amend its complaint or pro-
vide a confidential statement identifying its trade
secrets in greater detail.

After discovery has concluded, parties often
move for summary judgment on claims or issues
for which there are no material facts in dispute
and the movant would be entitled to judgment
as a matter of law. Motion practice at this stage
has the effect of simplifying the issues for trial, if
not avoiding trial altogether. If the case proceeds
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to trial, a party may seek judgment as a matter
of law after the opposing party has presented
its case at trial if the opposing party has failed
to introduce evidence supporting a reasonable
conclusion in its favour.

5.11 Cost of Litigation

Litigation costs arise at every stage of the case,
from the filing of a complaint to discovery to trial.
Litigation costs will vary depending on the types
and complexity of the trade secrets at issue, the
amount and types of discovery required, the
number of witnesses to depose or to prepare
for depositions, the number of expert witnesses
involved, and many other factors.

Costs tend to be high in trade secret cases.
For example, a 2021 survey by the American
Intellectual Property Law Association discov-
ered that the median cost of trade secret cases
with USD10 million to USD25 million at risk is
USD2.75 million. For trade secret cases with
over USD25 million at risk, median litigation
costs rise to USD4.5 million. A trade secret
plaintiff (or potential plaintiff) with compelling
facts may wish to consider available sources of
third-party contingent litigation financing.

The litigation finance industry has seen sub-
stantial growth in recent years, although this
approach is not without some controversy. A
party considering third-party contingent litiga-
tion financing should also stay apprised of the
fast-moving legal landscape regarding the dis-
covery and disclosure of third-party financing
arrangements.

6. Trial

6.1 Bench or Jury Trial
Although trade secret plaintiffs seeking dam-
ages are generally entitled to a jury trial, they
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should consider the likely composition of the jury
pool and the pros and cons of jury trials before
demanding a jury trial. Trade secret cases involv-
ing exceptionally complex technologies within
narrow industries run the risk of confusing a jury,
so plaintiffs should take into account the range
of educational backgrounds and industry affilia-
tions of potential jurors.

In cases involving alleged misappropriation by
a former employee, jurors may be more sympa-
thetic to typical defensive themes such as the
employee’s right to take their expertise to a new
job without fear of reprisal. Nevertheless, due to
the comparatively higher damages awarded by
juries, jury trials will often be preferable to bench
trials for most trade secret plaintiffs. In certain
jurisdictions, however, measures of damages
such as unjust enrichment may not be triable to
ajury and will instead by submitted for adjudica-
tion by the court.

6.2 Trial Process

After the close of discovery and the resolution of
any dispositive motions, the case will proceed to
trial on any remaining claims or issues. Depend-
ing on the jurisdiction and individual practices of
the court or judge, a trial may be scheduled near
the outset of the litigation at a case management
conference, or it may be scheduled on relatively
short notice after it is clear to the judge that the
case is “trial-ready”.

As in any other civil litigation, the party with the
burden of proof is given the opportunity to pre-
sent its case, which may consist of an opening
statement, testimony of fact and expert wit-
nesses, and a closing argument. The oppos-
ing party will generally have the opportunity to
cross-examine each witness after they provide
direct testimony. After the party with the burden
of proof rests, the opposing party presents its
case, consisting largely of the same elements.
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The case is then submitted to the jury to render
a verdict, or to the judge for an opinion and order
in a bench trial.

Trial length can vary considerably. While courts
tend to allot a minimum of three to five days for
trade secret trials, an exceptionally complex trial
involving numerous fact and expert witnesses or
novel technologies could stretch to three months
or more.

6.3 Use of Expert Witnesses

Expert testimony is often important in trade
secret misappropriation cases as a means of
explaining complex issues to the finder of fact,
especially where the trade secrets at issue are
technical in nature. Experts may be used for a
variety of purposes, including to support or rebut
the contentions that a party possesses protect-
able trade secrets and takes reasonable steps
to protect them, and that the defendant misap-
propriated and used the trade secrets in its own
products or services.

Computer forensic experts may also provide
valuable opinions and testimony related to the
access and misappropriation of trade secrets
and computer systems and networks. As in
other types of litigation, economic and financial
experts to support damages remedies may be
useful to estimate or forecast liability for the mis-
appropriation of the trade secret(s) under any
number of potential damages theories.

7. Remedies

7.1 Preliminary Injunctive Relief
To obtain a preliminary injunction, a trade secret
plaintiff generally must establish that:

« it is likely to succeed on the merits of its trade
secret misappropriation claim;
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« it is likely to suffer irreparable harm in the
absence of preliminary relief;

« the balance of equities tips in its favour; and

+ an injunction is in the public interest.

To show irreparable harm, a plaintiff will need
to demonstrate that monetary damages would
be inadequate, which is more likely where the
trade secret owner previously had market exclu-
sivity and therefore the misappropriation results
in reduced market share, lost customers, lost
business opportunities and/or price erosion.

Whereas lost sales alone may be insufficient to
establish irreparable harm if such losses can
readily be calculated, damage to the trade secret
owner’s good will, reputation or other intangi-
ble factors, and any other harms that result in
a decrease in revenue available for employee
attraction and retention, or for research and
development activities on which the business
relies for continued profitability, may be relevant
to establishing the inadequacy of monetary
damages.

In some jurisdictions, a party moving for a pre-
liminary injunction must also show that there is
a risk of further dissemination of its trade secrets
beyond the misappropriation already com-
plained of. In addition, an unreasonable delay in
bringing a trade secret misappropriation claim
or the motion for a preliminary injunction will
weigh against granting the injunction. Courts are
increasingly moving towards requiring sufficient
precision in the identification of the trade secret
such that defendants receive fair and precise
notice of what the injunction actually prohibits.
See Carl Zeiss Meditec, Inc v Topcon Medical
Sys., Inc, 2022 WL 1530491 (Fed. Cir. May 16,
2022).
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7.2 Measures of Damages

Damages available to a trade secret plaintiff will
vary depending on the federal and state claims
asserted and the theories of recovery. Under the
DTSA, damages for trade secret misappropria-
tion can be calculated in at least three ways:

+ actual loss caused by the misappropriation;

* unjust enrichment caused by the misappro-
priation, which may be sought in addition
to actual loss to the extent that damages
calculations do not overlap, or in lieu of either
actual loss or unjust enrichment; and

* a reasonable royalty.

Damages under the UTSA similarly include actu-
al loss in addition to unjust enrichment not taken
into account in computing actual loss, but a rea-
sonable royalty is only available under excep-
tional circumstances. However, some state trade
secret laws do not require putting a trade secret
to commercial use before royalty damages may
be obtained. See AirFacts, Inc v Amezaga, 30
F.4th 359, 369 (4th Cir. 2022).

In some situations, lost profits may be shown by
directly establishing that certain sales expected
by the plaintiff were lost to the defendant as a
result of trade secret misappropriation. More
commonly, however, a plaintiff will argue that the
defendant’s entire revenue from sales of prod-
ucts or services based on the misappropriated
trade secret constitutes the damages base, at
which point the burden shifts to the defendant
to demonstrate which costs should be deducted
to arrive at the net profit.

In addition, a plaintiff may need to consider
pursuing other damages theories, such as the
expenses the plaintiff incurred in developing its
trade secrets, the reduction in market share and/
or erosion in price attributable to the defend-
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ant’s entry into the market, disgorgement of the
defendant’s profits, or the value of the defend-
ant’s avoided research and development costs.

In cases where the defendant has not yet
released (or has only recently begun selling) a
product or service based on the misappropriated
trade secret, expert analysis and testimony may
be invaluable in forecasting future lost profits or
unjust enrichment. As an example, a technical
expert may be able to offer an opinion concern-
ing the length of the “head start” a trade secret
misappropriator obtained as a result of using the
plaintiff’s trade secret, which a damages expert
can take into account when forecasting dam-
ages. Defendants should prepare their expert
witnesses to offer opinions rebutting the dam-
ages calculations offered by the plaintiff.

If other measures of damages are inadequate,
the plaintiff may seek a reasonable royalty. This
measure is generally seen as a theory of last
resort and can result in lower recovery than oth-
er measures. As in patent cases, courts have
applied the “Georgia-Pacific” factors in order to
reach a reasonable estimate of a royalty rate to
which the parties would agree in a hypothetical
negotiation.

Punitive damages may be available under
the DTSA and for most state law claims if the
defendant’s conduct was gross, wilful or mali-
cious. There are certain exceptions involving
whistle-blower immunity for which punitive dam-
ages against a current or former employee may
be unavailable.

7.3 Permanent Injunction

Under the DTSA, a court may issue an injunc-
tion that places some limits on an employee’s
subsequent employment in order to protect the
plaintiff’s trade secrets, but the scope of the
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injunction may not be so broad as to prevent
an employee from entering into any employment
relationship or conflict with applicable state laws
prohibiting restraints on the lawful practice of
a profession. Moreover, the trade secret owner
must base its request for a permanent injunction
on evidence of threatened misappropriation and
not merely on the information that the employee
knows.

As a result, a trade secret owner may have
limited recourse to injunctions in states such
as California or Louisiana that disfavour non-
competition agreements or that have rejected
the inevitable disclosure doctrine. In practice,
courts have issued injunctions restricting former
employees in possession of sales and market-
ing-related trade secrets from soliciting former
clients or bidding on certain contracts.

Where the misappropriated trade secret has
been used to develop a competing product or
service, the trade secret owner should consider
seeking a permanent injunction requiring the
misappropriator to cease offering or recall the
product or service. In order to succeed, the trade
secret owner will likely need to show irrepara-
ble injury by putting forward evidence that other
remedies, such as monetary damages, would be
inadequate to compensate for the misappropria-
tion. A finding of irreparable injury can be sup-
ported by harms that are impossible or difficult
to quantify, such as a loss of good will.

7.4 Attorneys’ Fees

Under the DTSA and most state trade secret
laws, reasonable attorneys’ fees may be award-
ed to the prevailing party on a showing of wilful
and malicious misappropriation by the defend-
ant or a bad-faith claim of misappropriation by
the plaintiff.
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7.5 Costs

Under the DTSA and most state trade secret
laws, costs may be awarded to the prevailing
party on a showing of wilful and malicious mis-
appropriation by the defendant or a bad-faith
claim of misappropriation by the plaintiff.

The Circuit Split on Damages Under a Theory
of Unjust Enrichment

Currently, circuit courts are split over whether
avoided costs can be awarded as unjust enrich-
ment damages in a trade secret case where
those costs bear no relationship to the plaintiff’s
harm or the defendant’s gain. In, for example,
the Third and Seventh Circuits, damages for
avoided costs can be awarded under a theory
for unjust enrichment. See Epic Sys. Corp. v
Tata Consultancy Servs., No 22-2420 (7th Cir.
2023); PPG Indus. v Jiangsu Tie Mao Glass Co,
47 F.4th 156, 164 (3d Cir. 2022). However, other
circuits, such as the Second Circuit, have explic-
itly rejected the idea that avoided costs can be
awarded as unjust enrichment damages. See
Syntel Sterling Best Shores Mauritius Ltd v The
Trizetto Grp., 68 F.4th 792 (2d Cir. 2023). The
Supreme Court declined a petition for a writ of
certiorari for a case that would have resolved
the circuit split, and thus the circuit split on this
issue remains. See Tata Consultancy Servs. Ltd
v Epic Sys. Corp., 144 S. Ct. 425, 217 L. Ed. 2d
237 (2023). Therefore, practitioners should con-
sider whether avoided costs under a theory of
unjust enrichment are available in their jurisdic-
tion when filing suit.

8. Appeal

8.1 Appellate Procedure

A federal district court decision (including final
judgments and orders on dispositive motions)
may be appealed as of right to the circuit court
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of appeals in the circuit in which the case was
initially decided. Appeals from final ITC actions
may be taken only to the US Court of Appeals
for the Federal Circuit. If the ITC issues an exclu-
sion order, an appeal cannot be filed until after
a 60-day review period, during which the US
President may veto the exclusion order. If the ITC
does not issue an exclusion order, any adversely
affected party may immediately file a notice of
appeal.

It is not unusual for the federal appellate process
to take anywhere from several months to several
years. The process involves substantive brief-
ing by both parties, which itself can take several
months. Circuit court appeals often involve oral
arguments before a panel of appellate judges.
Circuit courts have discretion in scheduling the
oral argument date for an appeal. Once the brief-
ing and oral argument have been completed, the
court has discretion in the timing of issuing a
decision.

A party that is dissatisfied with the panel’s deci-
sion may seek a rehearing of the proceeding en
banc - ie, a rehearing before all (or a substantial
number) of the judges of the circuit court. En
banc hearings are typically reserved for novel
questions of law or issues of exceptional impor-
tance and are more likely to be granted if the
panel decision conflicts with those of other pan-
els or circuits.

A decision of a regional circuit court of appeals
or of the Federal Circuit may be appealed by
filing a petition for certiorari with the United
States Supreme Court, which has broad discre-
tion to hear appeals and generally grants fewer
than one hundred out of the several thousand it
receives annually.

The civil court systems in each of the states con-
sist of trial courts, intermediate courts of appeal,
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and a highest court of appeal, which is often, but
not always, called the state Supreme Court. As
with the federal judicial system, the intermediate
court of appeal’s decision may be appealed to
the highest court of the state, which has discre-
tion to hear the case. Even if a case begins in
state court, an out-of-state defendant may be
able to “remove” the case to federal court at
the outset if federal jurisdictional requirements
are met.

8.2 Factual or Legal Review

Issues on appeal are limited to those properly
raised in the district court proceedings — claims,
defences, and/or arguments not raised in the
district court may be deemed “waived” and the
appeals court will ordinarily refuse to consider
them. A court of appeals defers to the district
court’s factual findings unless they are clearly
erroneous, which only requires the district
court’s account of the evidence to be plausible
in light of the record. Conclusions of law are
reviewed de novo, which means the appellate
court reviews the issues with no deference to the
district court’s legal analysis. This also enables a
court of appeals to uphold or overturn a district
court’s ruling on alternative legal grounds that
were not considered by the district court.

9. Criminal Offences

9.1 Prosecution Process, Penalties and
Defences

Civil trade secret misappropriation claims often
involve conduct that overlaps not only with
the federal EEA but also with state and federal
statutes related to criminal mail and wire fraud,
digital theft or unauthorised access to protected
computers. Trade secret owners should consid-
er whether to reach out to the Department of
Justice or state investigative agencies in cases
of suspected or known misappropriation, espe-
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cially since the trade secret owner is likely to
have conducted a thorough investigation and
will have access to unique information regarding
its own trade secrets that would not be appar-
ent to government authorities initiating their own
investigation.

The involvement of state or federal authori-
ties may offer the benefit of bringing addition-
al resources to bear, although there may be
some loss of control over the investigation and
the timeline of the case. For a defendant in a
civil trade secret misappropriation action, it is
important to evaluate the likelihood that a paral-
lel criminal case could be initiated, which may
affect the strategy for responding to discovery
requests and could increase the potential for
self-incrimination during depositions.

10. Alternative Dispute Resolution
(ADR)

10.1 Dispute Resolution Mechanisms

The parties may settle their civil dispute at any
time. Depending on the jurisdiction and the
judge’s individual practices, a court may require
the parties to engage in one or more settle-
ment conferences or other alternative dispute
resolution (ADR) procedures prior to trial, or
may offer voluntary procedures for accessing
ADR resources. The parties may also voluntarily
choose to engage in mediation, a non-binding
ADR process whereby the parties and their
attorneys meet with a neutral third party who is
trained to facilitate settlement discussions.

A mediator typically helps the parties reach
their own voluntary settlement by assessing the
strengths of the parties’ positions and identifying
potential areas of agreement or disagreement.
Even if the parties are not likely to reach a com-
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plete settlement, the ADR process may assist
by “stress testing” a party’s case and identifying
any potential areas of weakness before proceed-
ing to trial.

ADR can sometimes offer advantages over tra-
ditional litigation. For example, parties frequent-
ly resolve disputes more quickly through ADR
than they would in court, which can also save
costs. The parties are largely in control of the
ADR schedule and therefore have more flexibil-
ity to tailor the process to their unique needs.
Many types of ADR are confidential, which can
be appealing to parties who do not want the
details of their dispute made public through
court records.

The most common forms of ADR used in trade
secret disputes are mediation and arbitration.
Whereas mediation is non-binding, in arbitration
a neutral third party — known as an “arbitrator”
— will typically issue a written decision resolv-
ing the case on the merits. Parties may agree to
arbitrate after a conflict arises, although occa-
sionally the parties will have agreed in a prior
contract (such as a licensing, subcontracting or
joint venture agreement) to resolve future dis-
putes through arbitration.

However, if the parties have not entered into any
contract containing an arbitration clause, courts
are unlikely to mandate arbitration between liti-
gants on the basis of arbitration clauses found in
contracts with a party’s employees, even if those
employees may have been involved in acts of
misappropriation.

In an arbitration proceeding, the parties present
evidence and arguments supporting their posi-
tions to the arbitrator(s). The applicable proce-
dural and evidentiary rules are usually deter-
mined by the parties’ arbitration agreement.
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Arbitration is generally less rigid than litigation
but more formal than mediation. Depending on
the type of arbitration, the arbitrator’s decision
can be either binding or non-binding.

In non-binding arbitration, the parties are usually
bound by the decision unless one of them rejects
it and requests a trial. In binding arbitration, the
parties agree that the arbitrator’s decision will be
the final resolution of the case, and the parties
will generally not have the opportunity to appeal
the merits of the dispute.
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Seyfarth Shaw LLP has a trade secrets, com-
puter fraud, and non-compete practice dedi-
cated to safeguarding intellectual capital, trade
secrets, and confidential information. With 18
offices domestically and abroad, the firm has
a team of over 60 trade secret/restrictive cov-
enant attorneys in major US cities. The expe-
rienced team emphasises proactive measures
to prevent and address intellectual property
theft and aggressively protect clients’ legitimate
business interests. Its approach includes advis-
ing on trade secret protection policies, audits
of existing secrets, non-compete agreements,
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Robert Milligan has practiced
commercial litigation and
employment law, specialising in
business disputes, trade secret
misappropriation, restrictive
covenants, and intellectual
property theft for over 20 years. He is the
co-chair of Seyfarth’s national trade secrets,
computer fraud, and non-competes practice,
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organisations focusing on intellectual property
protection. Robert serves as an editor/author
of several prominent trade secret treatises and
is editor-in-chief of the Trading Secrets blog.
His practice encompasses domestic and
international litigation and transactional work
involving trade secrets and restrictive
covenants, including trade secret audits, and
his extensive experience and results in trials,
arbitrations, and appellate proceedings solidify
his reputation as a leading authority.
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electronic information protection systems, and
training. Seyfarth also assists clients in protect-
ing and recovering assets, as well as defending
clients from such claims. It pursues injunctions,
collaborates with law enforcement, works with
private investigators and other experts, and
represents clients at trial and arbitration. Re-
cent success stories include injunction victories
in high-stakes technology matters, obtaining
large jury trial verdicts, and complete defence
decisions in respect of company trials and ar-
bitrations.

Dawn Mertineit has been a
litigator for over 15 years and
specialises in complex
commercial litigation, with a

| notable focus on non-compete
and trade secrets litigation,
where she adeptly guides clients through
intricate legal landscapes. Dawn’s cross-state
knowledge is crucial as restrictive covenant
laws evolve, and as an editor of Seyfarth’s
award-winning Trading Secrets blog, she
remains a thought leader, offering insights into
legislative changes affecting businesses. Her
practical advice and creative solutions, often
quoted in legal publications, showcase her
impactful approach. Dawn has litigated and
arbitrated disputes throughout the United
States, both prosecuting and defending trade
secrets and restrictive covenant disputes.
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In 2023, restrictive covenants were subject to
more scrutiny than ever, with multiple govern-
mental agencies and state legislatures setting
their sights on the enforceability of such con-
tracts. Indeed, the Federal Trade Commission
(FTC) just announced a rule banning most
non-competes (although as discussed below,
it remains to be seen whether the ban will go
into effect). We anticipate additional scrutiny and
legislation in 2024, requiring employers to stay
apprised of the latest developments — particular-
ly as more states impose stiff financial penalties
for failure to comply with the applicable laws.
As a result, trade secrets have become even
more important than ever, as companies may
only be left with trade secret protections, if their
restrictive covenants are no longer applicable. In
addition, the lasting impact of remote and hybrid
work and the increasing ease of data transfer
has made it even more critical for employers to
stay abreast of state-specific requirements and
ensure effective protection of company trade
secrets, particularly when onboarding and off-
boarding employees. In light of this challenging
framework, employers should be more moti-
vated than ever going into 2024 to identify and
protect their valuable trade secrets and conduct
trade secret audits to shore up their protections.
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Federal Attempts to Curb Non-Competes
2023 saw several attempts by federal agencies
to crack down on non-compete agreements
(and potentially other restrictive covenants).
Most notably, in January 2023, the FTC issued
a proposed rule seeking to ban virtually all non-
competes. On 23 April 2024, the FTC announced
its final rule after having received over 26,000
comments on the proposed rule. The final rule
prohibits non-competes for all workers, both
new and pre-existing, with limited exceptions
(namely, existing agreements for senior execu-
tives in policy-making positions earning more
than USD151,164 annually are still permitted,
as are non-competes entered into in a bona fide
sale of a business). It also requires employers to
provide individualised notice to workers subject
to a prohibited non-compete that the non-com-
pete cannot be enforced. The rule has already
been challenged in multiple lawsuits based on
the question of the FTC’s authority to legislate
on this topic, with an eventual showdown at the
Supreme Court likely. More information on the
rule is available here and here.

Additionally, the General Counsel of the National
Labor Relations Board (NLRB) issued a memo-
randum in May 2023 advising that non-com-


https://www.seyfarth.com/news-insights/ftc-non-compete-ban-what-you-need-to-know.htm
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petes in employment agreements and severance
agreements violate the National Labor Relations
Act (NLRA) except in rare circumstances. Spe-
cifically, the memorandum claims that such cov-
enants interfere with workers’ rights under the
NLRA, which protects employees’ rights to self-
organise, join labour organisations, bargain col-
lectively, and “engage in other concerted activi-
ties for collective bargaining or other mutual aid
or protection”. The exceptions to this blanket
rule (as outlined in the memorandum) are, like
the FTC’s rule, extremely limited — namely, the
memorandum only notes restrictions on an indi-
vidual’s “managerial or ownership interests” in
a competing business, and “true independent-
contractor relationships”, as being reasonable
(although it concedes that there may be other
circumstances in which a narrowly tailored cov-
enant is “justified by special circumstances”,
but notably declines to give examples of such
circumstances). The memorandum’s stated rea-
soning for this position is dubious at best, and its
impact is unclear; it is not binding or preceden-
tial. However, it certainly signals a priority from
yet another federal agency to target the use of
what the government sees as overly broad cov-
enants and the NLRB has already filed a consoli-
dated complaint alleging that certain restrictive
covenants contained in offer letters and policies
in an employee handbook violated the NLRA.

In sum, federal agencies are seeking to under-
take enforcement responsibilities aimed at cur-
tailing the use of non-compete agreements that
are perceived to limit workforce mobility and
wage enhancement.

State Initiatives

Unsurprisingly, state legislatures have also con-
tinued to crack down on restrictive covenants,
maintaining a trend that we have seen over the
past several years.
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Most notably, California (already the vanguard of
state legislation prohibiting restrictive covenants
except in exceedingly rare cases) recently passed
two laws that tighten the screws for employers
even more, starting on 1 January 2024. First,
in September 2023, Governor Newsom signed
a law that provides that any contract that is
void under California law (eg, non-compete) is
unenforceable regardless of where and when
the employee signed the contract. Accordingly,
employers can anticipate more disputes with
former employees who flee to California at the
behest of their new employer to avoid enforce-
ment of their covenants by former employers.
Under the new California law, an employee, for-
mer employee, or prospective employee may
bring a private action to enforce the law for
injunctive relief or the recovery of actual dam-
ages, or both, and they are entitled to attorneys’
fees and costs if successful. Expect more “rac-
es to the courthouse” as former employers try
to secure a more favourable venue to enforce
non-competes and similar agreements. We also
anticipate potential constitutional challenges to
this new law.

Next, Governor Newsom also signed a law that
required employers, by 14 February 2024, to
notify in writing current employees, and for-
mer employees who were employed after 1
January 2022, whose contracts include a non-
compete clause or who were required to enter
a non-compete agreement that does not satisfy
an exception to California law, that the non-
compete clause or agreement is void. The law
makes a violation of these provisions an act of
unfair competition pursuant to California’s unfair
competition law. Needless to say, employers will
need to consult with their counsel to carefully
consider the best approach to avoid liability.
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Minnesota also joined the list of states banning
non-competes in 2023, with the sole exceptions
being non-competes entered in connection with
the sale of a business, or in anticipation of disso-
lution of a business. The new law also prohibits
out-of-state choice of law and forum provisions
in employment agreements containing non-
compete provisions, a trend that we expect to
continue in other states in 2024 and beyond.

New York’s legislature tried to follow suit, pass-
ing a wholesale non-compete ban that was
ambiguous as to its scope (for example, it was
not clear whether it applied to non-solicits or
even to “sale of a business” agreements). How-
ever, Governor Hochul opted not to sign, while
indicating support for a pared-down version
that would potentially include wage thresholds.
We expect that a bill will be passed in 2024 that
limits the availability of employers to use such
covenants.

Wisconsin and Maine’s legislatures have also
proposed non-compete bans (Wisconsin’s pro-
posed ban failed to advance, and Maine’s pro-
posed ban was ultimately vetoed by the gover-
nor). Employers can expect more legislation in
2024 in a variety of jurisdictions, underscoring
the need to remain up to speed with the latest
changes in this area of the law. Several states
have implemented wage thresholds for the
use of restrictive covenants, which increase at
regular intervals. Employers need to be aware
of such thresholds, which continue to rise. At
least one class action was filed in 2023 based
on an employer’s alleged improper use of non-
competes for employees who did not earn the
statutory minimum in Washington.

Finally, state legislatures and federal agencies
are not the only places where non-competes
are being scrutinised. In Nevada, the Supreme
Court recently held that Nevada courts are not
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required to blue pencil overly broad non-com-
petes, despite a statute that seemingly man-
dates it, and only requires them to do so “when
possible”. In Delaware, long a preferred venue of
employers and businesses, the courts are taking
a dim view of overly expansive non-competes —
even in the context of a sale of a business. Many
of these cases even struck down the contrac-
tual choice-of-law provision designating Dela-
ware law as controlling. And even when applying
Delaware law (which permits a court to reform
an overly broad covenant), several decisions
refused to enforce agreements deemed overly
expansive at all. We predict that courts out of
Delaware — and elsewhere in the country — will
continue to clamp down on agreements that
arguably go beyond protecting an employer’s
legitimate business interests. Finally, we have
seen increased scrutiny of allegedly overbroad
confidentiality provisions by courts, underscor-
ing the need to narrowly tailor such clauses,
which often are overlooked and misunderstood
as being automatically enforceable; several court
decisions have revealed that this is not the case.

In light of the ever-changing landscape of
restrictive covenant enforcement, employers
(particularly those with employees in different
states) will need to carefully craft their restric-
tive covenant agreements to be mindful of what
might be deemed an overbroad scope, as well
as fee-shifting provisions (and other financial
and potential criminal penalties) and choice-of-
law/forum selection requirements. The use of
boilerplate and one-size-fits-all agreements will
not cut it in this highly regulated environment.

Identifying and Protecting Trade Secrets
Remains Paramount

Although companies employ restrictive cov-
enants and conventional intellectual property
safeguards such as patents, trade marks, and
copyrights to protect specific assets, there
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remains a wealth of crucial company informa-
tion that could be classified as trade secrets.
The heightened governmental and media focus
on trade secret theft by competitors and over-
seas entities underscores the substantial risks
associated with breaches and emphasises the
necessity of safeguarding trade secrets. Moreo-
ver, remote and hybrid work has made it even
more challenging to ensure the effective pro-
tection of company trade secrets. The surge in
trade secret theft, amplified by the rise of remote
work, technological advancements, and intense
global competition, imposes significant finan-
cial burdens on American companies, totalling
hundreds of billions of dollars annually. Even the
most prominent and sophisticated companies
fall prey to these breaches. Especially given the
increased hostility to restrictive covenants noted
above, companies need to take robust meas-
ures to protect their trade secrets, from under-
standing and identifying what constitutes a trade
secret (and how, specifically, it provides value to
the business by its secrecy) to deploying tools
and strategies to protect them, including pur-
suing litigation and injunctions to protect such
assets.

Indeed, eye-popping damages awards in cases
involving misappropriation of trade secrets high-
light the pivotal role these assets play within an
industry and their critical importance to com-
panies; several decisions in the last few years
have resulted in awards of tens of millions (or
even hundreds of millions) for plaintiffs who have
proven their misappropriation claims. Moreo-
ver, emerging court opinions acknowledge the
broader spectrum of costs incurred by business-
es in cases involving the theft of trade secrets,
encompassing the benefits gained by an unlaw-
ful actor in reducing development expenses and
expediting market entry by illicitly acquiring and
deploying trade secrets.
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However, gargantuan damages awards are
not a given; key decisions this past year have
highlighted the need for trade secrets plaintiffs
to establish damages with concrete proof and
without resorting to speculative theories. For
example, a Second Circuit case found unjust
enrichment damages inappropriate where the
party alleging trade secret misappropriation had
been made whole through other compensatory
damages, especially where the trade secret had
increased in value. This decision, however, sets
up a circuit split that (at least as of now) the
Supreme Court does not seem keen to weigh
in on.

In another case, a jury verdict of over USD100
million was invalidated via a motion for judg-
ment as a matter of law, in which the trial court
rejected challenges to the jury’s liability findings,
but determined that the plaintiff had failed to
establish any damages based on misappropria-
tion, leaving the plaintiff with a pyrrhic victory.
In yet another case, an appeal to the Seventh
Circuit resulted in an order mandating the trial
court to reduce punitive damages (although the
reduced amount was still in the hundreds of mil-
lions). Other key decisions revealed courts’ will-
ingness to second guess jury verdicts, carefully
scrutinising damages calculations and in some
cases finding them unreasonably speculative.
Additionally, a ruling from the Seventh Circuit
is expected this year on an appeal from a trial
court’s order disgorging all of the defendant’s
worldwide profits from sales of products using
misappropriated information; the appellate court
will determine whether the disgorgement of prof-
its should be limited to profits from US-based
sales under the DTSA.

Other recent decisions have revealed certain
pitfalls that may be easy for litigants to fall into
in trade secret misappropriation. For example,
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multiple cases have stressed the need for plain-
tiffs to prove that their stated trade secret derives
its value from its secrecy. In other words, it is
insufficient to merely show that information is
valuable; it must be valuable due to its secrecy.
Other cases have stressed the need to carefully
describe alleged trade secrets, as well as rea-
sonable measures taken to maintain the secrecy
of such information. We anticipate even more
increased scrutiny of a trade secret holder’s rea-
sonable secrecy measures in an environment in
which more and more businesses are collaborat-
ing and, necessarily, sharing information.

While these decisions provide appropriate cau-
tion for those seeking to prove misappropria-
tion, several cases suggested a bright side for
would-be plaintiffs. For example, at least one
court confirmed that misappropriation claims
can be brought “on information and belief”, not-
ing that concrete information supporting such a
claim is often solely in the hands of the defend-
ant (although of course litigants should be mind-
ful of their obligation to assert such allegations
in good faith). Additionally, the Fourth Circuit
affirmed the imposition of a preliminary injunc-
tion that was challenged by the defendant, who
argued that a provision of the DTSA covering
extraterritorial conduct if an “act in furtherance”
occurred in the US was inapplicable; the appel-
late court, however, determined that the “act in
furtherance” requirement is a “relatively low bar”,
and that the defendant’s access to information
through servers located in the US and likely use
or disclosure of the same within the US was suf-
ficient. Separately, the First Circuit confirmed
that compilations of publicly available informa-
tion can meet the definition of a trade secret.

In other developments this past year, President

Biden signed into law the Protecting American
Intellectual Property Act, which requires that the

243 CHAMBERS.COM

president submit periodic reports to Congress
identifying foreign actors who have engaged in
significant trade secret theft against individuals
or entities in the US. The law also permits the
president to impose sanctions on such malicious
actors. As of the beginning of 2024, no reports
had been issued (although the first report was
due on 4 July 2023), and it remains to be seen
if any reports in the future will spur retaliatory
accusations from foreign administrations.

As aresult of all the foregoing, increasingly com-
monplace considerations for sophisticated busi-
nesses and their legal representatives include
the identification of unlawfully acquired or uti-
lised trade secrets, the expenses associated
with their development, and the competitive
advantages obtained by the wrongdoer. Par-
ticularly given the evolving landscape regarding
non-compete agreements and similar restrictive
covenants, this trend is expected to lead to a
greater reliance on safeguarding trade secrets
and pursuing claims of misappropriation through
litigation. Consequently, companies must estab-
lish robust trade secret protection strategies to
navigate these developments effectively. Prov-
ing that the property sought to be protected
derives its value from its secrecy will continue to
be critical, as will drafting confidentiality agree-
ments that are robust enough to adequately pro-
tect trade secrets and demonstrate a business’s
reasonable measures to maintain their secrecy,
while not being so broad as to be struck down,
and effective onboarding and offboarding poli-
cies/strategies for employees from/to competi-
tors will be increasingly significant. In sum, trade
secrets will be increasingly important to com-
panies for their competitive advantage as state
legislatures and federal and state agencies crack
down on restrictive covenants in 2024.
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