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This article describes legal issues and challenges currently arising for
international sports bodies domiciled in Switzerland when implementing
the General Data Protection Regulation (GDPR), which came into effect on
25 May 2018.

Approximately one year after its entry into force, the GDPR still causes
various legal questions for sports bodies, some of which still need to be
clarified. The article provides a short overview on practical implications and
possible legal issues, and aims to provide guidance on how such
challenges can be addressed.
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APPLICABILITY OF THE GDPR IN
SWITZERLAND
At the outset, it must be clarified whether and when the GDPR applies to a
sports governing body domiciled in Switzerland. As it is commonly known,
the GDPR is a Regulation established by the European Union, of which
Switzerland is not a Member. The (wrong) impression may therefore exist
that the GDPR would generally not apply to parties based in Switzerland.

However, the geographical scope of application of the GDPR goes beyond
the territory of the EU. In particular, the GDPR applies to all parties that
offer goods or services directed at a person (a “data subject”) domiciled in
the EU, irrespective of whether the party offering goods or services is
domiciled itself in the EU and irrespective of whether or not a payment is
required. Accordingly, whenever a sports body offers its services or its
governing functions to Athletes or Clubs domiciled in the EU, this is very
likely to trigger the applicability of the GDPR.

Other aspects of the work of sports governing bodies may also very quickly
become subject to the material obligations arising under the GDPR. It is
sufficient, for example, to operate a website, which is directed towards

users in the EU.1 This will trigger all data processing activities occurring on
that website to fall under scrutiny under the GDPR.

Finally, whenever a “Controller”2 uses services of a third-party

“Processor”3 domiciled in the EU, the material data processing obligations,
in particular for such third-party processing, arising under the GDPR will
apply as well, regardless of whether the processed data affects data

subjects in Switzerland or in the EU.4

It is therefore evident that sports bodies based in Switzerland will very
quickly meet the criteria for the application of the GDPR. Not only do
sports bodies have affiliated members domiciled in the EU, but they also
organise competitions within the territory of the EU, process data of
Athletes domiciled in the EU, offer services to sports officials of EU
countries, etc. For all these reasons, sports governing bodies are well-
advised to carefully assess the extent to which their data processing
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activities are governed by the GDPR and which obligations arise
therefrom. In particular, sports bodies in Switzerland must ensure that their
global data exchange and transmission models are able to meet these
high regulatory requirements. The potential legal and financial exposure is
considerable, especially for legal entities that process so-called “sensitive

personal data” (such as, for example, health data of athletes).5 Not least is
the threat of heavy sanctions in case of breach, which makes it clear that
GDPR compliance should be a top-level priority for all international sports
federations.

OBLIGATIONS UNDER THE GDPR: OVERVIEW
With the entry into force of the GDPR on 25 May 2018, various new legal
obligations arose for a Controller and a Processor of personal data. The
(controversial) level of possible sanctions for breach underlines the
importance of GDPR compliance: fines of up to EUR 20 million or, if
higher, of 4% of a company's worldwide turnover in case of a breach of the

regulations.6

Switzerland also faces the added complication that its current national data
protection laws are partially less restrictive than the GDPR, meaning the
GDPR imposes various additional operational requirements that do not
exist as such under the current national data protection regime.

ORGANISATIONAL REQUIREMENTS:
GENERAL REMARKS
The GDPR can be quite overwhelming as the law text itself might not give
away how extensive the implementation of each and every requirement is.

Many (sports) organisations have been facing the complex challenge of
undertaking a compliance review, often in the form of an initial gap
analysis, to identify whether – and if so, to which extent – data processing
activities must be changed or amended in order to become GDPR-
compliant. These often burdensome tasks may range from a rather simple
increase in documentation requirements up to a full re-modeling of the IT
infrastructure or, for example, of the results management processes of
sports federations.
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When addressing GDPR compliance, there are, first of all, general
purposes, which need to be applied in a general manner and must be kept
in mind for every processing of personal data. One of the key purposes of
the GDPR is the reduction of data processing to a minimum: Only such
data may be processed as it is strictly necessary in relation to the

purposes for which the data is processed.7 Data must only be collected for
specified, explicit and legitimate purposes and must not be processed for

other purposes.8 Data may only be stored as long as it is needed9 and

must be accurate and up to date.10 Finally, data must be protected against
unauthorized or unlawful processing and against accidental loss,

destruction or damage.11

On the other hand, there are specific (new) requirements such as the
implementation of a processing directory and the conclusion of certain
types of agreements, which may need to be created from scratch.

In practice, various organisational measures must be adopted. The below
considerations describe some of the important organisational requirements
that must be addressed by sports governing bodies to ensure GDPR
compliance. However, it must be noted that additional requirements may
exist and a careful case-by-case analysis is recommendable for each
sports federation which processes personal data.

ORGANISATIONAL REQUIREMENTS IN
DETAIL

APPOINTING AN EU REPRESENTATIVE

Controllers and Processors domiciled in non-EU Member States, which fall
under the scope of the GDPR, must designate a representative in one of
the Member States where at least one of the concerned data subjects is

located.12 A mandate must be concluded with this representative, but
there is no general reporting obligation as to which entity or person has
been appointed. The practical significance of this obligation is until today
rather unclear: In particular, the exact role of this representative still needs
to be clarified in practice. Additionally, for sports federations processing
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data in many EU Member States, not much guidance exists in which of
these states a representative must be appointed.

PRIVACY POLICY

For all websites operated by sports governing bodies, having a state-of-
the-art privacy policy is certainly a key element to demonstrate compliance
with the GDPR. Such a privacy policy can very well be used by supervisory
authorities as a first indication of whether a closer examination of data
processing activities and of GDPR compliance may be warranted or not. If
it is already obvious based on a very poor privacy policy that GDPR
compliance seems to be low, this may quickly trigger closer investigations.

As to the required content of a privacy policy, it must be noted that such a
policy must always provide information on the type, scope and purpose of

the collection and use of personal data.13 The legal basis for data
processing must always be mentioned with a precise reference to the

GDPR.14 Users must be informed in detail about their rights, which

include:15

A Right of objection to data processing /right to revoke consent

A Right of access to data

A Right to have data rectified or deleted or the processing of data
restricted

A Right of appeal to a supervisory authority

A Right to data portability

The user of a website must not only be informed about who receives the
personal data collected, but also whether the data is transferred outside
the EU (and, if so, which measures have been put in place to meet
applicable data protection standards). Furthermore, a user must know how
long his data will be stored and if so-called automated decision-making
processes exist. Finally, every privacy policy must include contact
information of the entity responsible for the processing of data.

PROCESSING DIRECTORIES
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Each Controller of data has to maintain a record of its processing activities,
which has to, among other things, include the purpose of the processing, a
description of the categories of data subjects, categories of personal data,
categories of recipient and if personal data is transferred to third countries

the documentation of suitable safeguards.16

PROCESSING AGREEMENTS

Whenever personal data is transmitted to third parties which process data
on behalf of the Controller, the Controller is required to contractually bind
the service provider to the regulations of the GDPR and to conclude a

rather detailed data processing agreement.17 While standard templates
exist for such contracts, the key challenge for sports entities may be, in a
first step, to identify all the constellations in which it uses third-party
Processors and to conclude data processing agreements wherever
necessary. Once these agreements are concluded, it must be noted that a
Controller should maintain a list of all its third-party processors and
regularly monitor their GDPR compliance, since the ultimate legal
responsibility for possible breaches of these processors remains with a

Controller.18

TECHNICAL AND ORGANISATIONAL MEASURES

Each Controller and Processor must implement “appropriate technical and
organizational measures to ensure a level of security appropriate to the
risk” of their data processing activities. In essence, this means that each
Controller and Processor must make sure to implement a state-of-the-art
IT security system and carefully document all steps taken to ensure the
technical security of their data processing activities.

A Controller must furthermore implement appropriate technical and
organizational measures to ensure that, by default, only personal data
which is necessary for each specific purpose of the processing is indeed
processed. This obligation applies to the amount of data collected, the
extent of its processing, the period of its storage and the accessibility of

data (so-called principle of “Data Protection by Design and by Default”).19

In order to demonstrate compliance with the principles of data protection
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by design and by default, a company should adopt internal policies and
implement measures. Such measures could consist, inter alia, of
minimizing the processing of personal data, pseudonymising personal data
as soon as possible, transparency with regard to the functions and
processing of personal data, enabling the data subject to monitor the data
processing and enabling the controller to create and improve security

features.20

GENERAL IMPORTANCE OF DOCUMENTATION

As a final remark, it must be noted that for any sports governing body, and
indeed for any entity processing data under the GDPR, documentation in
all aspects remains key: In the scenario where suddenly, data processing
activities come under scrutiny by a supervisory authority, it is ideal for a
Controller if it is immediately able to produce a detailed, thorough and up-
to-date documentation of all its processing activities, the legal permissions
on which it relies and of all the measures it takes to be GDPR compliant. If
such a documentation can be immediately produced, it will not only show a
supervisory authority that the obligations under the GDPR have been
taken seriously, it will also facilitate the clarification of any queries which a
supervisory authority may have.

IDENTIFYING THE SPECIFIC LEGAL GROUND
ON WHICH A SPORTS BODY MAY BASE ITS
DATA PROCESSING ACTIVITIES
One of the key requirements of the GDPR for lawful data processing is the
need for a legal permission for all processing activities. In practice, it may
be difficult to identify the specific legal ground on which a sports body may
base its processing activities.

According to the GDPR, data may be processed under one of the following
circumstances (legal permissions):

the data subject has given consent to the processing of his or her

personal data for one or more specific purposes;21

processing is necessary for the performance of a contract to which the
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data subject is party or in order to take steps at the request of the data

subject prior to entering into a contract;22

processing is necessary for compliance with a legal obligation to which

the Controller is subject;23

processing is necessary in order to protect the vital interests of the

data subject or of another natural person;24

processing is necessary for the performance of a task carried out in
the public interest or in the exercise of official authority vested in the

Controller;25

processing is necessary for the purposes of the legitimate interests
pursued by the Controller or by a third party, except where such
interests are overridden by the interests or fundamental rights and
freedoms of the data subject which require protection of personal data,

in particular where the data subject is a child.26

For some processing activities, specific state legislation may exist, notably

in the fight against doping.27 However, for other processing activities, no
such legal permissions may exist. Apart from scenarios where data
processing activities directly relate to a contractual relationship between,
for example, a federation and an athlete, sports governing bodies will often

have to rely either on a “legitimate interest” 28 or on the consent of the

concerned data subject29.

However, both of these possible legal permissions may be challenging to
apply in practice.

CONSENT

It may be debatable whether consent given by an athlete is considered as
valid in all circumstances. In many aspects of its activities, a sports
governing body holds a very strong position towards an athlete (or coach,
official, etc.), i.e. it acts as an authority with legal powers. Every athlete
wishing to participate in organized sports, within its pyramid structure, must
submit himself/herself to the binding regulations enacted by sports

bodies.30
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The GDPR, however, defines consent as

"any freely given, specific, informed and unambiguous indication of the
data subject's wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal

data relating to him or her"31.

The expression “freely given” implies that voluntariness of consent is a
strict requirement for the validity of consent, which is also widely discussed

– and largely confirmed – in legal doctrine.32 Many authors question the
validity of consent given by athletes in light of the “imbalance” between an
athlete and a sports federation. For an athlete, it is usually a “take it or
leave it” situation, which means that he/she is unable to refuse or withdraw
consent to data processing (and other regulatory or legal obligations)

without detriment.33

However, the aspect of the imbalance and consequently the invalidity of a
consent given when it comes to bargaining power or market position may
need to be looked at differently in the context of organized sport. Simply
referring to an imbalance between the stakeholders and assuming that,
based on a “free” choice, an athlete would possibly not give his/her
consent is, in the authors’ view, mistaken. Many data processing activities
in organized sport do not only serve the interests of the sports federations,
but just as importantly also the interests of athletes. For example, data
processing in the fight against doping or in the context of sports
governance and the management of a sports overall most certainly also
directly serves interests of athletes. It can therefore be validly assumed
that there is no situation of general imbalance, which would somehow
force athletes to give a consent, which they would otherwise not do.

Accordingly, considering any and all consent given by athletes towards a
sport federation as generally invalid appears incorrect. Rather, a careful
case-by-case approach should be taken to assess whether, in specific
circumstances, an athlete may be de facto forced to give consent, which
he/she would not have given if the imbalance did not exist. Only in such a

scenario, consent should be considered as invalid.34

LEGITIMATE INTERESTS
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In practice, legitimate interests may often be a more reliable legal
permission for sports federations, in particular in view of the general
criticism towards the validity of consent.

Indeed, relying solely on consent may cause additional practical obstacles
for sports federations: A sports body would have to be able to document
each and every consent it has ever received. Moreover, consent given by
an athlete can be revoked at any time – which may cause a high degree of
uncertainty if processing activities can only be based on consent.

While there are, as mentioned, good arguments for the validity of consent
given by athletes, most of those arguments also apply for the legal
permission of legitimate interest. In essence, wherever data needs to be
collected, processed and published for the proper functioning of a sport, a
sports governing body may very likely invoke legitimate interests in the
respective processing activities.

Although there is little to no case law, which would provide specific
guidance on the balancing of such interests, it is the authors’ view that in
general, it can be assumed that such interests of sports governing bodies
will generally outweigh the interests or fundamental rights of the athletes
concerned as data subjects. For example, any sports governing body has
a very legitimate interest that it needs to be able to process personal data
of athletes or players, because otherwise, it could not fulfil its role as
governing body. For example, an international sports federation needs to
be able to collect, store, catalogue, communicate etc. all the individual
results and records achieved by athletes in its sport, because only by
doing so, results are truly comparable. Likewise, a sports federation must
be able to collect date on sanctions, possible doping offences, transfer
movements, etc. of all participating players and athletes, because without
such information, a sports federation could not exercise its governing
functions in the first place.

All of this is, ultimately, not only in the interest of the governing body, but
also of each individual athlete or player, who benefits from these governing
functions.

If there are arguments for both consent and legitimate interest, the latter
may therefore often be the better choice. An important aspect to bear in
mind for a sport body is to carefully document the findings for the legal
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permission and stick to those findings. It is either asking for consent or
relying on legitimate interests. It is generally forbidden, for example, to first
ask for consent, and if not given or revoked rely, as a fall-back option, on
legitimate interests.

SUMMARY AND OUTLOOK
The GDPR is an important set of rules for all sports governing bodies
domiciled in Switzerland. Although Switzerland is not a Member State of
the European Union, data processing activities of such sports governing
bodies may very likely fall within the scope of application of the GDPR.

Therefore, and in particular in view of potentially very heavy sanctions

applicable in case of breach35, sports governing bodies are well advised to
ensure compliance with the GDPR for all their data processing activities
and to perform, if this has not yet been done, a careful analysis of its
current practices.

The GDPR imposes various organisational requirements, in particular
detailed documentation obligations, obligations related to technical and
organisational measures, the appointment of an EU representative, and
others. From a purely legal perspective, an additional challenge for sports
governing bodies consists of the legal permission for data processing
activities. While there are good arguments that consent given by athletes
can be considered as valid, reliance on legitimate interests may in practice
often be the preferred legal permission.

Moreover, one must bear in mind that the current Swiss Data Protection
Act (DSG) is undergoing a process of revision. On 15 September 2017, the
Federal Council adopted the introductory comments on the revision of the
Data Protection Act. Already at this stage, it is clear that the future
amendments to the Swiss DSG will very closely follow principles
established under the GDPR. Most importantly, it seems unlikely that the
amendments to Swiss data protection law would go further than what the
GDPR already provides for. Therefore, a sports governing body which
today aims at full GDPR compliance, can be reasonably assured that by
doing so, it will already be compliant to a very large extent with any future
developments in Swiss law. However, once the new DSG will enter into
effect, a careful review of data processing activities also from the angle of

https://www.cnil.fr/en/cnils-restricted-committee-imposes-financial-penalty-50-million-euros-against-google-llc
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Swiss law certainly remains recommendable.
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